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Advances in Information and Communication Technology and Cyber Security

Preface

Ⅰ	 Advances in Information and Communication Technology and Cyber Security
Advances in Information and Communication Technology and Cyber Security : An Introduction
Reviews
 Basic Concepts of Cyber Security and Threats 
 Cyber Security for Information Systems 
 Cyber Security for Control Systems 
 Information Security Management 
 Laws and Regulations Related to Cyber Security 
 Social Aspects of Cyber Security 
 Research and Development, Human Resource Development, IT Literacy and Information Ethics 

Ⅱ	 Major Topics
Chapter 1: Basic Concept of Cyber Security and Threats 
 1.1 Basics of Information Security 
 1.2 Threats to Information Security
 　1.2.1 Vulnerability and Vulnerability Management 
 　1.2.2 Malware
 　1.2.3 Unauthorized Access and Cyber Attacks
 　1.2.4 Targeted Attacks 
 　1.2.5 Cyber Attacks on Critical Infrastructure
 1.3 Key Technologies for Information Security
 　1.3.1 Cryptography
 　1.3.2 Authentication and Identity Management 
 　1.3.3 Access Control
 　1.3.4 Monitoring 
 　1.3.5 Information Hiding
 　1.3.6 Trusted Computing

Advances in Information and Communication Technology 
and Cyber Security 

 Contents
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 　5.2.2 Personal Information Protection
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 　5.2.5 Internet Censorship in Foreign Countries
 　5.2.6 Illegal and Harmful Content on the Internet
 5.3 International Measures
 　5.3.1 International Cooperation
 　5.3.2 National Security in Cyber Space
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 6.1 Privacy
 　6.1.1 Personal Data
 　6.1.2 The Right to be Forgotten
 6.2 Cyber Crime and other Problems
 　6.2.1 Current Status of Cyber Crime
 　6.2.2 Threats Resulting from the Popularity of SNS
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