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In recent years, a new area of diplomacy called “Cyber Diplomacy” has been developed
in the international community. Cyber Diplomacy is a negotiation or policy to promote
security, stability and prosperity of states and the international community where
states, international organizations, private sector, CERT communities and civil society
cooperate and coordinate to address international issues in cyberspace such as DDoS
attacks, advanced persistent threats and malware by the similar methods such as
bilateral diplomacy and multilateral diplomacy used in the traditional means of
diplomacy. Malicious use of cyberspace cross national borders instantaneously and it is
recognized as a threat to national security that triggers malfunction of national critical
infrastructure and addressed by states, international organization including the United
Nations, the private sector, CERT communities. The essential agendas for Cyber
Diplomacy are the following three points: a) promotion of the rule of law in cyberspace
through the application of existing international law to cyberspace and international
norms for cyberspace; confidence building measures in cyberspace; and cyber security
capacity building. The Group of Governmental Experts on Developments in the field of
information and telecommunication in the context of international security that had
been discussing cyber issues from the standpoint of international security, conducted
five rounds of sessions in the last two decades. However, this GGE has been “failed” or
“dead” in 2017, according to the United States Government, US think tank and NATO
CCDCoE, due to disagreement over some issues over the way of regulating state’s
behavior in cyberspace between the US and its “allies” and China, Russia and their
“companies”. Due to this “failure”, the future of post-GGE Cyber Diplomacy is uncertain
but cyber threats are becoming sophisticated day by day and are clear and present
danger. In this context, this paper recommends that Japan should proactively engage in
cybersecurity capacity building to countries such as Southeast Asian nations in its
foreign policy and aid assistance policy on cyber issues. The reasons for this
recommendation are as follows:

Primarily, to strengthen Japan’s national security. Second, to use it as a means of



diplomatic strategy against China, Russia and others. Thirdly, for the development of
business basis for Japan and its economic growth. Fourth, to promote security and
stability of the international community. Considering the current situation where cyber
attacks against Japanese government, Japanese companies in recipient country, and
Japanese people are carried out via vulnerable networks and systems of recipient,
assisting the development and strengthening of cybersecurity capacity in supply chain
such as procurement of systems and business outsourcing enable the strengthening of
Japan’s cyber security by proactively conducting cybersecurity capacity building to
developing countries. Further, in order to prevent China, Russia and others’ ideology on
cyberspace prevail and triumph in the international community, approaching to
developing countries and assisting their cybersecurity capacity building will contribute
to develop and strengthen amicable relations with recipients and thereby forming a
majority in the international community. Moreover, tied Official Development Aid
(ODA) with conditions that limit assistance provider to Japan and recipient companies
will enable to form an economic basis for Japanese companies’ in the recipient country
and business development. Furthermore, as a responsible member of international
community, assisting, strengthening, and maintaining developing countries’ cyber
security will strengthen recipient’s cyber security and reduce the risk of recipient, the
region and ultimately the entire international community. From these points, I believe a
proactive engagement in cybersecurity capacity building will contribute to Japan’s
national interest in line with the policy of Proactive Contribution to Peace based on

internationalism.



