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KEDOEIE I Z =DV A N—tF 2T 0 ~OH Y AT 5 FEBIF
BEREIZ X, DHS 22 F LK E J1E 1 ik (NERC: North American Electric
Reliability Council) , =3 /L ¥ —H4 FOKEEHR =X LI —HHEZES

(FERC:Federal Energy Regulatory Commission) . PE#5%& 4k T O [E STAR#ER;
Pkt (NIST: National Institute of Standards and Technology) 723 F{k &
RO BINA LT TITHTHIA RN X 2 YT o HUE (B A FTA )
REHRHEEL T 5D,

M% 2.4-2 RKEBAVANN—EF =2V 7 1 BEHBEER

|7 AUhE REESERT
v !
EtZ2REE IRLE—Z EHE
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L % L !
IRENEBEEHS KEESTXLF—RHEER ST AR R AT TR
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IR B g #E
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(HA) AT B RR 2 5L 12 H AR ERL

D) JEkEHEEERBES
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K ARIIT B4 T LT KBS BB 2B E 2. 12005 o x /L ¥ —E
K% (EPAct 2005) 112 & 0 CKEW OB IMEHEMEES (ERO : Electric Reliability
Organization) DN NFR ] 472, ERO &%, KEE ﬁ/XTAOD:LHﬁPH
P, 7a g X —F XTI L, BHOEEMEICE T 2 BRI 2B %
JRSL L7 B ERHIEE T 5 (R L O30T FERC OEGENMLE & 726
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NERC (% 1960 ‘EX L W BEIERAOEEMK E L TR IEEI ZHil) T 7228,
2007 £ 1 A HIZ FERCIZED LIV TWI=KEME—D ERO & L THIFHEIL T
Wb, BOVAT AT HH A RN—tX=2 U7 4 KL TEDT- NERC CIP

(Critical Infrastructure Protection) A \—tXx=U 7 ¢fZ#EL, NERC
725 ERO & LT FERC (ZAZE SN LETCIZ. NERC ZEDOIZ#IT -
NERC 12 X5 HEHHI TH o725, FERC IZ ERO & L CTED LIL-LAKEIE
PANR—X2 T 4 REGOLE AT LEEROEHEMEMLRICXT T 5 A0
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MFNEZ LT D KD BHEMT T D,
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NERE S, CSCTG 1% 2010 4 1 A2 SGIP (675 M3t « R L. 1,800
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NIST O{FENIHEGETHTH Y . EAMIEAT. 7V 7 % TARX T —F%T
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> BRI X—IZBT DLV A NN—X2 T s EHEOML - HEE
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—BIOZOMORERZREOEX 2V T BENL—=0 72 E L2 L
TEY ., TARN—tFxa VT 1 FHHEORY L EHOMRAEICR I LTS, T,
2010 4+, DOE I%. EnergySec. E/#5tFT (EPRI) &3LIC 1,650 77 KL% %
EL, BB Z—DV A N—tx=2 T 1IZHT 25 2 SOME, NESCO (kK
E&ENE 7 Z— A N—tX 2 U7 ¢ —H) & NESCOR CKEEIE®Z ¥
— e A NRN—Xa VT —FEEY YV —R) B LT,

2011 49 A, DOE I&, = F—flGo A7 M BITF oA N—kF 2
T ATERDOTZDD 2011 FErn— R~y ) 2RE LT, ZOPICER, R H—,
R BURBRE N L 2/ F VX — G AT A EHE L T edD, 4
% 10 T 72 2 BRIE AR A OBEEL 23R ST 5, [AIRFIZ, NIST, NERC
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ANR—=% X2V T 4 V)R EZEHT L2000 EZ#EMET S5, DOE ® OE & %
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NIST 23 E L CTuvA NIST IR7628 32T H 15,
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NERC NIST
cIP IR7628
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Copyright © CSSC
(HFT) CSSC I i1 ‘/x—? LX) T o BAF~DE Y LA ~ISA/TEC62443
O L FBEHIZHOWT~] (20144 1 A) %32 H ARBHER

1) NERC CIP

NERC Cyber-security Critical Infrastructure Protection (CIP) (tK&E )
EHEMEW S BB 7 TRGERNRE) 12X, ERO & L TNERC WK EL., FERC
DAGRLTNDEHEDTH D, BIEIT versiond NFEZI L CTE Y, BIfE version 5
DRT 7 FDERE - ABEESNTW5D, NERC CIP #Z#E L, ki 2 % &
E L KBS RN ELZE X CTRESNTEY, KO KBEE AT A

(& U TEE L RBBEERME) Z2&BEICRSNTEbDTH D,

NERC CIP Tik, ¥4 =t F =2 U7 4 RO L R HEEEE (KOE

(CBE S EHE IT EFE) OFFEICOWT CIP-002 TERL TRV, &

ATEENE O OEMEZFME L. Critical Assets (EEE ) K OZF L5 I(ZREHEH T
HEEIT BEZFTET DI ITERL WD, BEMAFEILZORFEDT-DOS
Eim M OB ICET 28 EMEE >, CIP NERTHEFD x=V 7 ¢ B
X, 2 TEERAHEIEE Ltﬁ%%ﬁé%ﬁ%k LCEHSND D, Hf%
G bBE T ExX 2V T o BEEHELSLERDBOBEEEEZFET D X
FRT T —FERATHIEICEY, EX 2 ) T RICKLEREERB LY
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=X B
CIP YA R—=ADT 7T —F I Lo TEHEEEXREL, ZIUIHKSTHEHEY A
002-5 NN—ZFREETEDD,
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CIP BEY A N—ZE~DT 7 AL BN - MBI Sz ABICR LT,
004-5 VHEAR N —= 7%, X2V T 4 BREZFITOT IS,
CIP FEEY A N—ZELZRYADEFNREX2 ) 7 4 B a2EE L., iR b
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CIpP B A N—EEICEHETLI X2V T A>T FERE, S, MLl
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0115 | %179,

(tHFT) NERC CIP verion 5 Draft (2013 )

B/f FERC & NERC IZE#EMHEOmARISR L 70 n [HEL V75| O

A 2 e k92 << nmna%ﬁoﬂ\é FERC DL TlE, 1,500MW % B %

LIEERRI AT H sk i%4/\~t%;)74iﬁhm75wﬁﬂ% W S
HRE T, 500kVuL0>35’C0)J£CT? iaiU\iSOOkVLJJ:O)ﬁEO)LEE i (ft
MiFx & 240 DM A B ﬁ9A7k@éL$ B4 ECHA NN—tx2T
4%%%%%@%%4/77T%5&TDLTV50

BERENHED 5T 5 CIP Ver. 5 1%, HA7?D CIP Ver.3 & T 2 HD
EHENHE 2, DT THEE 10 OV A R—k X2V 7 ( EUENFET D, /-
BEHEEFEDORTCHIEICOWTY, K0TS L7- 17 OREREIZ LD R
ETDHHEPBRESNTERY, EEEELFET D0 B HEREO S % 6] (R
T52ET, et ro—BEWHEEEZ R ESEDEHAND D,

CIPVer. 5 TIX FRtD L O RE VAT L (LFDOHWFE) ZHEEL, 8 2D

U 27 EHOMHEA L, BES Cyber System ~D 2 R E (Impact Rating) % &
RLTWD,
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2.2 HE5HE H1000MVARLL EDEXE HE&lE
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2.7 B EGEGEBTREOHIHEEXRHF
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2.9 Y BIBA1EIS AT L (Special Protection System) & 1F - i ZE <5 A¥— L (Remedial Action Scheme).
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@ HEEDOHLAHLTT T LN DMNE
> BEOHDHTSa T T AERE -
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> TUFT4NAR VAT AR, TR,
EEOHD T T AERINT A7 2t ADKIGRLEk
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i)

IATN)

BEAE - BIIE T D720 D7 mt 2ADFELT

BEOBLATa T T LERMLUTIEEO NS DT at 2D FEFTIEE

NERC CIP NERKRT HZ 6D A N—F =2 U 7 ¢ k5K EMHIT
[Mandatory Reliability Standards for Critical Infrastructure Protection,
Order No. 706, 122 FERC 61,040 (2008)DIE H 236, 344, 414, 478, (550) .

585, 654 KT 689 |

Z&koT,.2TFERCIZ rMandatory and Enforceable] (F
BHmosgifilng) 7Bl L TRRIN TV D

mB, EROER LIZY

TpoTW5b,

DIEN DOFEFEDE D 5 VSL (Violation Severity Level)

A1, FERC |

XV FTEDFIENEE ONDINE L

=) 4 %H| i@}igﬁi%‘:m&') %A VRF (Violation Risk Factor) & FE&

X% 2.4-7 NERC CIP |[ZEX L7238 D&%

WD WTIRESND,

Violation Severity Level
Violation :
Risk Lower Moderate ngh Severe
5 Range Limits Range Limits Range Limits Range Limits
Factor Low High Low High Low High Low High
Lower $1,000 $3,000 $2,000 $7.500 $3,000 $15,000 $5,000 $25,000
Medium $2.000 $30,000 $4,000 $100,000 $6,000 $200,000 | $10.000 | $335,000
High $4,000 $125,000 $8,000 $300,000 $12,000 $625,000 $20,000 | $1,000,000

EELDOEI L2 OV T, BALIE Tper day per violation] T&H V) | EK DL (lﬂ
L) D
SO EEICHE D> TL %, ML&<if%mmcwmwtmiﬁ”*@t

B — HER O EECER OBEOR) LR OWIH GE

OOFREMETH Y FEEEOEMIZ

BWTIE, ENFEHEORE
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O UKL DOEREERFDO LT T AT 2 Aedk (FIHL72 5SS AT EE)

Q@ arTITA4T U AES

DT IR

@ BRFIZLD AECH ERNRUGERE
@ BRGRA S M OFR SV RIE « SeBEEE T IERCE O IR - B2 - B

G HERNEOaL T ITAT AT LT AOHFEIRIE R T F—< 2 A

©® ESA LY ERATR DR D4 T
@ BHERATS
F R T & % PHEREE
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14 LIS DALETIZ 5T, TRemedial Actions] (& IE - d# 4 4) <° [ Sanctions
(IR P OHEGIEVED SN TS, EREN D Remedial Actions |
DOfFlE LTI TN BT 6D

@ EE - FHHE O FEAEH R O B ReL

@ HED Y AT 2T AR - BF5E

@ HEEESHA T A DER

@ ERT ANl E2@ L CTr—4, EESWEORER

® fEHADT=DDEES S HIfH

© W/ 77 o OB%

[Sanctions] Of & LTiX, 1&8), Bl E EORIR, EEENH Z5i#
9% Ireliability watch list] OERRZ: ENHELE XN 5,

2) NISTIR 7628

NIST ODA~—hrZ7 Uy REFa VT 4IZBTL2FERYMAAD—DL LT
2009 4= 9 H1Z1% NISTIR 7628 (Guidelines for Smart Grid Cyber Security)
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[l B 5 - i i 2 2

ISMS Information Security Management System
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ISP Internet Service Provider
I A S N A o S = AN

IT Information Technology
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J-CSIP Initiative for Cyber Security Information sharing Partnership
of Japan
P AN—NFRIEAA =TT 47

JIPDEC Japan Institute for Promotion of Digital Economy and
Community

H AT ot g b e =
JPCERT/CC Japan Computer Emergency Response Team Coordination

Center
JPCERT 2 —7 X —varto¥—
JSCA Japan Smart Community Alliance
AAA~—=b A 2=T 4T TAT A
JVN Japan Vulnerability Notes
IPA D fagatet RIGHmA—Z YA b
JWG Joint Working Group
BED —X% 0 7 —
N:
NARUC National Association of Regulatory Utility Commissioners
BRI FFEHNE B S
NERC North American Electric Reliability Council
ALK EE L e
NESCO National Electric Sector Cybersecurity Organization
KEENE T X — AR —kX 2 VT ¢ — Bk
NESCOR National Electric Sector Cybersecurity Organization
Resource
KEENE T X — A R—F2 VT —FEEY V— R
NIPP National Infrastructure Protection Plan
EZFEA > 7 Tt
NISC National Information Security Center
NEEEEREx 2T o & —
NIST National Institute of Standards and Technology
[E AR AEE T SR T
NSTB National SCADA Test Bed
KERES S AT L B~ > R
NVD National Vulnerability Database
K NIST Dffsgatk s — & ~X— 2
0O:
OE Office of Electricity Delivery and Energy Reliability
B E R
OS Operating System
FRV—T 4 VT AT A
OSPs Operator Security Plans
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RISI

S:
SCADA

SG
SG-CG
SGIP
SGIS
SGTF
SM
SLOs
SQL
U:

UCAIug

USB

V:

VR
\
W:
WI

Repository of Industrial Security Incidents
PANR—EX2 VT A AT OT—HRN—2A

Supervisory Control and Data Acquisition
BE AL > 2 7 A

Smart Grid

Av—hK 7 U v R

Smart Grid Coordination Group
A~v—=hr7 Uy FERIZ V=7

Smart Grid Interoperability Panel

A~v— 7V v RMEAEHM SRV

Smart Grid Information Security

2= 7 Uy RiflREx=2V7 o

Smart Grid Task Force

A—=h VY R ZRT T —A
Smart Meter

A=A =H—

Security Liaison Officers

XU T o lEEE

Structured Query Language

T DERNEM T HT — 4 XN—AFFE

Utility Communication Architecture International Users
Group

B, B A FEOEEE—Y— L —T
Universal Serial Bus

TR AR |20 2 50t 272D D 2 U T L S 2 Bk

Violation Risk Factor
Violation Severity Level

Working-party on Instrument Behaviour
RRINATH A & % =L OfsstE =2 U 7 o g2
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Az 551 Windows DNS (Domain Name System)
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1) NIST SP 800-53 Rev.4

NIST-SP 800-53 TIIT7 AU BBIFO I L B a—F 2 AT LD~ DIERE
PRE R O OB PR O LS I OWTEE LSRR T W 5B, F/2, X—
AT A DOIRENGEHK (18 O OJSHE TOEK T n A EHRT 5,

R#fré% 5-1 NIST SP 800-53 Rev.4 #EE

E—F [FLoIC BoE HEFE BE=F JOtX SE
|11 BwssvameE ||| 21 2BURoEE |||[31 exavrrmmE~—2 ||| #E2A sEXH |
- — SAVDEE —
[12 wgevoms |||[22 t*av7 EEEORA [ 528 mmse |
13 traUr EEARED ||| (32 w9250l |||IFp s |
o ORI 23 tF2UTAEBEDA— T DN S~
LM PR ATAERROR 133 mEHo~—250 | \Fias mEmotrr EER

DR (F—1"—LA)

- FEH

|14 m@oBE || Ba=ats

[15 #sxmOMA l

[24 s@EFIT(EEE |

4 BREBEIOCAOR ||| HGE RERORESE |

TAEEER

2.5 SMBBREICBTHEF)

&%
3.5 HBARIATLRURER

| HBF tEaVF(EFEENSDY |

EDREE

2.6 t¥2UTAHEEEOHR

DATALIZBITRERENE

—
a7 EEEOI G [Eetal7 70754

(PM: Program Management)

2.7 BEEROBETBLVIRER

fH8%H 384 (ISO/IEC 27001,
15408)I=E8d H7wEL Y

[ F——La7 I+ |
[ #4883 To1 v —gmENIny |

X#Ff18% 5-2 NIST SP 800-53 IcBIT A X =V T 4 FHEHIH

(Configuration Management)

EEENE = B
The process of granting or denying specific requests for
7o R4 AC obtaining and using information and related information
(Access Control) processing services for physical access to areas within the
information system environment.
Policies and procedures to ensure that all information
BEmLEBRLUON—=2F AT system users are given appropriate security training relative
(Awareness and Training) to their usage of the system and that accurate training
records are maintained.
Independent review and examination of records and
AR LU R activities to alssess the adequzlacy of sylstlem controls, tf)
. o AU lensure compliance with established policies and operational
(Audit and Accountability) ,
procedures, and to recommend necessary changes in
controls, policies, or procedures.
XA TF S MmEE AR - AR Assurance that the specified controls are implemented
(Security Assessment and CA [correctly, operating as intended, and producing the desired
Authorization) outcome.
Policies and procedures for controlling modifications to
ElEE oM hardware, firmware, software, and documentation to ensure

tthe information system is protected against improper

modifications prior to, during, and after system
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implementation.

B AR R S EHE

Policies and procedures designed to maintain or restore
business operations, including computer operations, possibly

. \ CP L .
(Contingency Planning) at an alternate location, in the event of emergencies, system
failures, or disaster.
The process of verifying the identity of a user, process, or
FANBLUVERE A device, through the use of specific credentials (e.g.,
(Identification and Authentication) passwords, tokens, biometrics), as a prerequisite for granting|
access to resources in an IT system.
oo Policies and procedures pertaining to incident response
AV TG IR [trainin testiF:l handlin pmonitorign reportin anZ support
(Incident Response) ne: & & & ree & PP
services.
R<r MA Policies and procedures to manage all maintenance aspects
(Maintenance) of an information system.
- - Policies and procedures to ensure secure handling of media.
LKA DIREE .
) . MP [Controls cover access, labeling, storage, transport,
(Media Protection) e . .
sanitization, destruction, and disposal.
R - Policies and procedures addressing physical, transmission,
YENELVBRIENR R . )
) . and display access control as well as environmental controls
(Physical and Environmental PE o .
) for conditioning (e.g., temperature, humidity) and emergency
Protection) . . . .
provisions (e.g., shutdown, power, lighting, fire protection).
Development and maintenance of a plan to address
B PL information system security by performing assessments,
(Planning) specifying and implementing security controls, assigning
security levels, and responding to incidents.
_ Policies and procedures for personnel position
AHEFLT 4 anee S Torp P .
. PS |categorization, screening, transfer, penalty, and termination;
(Personnel Security) , ,
also addresses third—party personnel security.
The process of identifying risks to operations, assets, or
DA TZAAUN RA individuals by determining the probability of occurrence, the
(Risk Assessment) resulting impact, and additional security controls that would
mitigate this impact.
Allocation of resources for information system security to
- _ N . = be maintained throughout the systems life cycle and the
VAT LBEUY —ERDFE gnout The v ve
i o SA |development of acquisition policies based on risk
(System and Services Acquisition) ; . . . L
assessment results including requirements, design criteria,
test procedures, and associated documentation.
VAT LBLIPBIEDRE . .
f& i {%?x Mechanisms for protecting both system and data
(System and Communications SC L.
. transmission components.
Protection)
Policies and procedures to protect information systems and
.« o — N ttheir data from design flaws and data modification usin
VAT LBEPEROTL M cara rom Cesier © ca Hion Heing
. ; SI ffunctionality verification, data integrity checking, intrusion
(System and Information Integrity) i O i |
detection, malicious code detection, and security alert and
advisory controls
TS LA AU PM Provides security controls at the organizational rather than

(Program Management)

tthe information—system level.
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® ECRAT—RE)—Z—IZBNT D
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® Packet Filtering Firewalls

® Stateful Inspection Firewalls

® Application-Proxy Gateway Firewalls

5.2 HEMI=(Logically) HEIS =R yNI—2

42
o XE LEHMNSS

DAY HESHET R AN
DRAIBRFEERRDE R

WEMAEtEFa)T- TOV T LORAE

ERENHIHz5tF 1T EMF—LDORIE &
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ICSEEDR)S —EFHEDEE

ICSY AT LEFYNI— B EBENERLEEETE

HBDEREF T (ICE T 2EHOERE

5.3 RUNT—U5 5

® Dual-Homed Computer/Dual Network Interface Cards
(NIC)

® EBARINI—H LG R INI— OB TFAT I+ — I
(EH0HE

® EBARINI—IEFIEAIINI—IDREIZT AT o+ —IL
L —5—ORE 459

o EFHARINI—HLHHRINT—I DB TFATIA—=

B

JLEDMZDEE

o EHARINI—VLH BRI DRI —ETFZ(T
YA—ILOHE(—DLL EODMZAHE)

o R r=>aAM HEHEMT

| 5.4 #EIN1-% ERhf(Defense-in-Depth) 7—F 75 F ¥ ”
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FEARE ICSEFa) T EHEEX
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® Domain Name System (DNS)

® Hypertext Transfer Protocol (HTTP)

5.8 ICST7A 74— ILDFAOMEE
® Data Historians
® JE—FR—r7 U4 (Remote

Support Access)

® T LFFv ATy (Multicast

Traffic)
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® FTP and Trivial File Transfer Protocol

(TFTP)

5.9 BE—[EER(SPOF)
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©® Telnet
® Simple Mail Transfer Protocol
(SMTP)
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(Fault Tolerance)

6.7 MIEMNHLVEENRRE(PE EA)
® IUMI—IL -t R— /HIfE

©® Simple Network Management
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Protocol (SNMP)

® Distributed Component Object Model
(DCOM)

® SCADARUEXATOr—IL
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7E)

5.11 FEELKE (Man-in-the-Middle
Attacks) x5k
® MAC Address Locking
® Static Tables

® [%-51k (Encryption)
® 218 (e.g. ARPwatch)

® T—TI)LEER

6.8 RARMGEHE(CP. EA)
o LUK AR RIS B
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o NyFEH
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® Web Servers

® EiRFIhI—Y
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» Between transmission SCADA (Supervisory
Control and Data Acquisition) and substation
equipment

» Between distribution SCADA and high priority|
substation and pole-top equipment

» Between SCADA and distributed control
system (DCS) within a power plant
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» Between distribution SCADA and lower
priority pole-top equipment

» Between pole-top IEDs (Intelligent Electronic
Device) and other pole-top IEDs

S AT LALEAI Y. FAEEHOFRIE
FHIENRVEREOBOAVE—TI—X

* Between transmission SCADA and substation
automation systems

W AT LACIERAIAY. F-5tHERENOHEE
ELHBLEVRBOENA2—TT—X

* Between distribution SCADA and backbone
network-connected collector nodes for
distribution pole-top IEDs
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A

» Multiple data management systems (DMS)
belonging to the same utility
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» Between subsystems within DCS and
ancillary control systems within a power plant

» Between an RTO (Regional Transmission
Operator)/ISO (Independent System Operator)
EMS (Energy Management System) and a
utility energy management system

» Between a Generation and Transmission

6 BIDIEBDOHI S X T LDEDA>2—Tx—A  |(G&T) SCADA and a distribution CO-OP
SCADA,;
» Between a transmission EMS and a
distribution DMS in different utilities;
» Between an EMS/SCADA and a power plant
DCS.
S /ot T IS T - <, 5__|* Between a Customer Information System
7 ff_iﬁjfgﬁ&ﬂ—m)%@ﬁ@{/g (CIS) and a Meter Data Management System
(MDMS)
8 ESTEHETOEBRVATLDENDA 42— | Between a third-party billing system and a
J1—X utility MDMS
9 B2B BAR TEMN> T\ B Y — vbDL X T | Between a Retail aggregator and an Energy
LDBDARZ—TT—R Clearinghouse
» Between a Work Management System
(WMS) and a Geographic Information System
(GIS)
P p o= » Between a DMS and a CIS;
10 ‘fﬁﬂﬁu/ZTA&#%“ﬂ/$§%%/XTA(DFE%){ » Between anOMS and the advanced metering
pE—TI—A infrastructure (AMI) headend system
* Between an outage management system
(OMS) and a work management system
(WMS).
RIBE/NTA—RERET B0 Y=Lt Y
11 =g — % (2384 707 ) 5 22 5 B 7y t Between a tem_peraturg sensor on a
— ransformer and its receiver
T —TNAR)DE DA Z—TT—X
12 Y —R NI =Y LGS X T LDREIDA>2—| Between a sensor receiver and the substation
Jr—X master
ol s o= <, ~__|» Between MDMS and meters
13 AMI 2 NI =D % FIRT B AT LOEDAVE—| Between LMS (Load Management
T A System)/DRMS and Customer EMS
» Between MDMS and meters
» Between LMS/DRMS (Distribution
Resource Management System) and
14 A OB AM RvbT—H%F|H$ S AT L |Customer DER
DEIDAVRA—TT—R » Between DMS Applications and Customer
DER (Distributed Energy Resource)
» Between DMS Applications and distribution
automation (DA) Field Equipment
» Between Customer EMS and Customer
HAN(Home Area Network), BAN (Building Area |appliances
15 Network)*> NAN (Neighborhood Area Network)Z%ile Between Customer EMS and Customer DER
COBEBRIDORYNI—VEFIRT 5L AT LOME |equipment
DA R—TT—2R » Between Energy Service Interface (ESI) and
PEVs (Plug-in Electric Vehicle)
» Between Third Party and HAN Gateway
16 BB R T LEBEERIOMEIC » Between energy service provider (ESP) and

DER
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e Between Customer and CIS Web site
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DAVRA—TT—R

* Between field crews and GIS

* Between field crews and substation
equipment

* Between field crews and CIS;

* Between field crews and OMS;

* Between field crews and WMS;

» Between field crews and corporate marketing
systems

18
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* Between sub-meter to meter

» Between PEV meter and Energy Service
Provider (ESP)

» Between MDMS and meters (via the AMI
headend);

e Between customer EMS and meters;

* Between field crew tools and meters;

* Between customer DER and submeters;
* Between electric vehicles and submeters.
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* Between wide area measurement system
(WAMS) and ISO/RTO

20
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* Between engineering and substation relaying
equipment for relay settings

> Between engineering and pole-top equipment
for maintenance

» Within power plants
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» Between SCADA system and its vendor
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» Between a security console and network
routers, firewalls, computer systems, and

network nodesGRESBETILIZIZEENLL)
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BES : Bulk Electronics System (KEIRE 1T AT L)
EACMS : Electronics Access Control or Monitoring Systems (BE#R IS 2T 2)
EAP : Electronic Access Point (17 7 AR A > )
PACS : Physical Access Control Systems (#EEA727T 7 & ZH|#HI 27 L)
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w0

0S™O8
ISOS
VSDS

VIN'DS

People, Policy &
Procedure

Training

Insufficiently Trained
Personnel

® (LVDS

® |dOD

@ |4I'ds

® |[NdD

Inadequate Security
Training and
|Awareness Program

Policy &
Procedure

Insufficient Identity
'Validation, Background
Checks

Inadequate Security
Policy

Inadequate Privacy
Policy

Inadequate Patch
Management Process

Inadequate Change and
Configuration
Management

Unnecessary System
|Access

Risk
Management

Inadequate Periodic
Security Audits

Inadequate Security
Oversight by
Management

Inadequate Continuity
of Operations or
Disaster Recovery Plan

Inadequate Risk
|Assessment Process

Inadequate Incident
Response Process

Platform
Software/Firmware
'Vulnerabilities

Software
Development

Code Quality
Vulnerability

Authentication
Vulnerability

|Authorization
Vulnerability

Cryptographic
Vulnerability

Environmental
Vulnerability

Error Handling
Vulnerability

General Logic Error

Business logic
Vulnerability

Input and Output
Validation

Logging and Auditing
Vulnerability

Password Management

Vulnerability
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Path Vulnerability

Protocol Errors

Range and Type Error
Vulnerability

Platform
Software/Firmware
'Vulnerabilities

Software
Development

Sensitive Data
Protection Vulnerability

Session Management
\Vulnerability

Concurrency,
Synchronization and
Timing Vulnerability

Insufficient Safeguards
for Mobile Code

Buffer Overflow

Mishandling of
Undefined, Poorly
Defined, or “Illegal”
Conditions

Use of Insecure
Protocols

'Weaknesses that Affect
Files and Directories

API Usage &
Implementation

IAPT Abuse

Use of Dangerous API

Platform
Vulnerabilities

Design

Use of Inadequate
Security Architectures
and Designs

Lack of External or
Peer Review for
Security Design

Implementation

Whitelisting

File Integrity
Monitoring

Inadequate Malware
Protection

Installed Security
Capabilities Not
Enabled by Default

/Absent or Deficient
Equipment
Implementation
Guidelines

Operational

Lack of Prompt
Security Patches from
Software Vendors

Unneeded Services
Running

Insufficient Log
Management

Poorly
configured
security
equipment

Inadequate Anomaly
Tracking

Network

Network

Inadequate Integrity
Checking

Inadequate Network
Segregation

Inappropriate Protocol
Selection

'Weaknesses in
|Authentication Process
or Authentication Keys

Insufficient
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Redundancy

Physical Access to the
Devi [ J
evice
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SG.AC-5 |InformationFlow Enforcement
SG.AC-6 |Separation of Duties Applies at moderate and high impact levels
SG.AC-8 |Unsuccessful Login Attempts Applies at all impact levels
SG.AC-10 [Previous Logon Notification
SG.AC-11 |Concurrent Session Control
SG.AC-12 |Session Lock H|H L L |H
SG.AC-13 [Remote Session Termination M M
\Access Control - - -
(SG.AC) SG.AC-14 |Permitted Actions without H|H [HH [H [H MMM |H HHEMMHHE| [HHH
Identification or Authentication
SG.AC-16 |Wireless Access Restrictions Applies at all impact levels
Use of External Information Control |Applies at all impact levels with additional requirement
SG.AC-18 A
Systems enhancements at moderate and high impact levels
SG.AC-19 [Control System Access Restrictions  |[Applies at all impact levels
SG.AC-20 |Publicly Accessible Content Applies at all impact levels
SG.AC-21 |Passwords Applies at all impact levels
|Awareness and SGAT5 Conta_ct yvith Security Groups and
Training Associations
(SG.AT) SG.AT-6  |Security Responsibility Training Applies at all impact levels
SG.AU-4 |Audit Storage Capacity Applies at all impact levels
SG.AU-5 |Response to Audit Processing Failures Applies at all impapt levels with additional requirement
enhancements at high impact level
SG.AU-7T éudlt Reduction and Report Applies at moderate and high impact levels
eneration
Audit and SG.AU-8 [Time Stamps Applies at all impact levels . wi?h additional requirement
Accountability enhancements at moderate and high impact levels
(SG.AU) SG.AU-11 |Conduct and Frequency of Audits Applies at all impact levels
SG.AU-12 |Auditor Qualification Applies at all impact levels
SG.AU-13 |Audit Tools Applies at all impact levels
SG.AU-14 |Security Policy Compliance Applies at all impact levels
SG.AU-15 |Audit Generation Applies at all impact levels
SG.AU-16 [Non-Repudiation P L] ] | mlE] M ] BHEE
Security Assessment and . .
Security 5G.CA1 Authorization Policy and Procedures Applies at all impact levels
| Assessment SG.CA-2 |Security Assessments Applies at all impact levels
and Authorization [SG.CA-3 |Continuous Improvement Applies at all impact levels
(SG.cA) SG.CA-5 |[Security Authorization to Operate Applies at all impact levels
SG.CA-6  |Continuous Monitoring Applies at all impact levels
Configuration SG.CM-7 |Configuration for Least Functionality |[Applies at all impact levels
Management SG.CM-8 |Component Inventory Applies at all impact levels
(SG.CM) SG.CM-11 |Configuration Management Plan Applies at all impact levels
SG.CP-1 Sontinuity of Operations Policy and Applies at all impact levels
rocedures
SG.CP-4  |Continuity of Operations Training Applies at all impact levels
Contim'lity of SG.CP-7 |Alternate Storage Sites Applhies at moderate and high impact leve.ls vyith additionall
Operations requirement enhancements at moderate and high impact levels
(SG.CP) SG.CP-8 Alternate Telecommunication Applies at moderate and high impact levels with additional
) Services requirement enhancements at moderate and high impact levels
SG.CP-9 |Alternate Control Center Applies at moderate and high impact levels with additionall

requirement enhancements at moderate and high impact levels
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SG.CP-11

Fail-Safe Response

Applies at high impact levels

Identification and Authentication

. . SG.IA-1 Policy and Procedures Applies at all impact levels
Identlﬁc.atlo.n and SG.IA-2  |Identifier Management |Applies at all impact levels
|Authentication ; P
(SG.IA) SGIA5 Device Identification and ula lalE M M M H H
’ ) Authentication
SG.IA-6  |Authenticator Feedback L L |LJL L |L [H [H|L |L H|[H |L [H[L |L L |L |H
Information and ) Information and Document . .
Document SG.ID-1 Management Policy and Procedures lApplies at all impact levels
Management SG.ID-4  |Information Exchange Applies at all impact levels
(SG.ID) SG.ID-5 |Automated Labeling
SG.IR-1 Incident Response Policy and Applies at all impact levels
Procedures
SG.IR-3  |Incident Response Training Applies at all impact levels
. SG.IR-4 Inc1de.nt Response Testing and Applies at all impact levels
Incident Response Exercises
(SG.IR) SG.IR-5 [Incident Handling /Applies at all impact levels
SG.IR-6  [Incident Monitoring |Applies at all impact levels
SG.IR-7 |Incident Reporting Applies at all impact levels
Smart Grid Information System Applies at all impact levels with additional requirement
SG.IR-10
) Backup enhancements at moderate and high impact levels
_; |Smart Grid Information System . .
SG.MA1 Maintenance Policy and Procedures Applies at all impact levels
Smart Grid SG.MA-2 Legacy Smart Grid Information Applies at all impact levels
Information System Updates
System Smart Grid Information System Applies at all impact levels with additional requirement
SG.MA-3 : -
Development and Maintenance enhancements at high impact levels
Maintenance SG.MA-4 [Maintenance Tools |Applies at all impact levels
(SG.MA) SG.MA-5 |Maintenance Personnel Applies at all impact levels
SG.MA-6 [Remote Maintenance Applies at all 11ppapt levels with additional requirement
enhancements at high impact levels
sG.Mp-1 [Media Protection Policy and Applies at all impact levels
. . Procedures
?é?}dlﬁlgr s SG.MP-3 |Media Marking Applies at moderate and high impact levels
’ SG.MP-4 |Media Storage Applies at all impact levels
SG.MP-5 |Media Transport Applies at all impact levels
SG.PE-8 |Emergency Shutoff Protection Applies at all impact levels
. i Applies at all impact levels with additional requirement|
I;Ihy'smal andt 1 SG.PE-9  |[Emergency Power enhancements at moderate and high impact levels
S:c‘ffr;’t‘;men A% |SG.PE-10 |Delivery and Removal Applies at all impact levels
(SG.PE) SG.PE-11 |Alternate Work Site Applies at all impact levels
SG.PE-12 Location of Smart Grid Information |Applies at all impact levels with additional requirement
) System Assets enhancements at high impact level
SG.PL-1  [Dtrategic Planning Policy and Applies at all impact levels
Procedures
Planning i Smart Grid Information System . .
(SG.PL) SG.PL-2 Security Plan Applies at all impact levels
SG.PL-3 |Rules of Behavior Applies at all impact levels
SG.PL-4  |Privacy Impact Assessment Applies at all impact levels
SG.PM-2 |Security Program Plan Applies at all impact levels
SG.PM-3 |Senior Management Authority Applies at all impact levels
Security Program |SG.PM-4 [Security Architecture Applies at all impact levels
Management SG.PM-5 |Risk Management Strategy Applies at all impact levels
(SG.PM) i izati
SG.PM-6 Security Authorization to Operate Applies at all impact levels
Process
SG.PM-7 |Mission/Business Process Definition |Applies at all impact levels

Personnel Security
(SG.PS)

SG.PS-6

Access Agreements

Applies at all impact levels

SG.PS-8

Personnel Accountability

Applies at all impact levels

SG.PS-9

Personnel Roles

Applies at all impact levels

Risk Management
and Assessment

SG.RA-3

Security Impact Level

Applies at all impact levels

113




(SG.RA)

Smart Grid Information System and

SG.SA-1 |Services Acquisition Policy and Applies at all impact levels
Procedures
SG.SA-2 ,?,iﬁ?glg;i?ifles for Contractors and Applies at all impact levels
SG.SA-3  |Life-Cycle Support Applies at all impact levels
SG.SA-4  |Acquisitions Applies at all impact levels
SG.SA-5 ]S)mart Grid I.nformatlon System Applies at all impact levels
ocumentation
SG.SA-6  |Software License Usage Restrictions |Applies at all impact levels
Smart Gl:id SG.SA-7 |User-Installed Software Applies at all impact levels
Isr;f;)tl('::lnatlon SG.SA-8 [Security Engineering Principles Applies at all impact levels
and Services SG.SA-9 Developer Configuration Applies at all impact levels
|Acquisition Management - - - -
(SG.SA) SG.SA-10 |Developer Security Testing Applies at all impact levels
SG.SA-11 [Supply Chain Protection Applies at all impact levels
Smart Grid sq.sr-1  [ystem and Information Integrity | e ot a1l impact levels
Information Policy and Procedures
System SG.SI-5 Security Alerts and Advisories Applies at all impact levels
and Information [SG.SI-7  [Software and Information Integrity |H/H|H|H[H [H[MMME| MEEMME] [ | | |
Integrity (SG.SD [SG.SI9  |Error Handling Applies at all impact levels
SG.SC-2  |Communications Partitioning
SG.SC-3 |Security Function Isolation gHEHE] [ MM | [ | BEMM] B BEE
SG.SC-4  |Information Remnants
SG.SC-5  |Denial-of-Service Protection HMI|H MMM M |[M M H [M M H
SG.SC-6  |Resource Priority H H H
SG.SC-8 |Communication Integrity HHHHHHMMMIH MM [H |H (MM H [H [H [H [H
SG.SC-9 |Communication Confidentiality H |H H H
SG.SC-10 [Trusted Path
SG.SC-11 Cryptographic Key Establishment Applies at all impact levels with additional requirement|
) and Management enhancements at high impact levels
SG.SC-12 |Use of Validated Cryptography Applies at all impact levels
Smart Grid SG.SC-13 |Collaborative Computing Applies at all impact levels
Information SG.SC-14 |Transmission of Security Parameters
System SG.SC-15 [Public Key Infrastructure Certificates|Applies at all impact levels
and SG.SC-16 |Mobile Code Applies at moderate and high impact levels
Communication  |SG.5C-17 |[Voice-Over Internet Protocol
g&tg%;m SG.SC-20 [Message Authenticity Applies at all impact levels
SG.SC-21 Secu.re Name/Address Resolution Applies at all impact levels
ervice
SG.SC-22 |Fail in Known State Applies at moderate and high impact levels
SG.SC-23 [Thin Nodes
SG.SC-24 |Honeypots
SG.SC-25 gper‘atigg System-Independent
pplications
SG.SC-26 |Confidentiality of InformationatRest| | | | | | ] | [ | BBl B[ | [ | | =B
SG.SC-27 |Heterogeneity
SG.SC-28 |Virtualization Technique
SG.SC-29 |Application Partitioning nuHEEE] | ] B | BE] | BEEEEE
SG.SC-30 |Information System Partitioning Applies at moderate and high impact levels
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(5)CIP. NIST SP 800-53 B UF NISTIR 7628 Mt T EHLLE
X2 U T s BHONEEIKET H L, CIPver2 XV & NIST DO A K7 A4
> DJF N AR NE, B FEOEII S AT Ao WTE CIP, A~— 7Y
v NIZBF A A RN —tX =2 T kRO HIZiE, NISTIR 7628 # &7 5
BEThdrEEZXHND, £7-. NISTIR 7628 OEFLHIL X 512 GRC, UTR
KOCTR O =fFHTHIT bbb, HxDERIILLTOEEBY THD :

GRC: Common Governance, Risk, and Compliance (GRC) Requirements; (i
L ~L, BARM 72508 A v X — 7 = — A5 FAC SG IEHR U AT LI L 0 e D
V)

UTR: Unique Technical Requirements; (— U EOFREEA X —7 = — R 5
FIZHEH, 2 TiEe<)

CTR(C): Common Technical Requirements, Confidentiality;
S —7 = — AT D)

CTR(D: Common Technical Requirements, Integrity;

(22 OFmBEA >

CTR(A): Common Technical Requirements, Availability. (FZBIZFE L720))

Smart Grid Smart Grid NIST
Cyber NISTIR Cyber S — SP Control NERC CIPS
Security 7628 Security 800-53 N (1-9) May
Requirement | Number | Requirement y R3) ame 2009
Category Name Number
Access Access CIP 003-2
SG.AC- Control Control (R1, R1.1,
1 Policy and GRC AC1 Policy and R1.3, R5,
Procedures Procedures R5.3)
Remote CIP005-2
SG.AC- | Access Policy i Remote (R1, R1.1,
2 and GRC AC1T Access R1.2, R2,
Procedures R2.3, R2.4)
CIP 003-2
(R5, R5.1,
R5.2, R5.3)
Access Control (CI%}: (1)%044 12
(SG.AQ) SG.AC- Account Account P
3 Management GRC AC-2 Management R4.2)
CIP 005-2
(R2.5)
CIP 007-2
(R5, R5.1,
R5.2)
CIP 004-2
(R4)
SG.AC- Access GRC AC-3 Access CIP 005-2
4 Enforcement Enforcement (R2
R2.1-R2.4)
SG.AC- | Information UTR AC-4 Information —
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5 Flow Flow
Enforcement Enforcement
SG.AC- | Separation i Separation
6 of Duties CTR(D) AC5 of Duties
SG.AC- Least i Least CIP 007-2
7 Privilege | CIRD | ACE | b e (R5.1)
Unsuccessful Unsuccessful
SG?C Login CTR(I) AC-7 Login
Attempts Attempts
Smart Grid
SG.AC- | Information i System Use CIP 005-2
9 System Use CTR() AC-8 Notification (R2.6)
Notification
Previous Previous
SGAC 1 T gon UTR | AC-9 Logon
10 Notification (Access)
Notification
Concurrent Concurrent
SGl.?C Session UTR AC-10 Session
Control Control
SGI'SC- Session Lock UTR Session Lock
Remote
5G.AC Session UTR
13 .
Termination
Permitted Permitted
Actions Actions
without without
SGI":C Identificatio UTR AC-14 Identificatio
nor nor
Authenticati Authenticati
on on
CIP 005-2
SGac | Memwe | ym | soar | R | o
R3.1, R3.2)
Wireless
8G.AC Access CTR(C)
16 ..
Restrictions
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Access

Access
Control for CIP 005-2
SG-AC | pitable and CTR(C) | AC-19 Control for (R2.4, R5,
17 . Mobile
Mobile . R5.1)
; Devices
Devices
Use of
External
SG.AC Information GRC SC-7 Boundz?ry
18 Protection
Control
Systems
Control
SG.AC- System
19 Access GRC
Restrictions
i Publicly
SGZ"SC Accessible GRC
Content
SGZ'?C- Passwords CTR()
Awareness Agve:;z?;s
SG.AT-1 | and Training | oo 1 A | and Training | CAF, 0042
Policy and . (R1, R2)
Policy and
Procedures
Procedures
i Security i Security CIP 004-2
SG.AT-2 Awareness GRC AT-2 Awareness (R1)
i Security i Security CIP 004-2
SG.AT3 Training GRC AT3 Training (R2)
Security Security
SGAT-4 | Awareness | apo | Ans | Tygining | CWF 0042
and Training (R2.3)
Records
Records
Contact with Contact with
i Security i Security
SG.AT-5 Groups and GRC AT™5 Groups and
Associations Associations
Security
SG.AT-6 | Responsibilit GRC
y Training
Planning i
SG.AT-7|  Process GRC CIP 004-2
Teaini (R2)
raining
SGAU- Audit and Audit and CIP 003-2
'1 Accountabili GRC Accountabili | (R1, R1.1,
ty Policy and ty Policy and R1.3)
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Procedures Procedures
. CIP 005-2
AU-2 Al‘gdltable (R1, R1.1,
vents R1.3)
SG.AU- | Auditable CTR() Monitoring CIP 007-2
2 Events ¢ (R5.1.2
or 1.2,
AU-13 Information | R5.2.3, R6.1,
Disclosure R6.3)
Content of Content of
SG?U Audit CTRMD) | AU-3 Audit 0(11;010;)3
Records Records o
Audit Audit
SG'fU Storage CTR() AU-4 Storage
Capacity Capacity
Response to Response to
SG.AU- Audlt:, GRC AU-5 Audlt:,
5 Processing Processing
Failures Failures
Audit Audit CTP 007-2
SG.AU- Momtorl.ng, Mon1tor1.ng, (R5.1.2)
6 Analysis, GRC AU-6 Analysis, CIP 007-2
and and (R6.5)
Reporting Reporting )
Audit Audit
SG.AU- | Reduction Reduction
7 and Report GRC AU-7 and Report
Generation Generation
SG.AU- Time Time
8 Stamps GRC AU-8 Stamps
Protection of Protection of
SG.AU Audit GRC | AU-9 Audit CIP 003-2
9 ) . (R4)
Information Information
CIP 005-2
(R5.3)
SG.AU- | Audit Record Audit Record CIP 007-2
. GRC AU-11 . (R5.1.2,
10 Retention Retention
R6.4)
CIP 008-2
(R2)
Conduct and Audit and
SGI"?U Frequency of GRC AU-1 Accountabili
Audits ty Policy and
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SG.AU-

Auditor

Procedures

12 Qualification GRC
Audit
SG.AU- . Reduction
13 Audit Tools GRC AU-7 and Report
Generation
Security
Assessment
i Security and
SG.AU Policy GRC CA-1 Authorizatio
14 . .
Compliance n Policies
and
Procedures
SG.AU- Audit Audit
15 Generation CTR®D AU-12 Generation
SG.AU- Non'Repudi UTR AU-10 Non-Bepudi
16 ation ation
Security Security
Assessment
Assessment and
SG.CA and | ape | €A1 | Authorizatio
1 Authorizatio .
. n Policies
n Policy and
and
Procedures
Procedures
SG.CA- Security i Security
2 Assessments GRC CA-2 Assessments
Continuous
SG'?)CA Improvemen GRC
t
Smart Grid Information
SG.CA- | Information GRC CA-3 System CIP 005-2
4 System . (R2)
. Connection
Connections
Security
Security CA-6 Authorizatio
5G.CA- Authorizatio GRC n_
5 n to Operate Security
p PM-10 | Authorizatio
n Process
SG.CA- | Continuous Continuous
6 Monitoring GRC CAT Monitoring
Configuratio Configuratio
n n
SG.CM Management GRC CM-1 | Management CIP 003-2
1 : i (R6)
Policy and Policy and
Procedures Procedures
SG.CM- Baseline GRC CM-2 Baseline CIP 007-2

119



2 Configuratio Configuratio (R9)
n n
Configuratio
CM-3 n Change
SG.CM- Configuratio Control CIP 003-2
n Change GRC Developer
3 Control Configuratio R6)
SA-10 s
Management
Security
CM-4 Impact
SG.CM- Momtormg Analysis CIP 003-2
4 Configuratio GRC Developer (R6)
n Changes SA-10 Confliuratlo
Management
Access
Restrictions Access
SG'S M for GRC CM-5 Restrictions CH&?(?)S 2
Configuratio for Change
n Change
CIP 003-2
SG.CM- | Configuratio i Configuratio (R6)
6 n Settings GRC CM-6 n Settings CIP 005
(R2.2)
Configuratio
Least
SG.CM- | nforLeast | cqpqy | oM-7 | Functionalit
7 Functionalit
y
y
Information
SG.CM- | Component CTR() CM-8 System
8 Inventory Component
Inventory
Addition,
Removal .
SG.CM- .o Media CIP 003-2
9 and D01§p0831 GRC MP-6 Sanitization (R6)
Equipment
Factory
SG.CM- Default GRC CIP 005-2
10 Settings (R4.4)
Management
Configuratio Configuratio
SG.CM- n n
11 Management GRC CM-9 Management
Plan Plan
Continuity of Contingency
i Operations i Planning
SG.CP-1 Policy and GRC CP-1 Policy and
Procedures Procedures
Continuity of Contingency CIP 008-2
SG.CP-2 | Operations GRC CP-1 Planning (R1)
Plan Policy and CIP 009-2
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Procedures (R1)
Continuity of
Operations . i
SG.CP-3| Rolesand | GRC | cp-g | Contingency | CIP009-2
- Plan (R1.1, R1.2)
Responsibilit
1es
Continuity of
SG.CP-4 | Operations GRC
Training
Continuity of Slo r;;a’}‘lge‘:ilrcly CI(%f %?2
SG.CP-5 | Operations GRC an lesting y
Plan Testin and CIP 009-2
g Exercises (R2, R5)
Continuity of i
SG.CP-6 | Operations | GRC c(glo%%)z
Plan Update ’
Alternate Alternate
SG.CP-7 Storage GRC CP-6 Storage
Sites Sites
Alternate
Telecommun Telecommun
SG.CP-8 S GRC CP-8 ications
1cation .
. Services
Services
Alternate
Alternate OP7 | Processing
SG.CP-9 Control GRC
Center Te}eco.mmun
CP-8 ications
Services
Smart Grid .
. Information
Information
System System
SG.CP-1 i Recovery CIP 009-2
0 Recovery GRC CP-10 and (R4)
and Reconstituti
Reconstituti
on
on
SG.CP-1 Fail-Safe GRC
1 Response
Identificatio Identificatio
n and n and
SGIA-1 Authent}catl GRC IA-1 Authent}catl
on Policy on Policy
and and
Procedures Procedures
SGIA-2 Identifier GRC IA-4 Identifier
Management Management
Authenticato Authenticato CIP 007-2
SG.IA-3 r GRC IA-5 r (R5, R5.1,
Management Management | R5.2, R5.3)
User User CIP 003-2
SG.IA-4 | Identificatio UTR IA-2 Identificatio (R1, R1.1,
n and n and R1.3)
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Authenticati Authenticati
on on
Device Device
Identificatio Identificatio
SG.IA-5 n and UTR IA-3 n and
Authenticati Authenticati
on on
Authenticato Authenticato
SG.1A-6 r Feedback UTR 146 r Feedback
Information
and
SG.ID-1 | Pocument | qpe
Management
Policy and
Procedures
Information
and CIP 006-2
SG.ID-2 Document GRC R7)
Retention
Media
Information Protection CIP 003-2
SG.ID-3 Handling GRC MP-1 Policy and (R4.1)
Procedures
SG.ID-4 Information GRC
Exchange
SG.ID-5 | Automated | e
Labeling
Incident Incident
i Response i Response
SG.IR-1 Policy and GRC TR-1 Policy and
Procedures Procedures
Incident Incident | CIP 008-2
Response Response (Rr1.2)
SG.IR-2 | Roles and GRC IR-1 oD g
Responsibilit Policy and CIP 009-2
fes Procedures (R1.2)
Incident Incident
SG.IR-3 Response GRC IR-2 Response
Training Training
Incident Incident
i Response i Response
SG.IR-4 Testing and GRC IR-3 Testing and
Exercises Exercises
Incident Incident
SGIRG | pondling | 9FC | B4 | Hondling
Incident Incident
SG.IR-6 Monitoring GRC TR"5 Monitoring
SGIR-7 | Jncdent | gpo | [re | ncident
Reporting Reporting
Incident Monitoring | CIP 008-2
Response .
SG.IR-8 Investicatio GRC PE-6 Physical (R1,
0 angd Access R1.2-R1.5)
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Analysis

CIP 008-2
i Corrective (R1.4)
SGIR9 | A ction GRC CIP 009-2
(R3)
Smart Grid Inf .
SG.IR-1 | Information normation
GRC System
0 System Backu
Backup P
Coordination
SG.IR-1 of CIP 008-2
1 Emergency GRC (R1.3)
Response
Smart Grid
Information System
SG.MA- System i Maintenance
1 Maintenance GRC MA-1 Policy and
Policy and Procedures
Procedures
Legacy
Smart Grid
SG.MA Information GRC
2
System
Updates
. Security-Rel
Smart Grid PL-6 | ated Activity
SG.MA- | Information .
GRC Planning
3 System Controllod
Maintenance MA-2 ontrotie
Maintenance
SG.MA- | Maintenance GRC MA-3 Maintenance
4 Tools Tools
SG.MA- | Maintenance GRC MA-5 Maintenance
5 Personnel Personnel
SG.MA- Remote Non-Local
6 Maintenance GRC MA-4 Maintenance
SG.MA- Timely i Timely CIP 009-2
7 Maintenance GRC MA-6 Maintenance (R4)
Media Media
SG.MP- Protection Protection
1 Policy and GRC MP-1 Policy and
Procedures Procedures
Media Security
SG.MP- e Y CIP 003-2
9 Sensitivity GRC RA-2 Categorizati (R4, R4.2)
Level on
SG.MP- Media Media
3 Marking GRC MP-3 Marking
SG.MP- Media Media
4 Storage GRC MP-4 Storage
SG.MP- Media Media
5 Transport GRC MP-5 Transport
Media . CIP 007-2
SG'éV[P Sanitization | GRC | MP-6 Sarll\i/lt(:jftlion (R7,R7.1,
and Disposal R7.2, R7.3)
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Physical and

Physical and

Environmen Environmen
) . i tal CIP 006-2
SG.PE-1 | tal Securlty GRC PE-1 Protection (R1, R2)
Policy and .
Policy and
Procedures
Procedures
Physical Physical
Access Access CIP 004-2
SG.PE-2 Authorizatio GRC PE-2 Authorizatio (R4)
ns ns
Physical
PE-3 Access
Control
Access
. Control for
SG.PE-3 Physical GRC PE-4 Transmissio CIP 006-2
Access . (R2)
n Medium
Access
Control for
PE-5 Output
Devices
Monitoring Monitoring i
SGPE4| Physical | GRC | PE-6 | Physical | Ol 0062
(R5)
Access Access
Visitor Visitor CIP 006-2
SG.PE-5 Control GRC PE-7 Control (R1.4)
Visitor Access CIP 006-2
SG.PE-6 Records GRC PE-8 Records (R1.4, R6)
Physical i
SG.PE-7 | Access Log GRC CIP 006-2
. R7)
Retention
Emergency E
SG.PE-8 |  Shutoff GRC | PE-10 mergency
. Shutoff
Protection
SG.PE-9 Emergency GRC PE-11 Emergency
Power Power
SG.PE-1 | Delivery and GRC PE-16 Delivery and
0 Removal Removal
SG.PE-1 Alternate Alternate
1 Work Site GRC PE-17 Work Site
éﬁlc::;(élr?g Location of
SG.PE" Information GRC PE-18 Information
2 System
System Components
Assets b
Strategic Security
SG.PL-1 Plgnmng GRC PL-1 Planning
Policy and and
Procedures Procedures
Smart Grid
Information System
SG.PL-2 GRC PL-2 Security
System
. Plan
Security
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Plan

Rules of Rules of
5G.FL-3 Behavior GRC PL-4 Behavior 5
Privacy Privacy
SG.PL-4 Impact GRC PL-5 Impact —
Assessment Assessment
Security-Rel Security-Rel i
SG.PL'5 | ated Activity | GRC | PL-6 | ated Activity | 00022
: . (R1)
Planning Planning
Security Access CIP 003-2
SG.PM- . ) Control (R1, R1.1,
1 5:01;?&3338 GRC AC1 Policy and R1.3, R5,
Procedures R5.3)
Security Information
SGPM | program | GRC | P | Secwnt —
2 Program
Plan
Plan
Senior Senior
SG.PM- Management | GRC PM-2 Informgtlon —
3 Authorit Security
Y Officer
Security SG.PM- Security i Enterprise
Program 4 Architecture | RC PM7 | A rehitecture _
Management SG.PM- Risk Risk
(SG.PM) ) Management GRC PM-9 | Management —
5
Strategy Strategy
Security .
i Y Security
SG.PM- | Authorizatio GRC PM-10 | Authorizatio —
6 n to Operate
n Process
Process
Mission/Busi Mission/Busi
SG'EM ness Process GRC PM-11 | ness Process —
Definition Definition
Management Information
SG.PM- - i Security CIP 003-2
3 Accointablh GRC PM-1 Program (R2. R3)
y Plan
Personnel Personnel
i Security i Security CIP 004-2
SG.PS-1 Policy and GRC PS1 Policy and (R3)
Procedures Procedures
Position Position
SG.PS-2 | Categorizati | GRC | PS2 | Categorizati CH()RO?S‘l 2
p 1 on on
ersonne B
Security SG.PS-3 ISDersonpel GRC PS-3 ISDersonpel CH(’ 130)4 2
(SG.PS) creening creening 3
: CIP 004-2
) Personnel ) Personnel (R4.2)
SG.PS-4 Termination GRC PS4 Termination CIP 004-2
(R5.2.3)
Personnel Personnel CIP 004-2
SG.P5°5 Transfer GRC PS5 Transfer (R4.1, R4.2)
SG.PS-6 Access GRC PS-6 Access
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Agreements Agreements
Contractor
and Third-Party i
SG.PS-7 | Third-Party | GRC | PS-7 | Personnel | CLb 0042
; (R3.3)
Personnel Security
Security
Personnel Personnel
SG.PS-8 | Accountabili | GRC PS-8 ersonne
ty Sanctions
sa.ps-g | Persommel | qpe
Roles
Risk Risk CIP 002-2
SG.RA- | Assessment Assessment (R1, RL1,
) . GRC RA-1 . R1.2, R4)
1 Policy and Policy and
Procedures Procedures CIP 003-2
(R1, R4.2)
SG.RA- Risk Risk CIP 003-2
9 Management | GRC PM-9 | Management | (R4, R4.1,
Plan Strategy R4.2)
) . Security
SG-RA Security GRC RA-2 Categorizati
3 Impact Level on
SG.RA- Risk Risk CIP 002-2
4 Assessment GRC RA-3 Assessment (R1.2)
Risk .
SG-RA Assessment GRC RA-3 Risk CIP 002-2
5 Assessment (R4)
Update
Vulnerabilit CIP 005-2
; y . (R4, R4.2,
SG'?A Assessment GRC RA-5 Vuéneral?lllt R4.3, R4.4)
and ySeannme - o1p 007-2
Awareness (R8)
Smart Grid
Information System and
System and Services
SG.SA-1 Services GRC SA-1 Acquisition
Acquisition Policy and
Policy and Procedures
Procedures
Security
Policies for
SG.SA-2 | Contractors GRC
and Third
Parties
SG.SA-3 Life-Cycle GRC Life-Cycle
Support Support
SG.SA-4 | Acquisitions GRC SA-4 Acquisitions
Smart Grid .
. Information
Information Sust
SG.SA-5 | System GRC SA'5 yswem
. Documentati
Documentati
on
on
SG.SA-6 Software GRC SA-6 Software
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License Usage
Usage Restrictions
Restrictions
User-Install User-Install
5G.8A-7 ed Software GRC SA-7 ed Software
Security
Security SA-8 Engineering
SG.SA-8 | Engineering GRC Principles
Principles SA-13 Trustworthi
ness
Developer Developer
SG.SA-9 Confliuratlo GRC SA-10 Confliuratlo
Management Management
i Developer Developer
SGSAT| “qoeurity | CTRM | SA-11 |  Security
0 . .
Testing Testing
; Supply Supply
SGSAT! T Chain GRC | sA-12 Chain
Protection Protection
System and System and
Communicat Communicat
ion ion
SG.8C-1 Protection GRC SC-1 Protection
Policy and Policy and
Procedures Procedures
Communicat
SG.SC-2 ions UTR
Partitioning
Security Security
SG.SC-3 Function UTR SC-3 Function
Isolation Isolation
Information Information
SG.SC-4 UTR SC-4 in Shared
Remnants
Resources
Denial-of-Se Denial-of-Se
SG.SC-5 rvice UTR SC-5 rvice
Protection Protection
sa.sc-6 | Resource | ypp | gog | Resource
Priority Priority
i Boundary i Boundary
5G.5C-7 Protection UTR 5C-7 Protection
3G.SC-8 Qommumgat UTR SC-8 Transm1§s1o
ion Integrity n Integrity
Communicat Transmissio
ion n
SG-SCI confidentiali | VTR | SC? | Confidentiali
ty ty
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CIP 003-2
(R1, R1.1,
R1.3)

CIP 005-2
(R1, R1.1,
R1.2, R1.3,
R1.4, R1.6,
R2,
R2.1-R2.4,
R5, R5.1)




SG.SC-1 Trusted Trusted
0 Path UTR | SC-11 Path
Cryptograph Cryptograph
i ic Key ic Key
SG?C 1 Establishme | CTR(C) SC-12 Establishme
nt and nt and
Management Management
Use of Use of
SG.SC-1 Validated
5 Cryptograph CTR(C) | SC-13 | Cryptograph
y y
. Collaborativ
SG.SC-1 Collaborajclv GRC SC-15 | e Computing
3 e Computing Devi
evices
Transmissio Transmissio
SG'EC 1 n of Security UTR SC-16 | n of Security
Parameters Attributes
Public Key Public Key
SG.SC-1 | Infrastructu CTRO) | SC-17 Infrastructu
5 re re
Certificates Certificates
SG-SCT ] Mobile Code | CTR(C) | SC-18 | Mobile Code
Voice-Over Voice Over
SG'EC 1 Internet UTR SC-19 Internet
Protocol Protocol
Information CIP 005-2
SGSC 1 Coiflset:trir(l)ns CTR(C) CA-3 System (R2,
Connections R2.2-R2.4)
External
SG.SC-1 Security i Information CIP 003-2
9 Roles CTR() SA-9 System (R5)
Services
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SG.SC-2 Message i Transmissio
0 Authenticity CTR() SC-8 n Integrity
Secure
Secure Name/Addre
Name/Addre ss
SG.SC-2 ss CTR( | SC-20 | Resolution
1 . .
Resolution Service
Service (Authoritati
ve Source)
SG.SC-2 Fail in Fail in
2 Known State CTR() SC-24 Known State
SG'SC-Z Thin Nodes UTR SC-25 Thin Nodes
SG'EC-Z Honeypots UTR SC-26 Honeypots
Operating Operating
SG.SC-2 | System-Inde UTR SC-27 System-Inde
5 pendent pendent
Applications Applications
Confidentiali Confidentiali
SG.SC-2 ty of i ty of
6 Information UTR SC-28 Information
at Rest at Rest
SG.?C-Z Heter;genelt UTR 3C-29 Heter;genelt
SG.SC-2 | Virtualizatio Virtualizatio
8 n Technique UTR SC-30 n Technique
SG.SC-2 | Application
9 Partitioning UTR
Information Information
SG.(?C 3 System CTR() SC-32 Systems
Partitioning Partitioning
System and System and
Information Information
SG.SI-1 Integrity GRC SI-1 Integrity
Policy and Policy and
Procedures Procedures
Flaw Flaw CIP 007-2
SG.SI-2 N CTR(D SI-2 N (R3, R3.1,
Remediation Remediation R3.2)
Malicious Malicious CIP 007-2
SG.SI-3 Code and GRC SI°3 Code (R4, R4.1,
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Spam Protection R4.2)
Protection SI-8 Spam CIP 007-2
Protection (R4)
Smart Grid
Information Information
SG.SI-4 | | ystem GRC | sI4 System | CIP0072
Monitoring Monitoring (R6)
Tools and
Techniques
Security
Security Alerts,
SG.SI-5 | Alerts and GRC SI-5 Advisories,
Advisories and
Directives
Security Security
SG.SI-6 Functionalit GRC ST-6 Functionalit | CIP 007-2
y y R1)
Verification Verification
Software Software
and and
8G.8I-7 Information UTR SI-7 Information
Integrity Integrity
CIP 003-2
Information Information (R5)
SG.SI-8 Input CTR(D SI-10 Input CIP 007-2
Validation Validation (R, R5.1,
R5.2)
Error Error
SG.SI-9 Handling CTR(D) SI-11 Handling
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186 BEMDEEARITIA—ADEYIEA
(DERMRT—FTIYE - BRI —R - TXAN—IL—TF 2
(SGTF EG2: European Smart Grid Task Force Expert Group 2)

KM D=2 F—f4G A RTIX EU RO A~— 7 U v ROEAZE VR
— b cEET DD, BINEESDO T A& R LVT—RHIZ [A~—1F71
v R« #2277 5—2A] (SGTF) %% L7z (2009 4£ 11 H), SGTF 3% 3 &
TR NF—s3y r— (TEP : Third Energy Package) (Z81JHA~— K27V
v ROERIBUZANIT T, AR E Y a > GRBl 8 2t 25, £7-. SGTF
(XEEMEICBE T D AR RO FEE - = Fa—P -0/ E %
E%waéoﬁgﬁﬁCMﬂkLTi\ZX%/%%fﬁf/F@ﬁﬁ\%ﬁj
AT MBI T 4 TR ERFT LN TS

SGTF 1ZAT 7V 7 a3T 4 DRI, BWNE3 oD HF 2 — K )—F
(EG) n@E»iviz, EGl N TA~— K7 U v RERXAvw— KA —H%—DFEHE
(Functionalities) ]. EG2 N [F—4tvXx2VT7 4, T—X NNV RN 7 F
—x7ar s varolzbOREEE ] EG3 S TA~— 27U v REHICEED
LEBRFEOZREIEETL) EVolT—~vEHYLTND (Av— A —F—F
X274 - TTTANT—3HHIT2), D%, TAHETHA~— KT
Uy R aT7r—~<E35EG4 b SN2 ZFEGIZECIC X o THEIN,
ENISA 23 L T\ %,

22— F7 Uy FIZEZEED > TWD EG2 O BARR e B « il T o &
BOTHD,

Aw— K7 Uy RIZBITFAHXRT 4 v N OEEOBLFEEOMER
T—HRHE, T T AN — R OFNENDBITICSR D RN OB O R e
T—HZ 0PN, BEROT — 2RI T D AEER U A 7 DR

F— 2 DFIFE R NT 7 7 AER] O

T — ZIRFED T- O OB K OB T A T = X LD

F =2 IEREEEST L2007 L—A T —7 OB

BE., TREOBUEZIZH L TA~Y— Uy Reala=r—2 a0
NART 4y M 2 HESE

VVVVVYYVYY

BREOFIE L Tid, EG2 13 2011 4 2 HIZ ['Regulatory recommendations
for data safety, data handling and data protection] (F—# %4, T — % ik
FOT =2 REDOTZDOBIHIEE) L) LiR—FE2REEXZLTHD

ZOHFRMEENMEE T HA~— ) v FOT—%7 7 F ¥y EEXKIR S
mfwéiim\17~%x H—Fy NT—JIZBITHtEA A F—T <
ANZEBNT, %KAH?%:)74)X7ﬂ$$?ékhméMTV

FEROSHICESWT, SGTF @ EG2 MM EETIA~— M7V v R @b
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HT7—2EXxa2 U7 4IZBAL T, ESOGRMEEAELRE) NA~— K7 U v K-
AVET2—ADEX2 T 4 &2/ —F 58 LVVEREZ T8 - S0k « BFE T
HREEEEL WD, ¥, A— 1 27U v RO EndtoEnd Dk =VU 7 ¢
ETTA N R ERF T HICH =Y, B R GHRREERSE 5 (e.g.
AES). & 25 WIIFExFRE 5 (e.g. RSA, ECC K55, etc. ))
R o snTng,

A 5 2 BIR L 72 1

KF#MEF 61 A~v—1rT Yy FOT—F7 7 FrHHaK

Home & Last Mile Wide Area Link Services Power Backbone
P Communications | MeterData Mgmt. Network Operators
Infrastructures and data storage e.g. Asset & Outage
Wide Area = Services Management
d Network WAN) | Storage
« Cellular *Mode Control [ ]
»Fixed Line
*PLC

Central Operations
e.g. power plants,

+«Wi-Max
*Satellite

:

1 §£ sLhE energy storage
S U |gE Energyretailers & G
. g o ol @ ........... services

Wate £ o comarins e | - CRM Systems Distributed Generation
Smart Heat Smart © & | « Contract ITIQITIt P
Home/Local Area + alerting

Network (HAN) @

N

Third Parties e.g. Energy Efficiency, Health Care, Security, Safety, Market Control

Information/ Data e.g. Meter reads, system monitoring, customer & contract data, alerting

| S

@ = Interface Risk
AT : SGTF EG2 Regulatory Recommendations for Data Safty, Data
Handling and Data Protection | 75 &E % 512 H ARKRBER

8. EG2 BT 5/MIX TR LR,

> Xy hTU—7 < iF#EX =Y 7 4 (NIS : Network and Information
Security ). HEFEHR A 7 7 {&7# (CCIP : Critical Information
Infrastructure Protection) M VT RV —43 B DN [E D XY 5

> ICT EZE MK OZER K

> A N—tF 2 U T o EHEORER - F LA ROk

> FEHFEF N OERHK

> BEELOEER Y NU—7EAE L OEREHIK

> BEME - HIE 2T ALK REEETOY 7T 4 v — (RUH)

> TRAX—HEGEES
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(2)CEN/CENELEC/ETSI Smart Grid Coordination Group (SG-CG)
(CEN/CENELEC/ETSI Joint Working Group (JWG))

SGTF (3A~—F27 U v FOREB - BliEZ KL S8 2 720 O - I AR HERE 58
DOEEVER OB OEEDEE - EOLEMEEZRE L TCWD, £, DT
N—TOHEMZEIL, EUIERA RIEBEEREBENTFMET 52 LICE D RES -
TEEAT OEENRESND Y A7 bR L T\D, ZOf%E, SGTF EG1
[FA~Y—F 7V v T“‘@@%ﬁ?%’) 72 ® CEN/CENELEC/ETSI #s.7 )v—7 %
BANLT HDWEMENH D LV et Lz, o5, CEN/CENELEC/ETSI
Joint Working Group (JWG)75> YA ST (EENHIMIE 2010 426 H B 2011
3 HET), ML LT, A~— K7 U v FREOEFEENICEET o8&

[Final report of CEN/CENELEC/ETSI JWG on standards for smart gridsj
PR STV D,

Ao B0 BNEES (EC) 12 M/490 »H T ESO 12k LT, ESO A
~— s U v REEEIZ I T DMk i) 7o HE gL - Ffﬁ%% Ry 728 - — B
PEDOHERF, MOk LT2A / RX—2 g VORELZ AREICEES 7L —2TU—7
D EEFLTND, £ LT, wmo*ﬁﬁéEﬂ)@Eﬁkbf
CEN/CENELEC/ETSI Smart Grids Coordination Group (SG-CG)7235% 37 X4
7o. BrfERIZ. DAt JWG SIRIEFR—D A =2 L ik Sz, SG-CG

TIZHEETFROMEY 4 OV —x% 277 —7 (WG : Working Groups)
D

(D Reference architecture WG.

@ First set of standards WG.

@ Sustainable processes WG.

@ Security WG

XZfHé% 6-2 SG-CG #E Ak

Smart Grid

tGr E = EC Level
Coordination !
1
'

Reference

Group Group

(former JWG)

Steering

1
]
1
S [ JWG Level I
f Man date Seope Committee :
Rt S 3w e : : | I
” » | Eurther * Report2.0 X
. Tasks — + Liaisons :
| i + Promotion 1
W First Set of || Sustainable )| SR - Promoton | :
| Standards | Process | a X
| « NIST
. JisC
» Chi
SGIS WG L Be

(HpT) 7 4> 7> R CLEEN #k [D1.3.1 Smart Standardization Analysis,
Ver. 2] % K2 H AKBHHER

133



20D 15TH 5 Security WG (SGISWG) (ZA~— 2V v FOtEF 2
VT 4B S A—TTh b,

SGIS WG 3% < @ CI&A (Confidentiality, Integrity and Availability). 18
#EME  (Reliability) /[H115 77 (Resiliency). 7 7 A /33— K OVFH A iE A M FL e
HER—RAE LTEEEEX 2V 7T s B2 ERT H, T2, ZEEX2U T4 L
NUVOREICEI Y A~— 7V ROWA 7 7 DB, A~v—hr27 U v R
X2 T o BHEEFEEO Y SN2 F—nr v 2T D BEAFE OB
DEDF ¥ v 7REREOFHN], EESE., U X7 3H R ORHR O F v » 7 L il
B D AT D Y — LR FEHROERICHEES L TWA,

GEMERSEERYFT—0-a0 TV -BHER

(DG CONNECT :Directorate General of Communications Networks, Content and
Technology ) DR T—rJ Uy FEF )T <ICH T 5MEM S JL—F (Ad-Hoe
EG on Smart Grid Security)

2010 2, ENISA OHR— Mk, BINEESIT1 >OFEM I LV—T%
N BT, Fo 7 —7D45i1E TDG CONNECTs Ad-Hoe EG on Smart
Grid Security] Th 5, flifm AEHBITLLTO LB THD -

> EU L~V OBEBSREOMER K OiEim (77 F 7y b & LTk COM(2011)
163, COM(2011) 202 72 XM & D)

> BHENE ICT EREZHY £ &8, BEKEEIC X 2% - FE2E LT,
Z2<w—h 7V ROEHO ICT X2 VT 4 KLOWEENS OEE 11124
THEEMICOWTR#Em ESEDZ &

> EUDRHEARET 73 OESREOHR

> X2 VT 4 ROEHE N ZMRT 57200 EU L)L E DETR

» Av—hMA—X—OBELZOME (BlE LTIE, A~v—FFEEBE, Av— X
—H— Aw—RIiE, A~v—F (B—0)) BE, A~v— b EERH D)

> BHEANITU— A LoULVEESE

> EFRRORY A% U E R EE OB

A<w—hrT Uy FEXx=2 VT 2128V T, Ad-Hoc EG @ EZHELY flA & LT
IZ. [Programme of Work] MNEFE 4L, Fac® 4 SO EHEMEE (Area). 12
DU —7 Xy lr— (WP) 1237 (2010 4 11 A5 20124E 5 A £ C)

> Areal. U A7 B OWeTsM
> WP1.1 TX_RCOEEA~— 7Y v NEFEORHKL O
> WP 1.2 B9#EE (Relevant Asset) D=8 D7 % v F (attatch)
B oy RS E D BR %
> WP 1.3 B PED 7= 3D D5k 55 43 = UE oD BH %
> WP1.4 BIH#EEEDT-ODNA « L-yb et X2 VT 4 U A7
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7w DB &

> Area 2. B{E K O Af
> WP21 &%=V 3t
> WP 22 B tX2U T 45K 20ET5-0DAY—R 7Y v
R DYLE
> WP 23 74X U7 4 RERD ANDTZDDOAY—KT U v
RiBfE 7' e b a v kO 7 T O
> WP2.4 AiHE

> Area 3. [HE#ALOVEFRILH
> WP 3.1 JWE (MS) KOBSHEAG J)7e0H8 0 M oW 708 S - [
e REIELZ L

> Area 4. Eilk. BE RO

> WP4.1 ERIga7eY —X&— @t@@A4vAwKﬁ

> WP 42 T—42tXx=2VU7 4B 5FEMFREOE#RN EOT-HD
et T )

> WP 4.3 =X —pEEIIBITOIV A NN—tX2UT s ODFEEAMD
=z
=54

(DBRMRYEI—OMB X)) T«
(ENISA:European Network and Information Security Agency)

RN > b T =2 ffdltEx =2V 7 47 (ENISA) 1 ZRKINCEIT 57 ¥4 vtk
ORI RELITFREX 2 U T ¢ [ BICEBRT 5700, 2004 FICR L S VT
EU OFMEMETH 5, Elo&ENEL INOFEBUFICEES 7 T78F%a )
TAGEYAN—F 2T 4 ICHETOME L ZEELRULET 2L THY
EU #EOEHREX =2V 7 4 HY Y/, FIZEEO CERT (Computer
Emergency Response Team) % %#Ed 5,

BHRRE ERE LTiE, BRMES, BRNZE B S ORI L ORIN & E D %
v h—71EREX2 U T ¢ B ﬁ?é%%\ﬁ%kiUﬁ%ﬁﬁ@ )%
mETorZEThotz, £, **/ MY — 2 EHRtEX=2 U7 o BEICEDDIR
FRIZOWT, HiH] 460/2004 (ENISA sEHIH]) TES BV HER TRINE R
2. BN EIC L, ZEEBIEERELTVWDE, 512, xvy hT—Z7 K
%ﬁ?%:)74 BT D ERIE R « ET D7D OEE TOPHEHT D
WTC, BUNEZEESOEFFIZIS U THERY A7 OFH « RETO7THD 7 L —AU
~7%E\Ux&%ﬁ%%mi%iﬁbfwéo

ENISA OMHEEIILLFDO BV TH D,

> RESE (Management Board) [JINEEE, BN ZE B4 K OF|ERRE O
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REICE VRIS,

> FIERFGEE 7 L—7 (PSG : Permanent Stakeholders’ Group) (% 30 4
DN I B DEKEFRMFIC L > TR SN TWS, ZRENOFTE
TR ERRHARIL ICT fE2E, ICT 2 — Y —ffk L N r v N U —7 - {5l
T = U7 o SO IR 23 T,

FEEBIIUTO LB Th D,

> FRMNEES LFINEENCRT LT FICOWTHE & g 2424t -
> WHHtx=U T«
S VAT AMEOEX 2V T 4 BEIZOWTOBUN & PEER OB EB

it

> BN LV D EORE (BEEER Yy b —27 O CI&A IZHEET D
BNE2HETE) VAT 20T 5720027 DA T b
EVRZIZHET LT — 2 OIUE, HTFEROMEE - EC ~Df2{

> Xy MU= RNMEHREF 2V 7 4 IS 570, BRERL AR
AIFEROBFREICE T D EC LB EOH ) - 1201k

> BB A~OFHLEE AL DT 5HD Y AT THEAA L Y A TEHEFE. B
IR B R DI - L2

> TEEMAE & BARE T OERE D - o OREREE I BT S E B B

> EC EIMBENEER~—F7=2T7 KRV 7 by =2T78IIZB TS
= U7 ¢ BEEEREICEI T A1 /)

> Xy MU= ROMEREF2 VT 1 I2B T 2850 - F—E 2D 7= DIEYE

B D 7 41—

EC ~% vy =7 KGRt = U 7 4 fEIROMTE L ONY X7 Bi1kiZ B

THT KA R

X FU—7 FOEHRE X =2 U T o 5RO EEH

TRENFIPAN CHAEICYHE U 20 H OfEsR. Ttk s. 7 Ko3f 2

FIKEOER 7 L — LT — 7 OFRE

WS TS DO+ 43 22 I L~ L O EBLUZ H ik

A\

YV V VYV

ENISA (28T % BARRZIEENH & L Cld, BEGEEICE -0 5 B 220ES)
Thd [BEETF—~Tr s 55 (MTP22)] &, —FERIRBRICH LVES %
175 THE(HTGRE) (PA23) ] 2d 5, PAITTEEIHIIK TH%I1C MTP &AL EM T 5
RENE DO RMBDBTHOIND,

F/z, CIIP 7u 7' Z AL REE DM EICHEY A TWS, EEEFRA 7T
JA% (CIIP : Critical Information Infrastructure Protection) (Zx%4 2 @Ix
BRI Z VD EORGRICHKSE, LT X iEZ i LT\ b,

> Jua— Ui E L CORY A
> B RN

136



> PAN—TF 2 VT o BRI E O MM
> HEILA (e
> TAZX L ADRR, BB RE Fx

M EASEU)OKENK L ToOIEER & L UIBELRRIG L 72> T D,
ZOxE LT, Mg & PR, B &xbis, #ERR L BIE, EEREEE)S CITP
DT 7 a rEHEERE LT D, 2008 FIXHERHIRI T, 2009 412 EKRK
T 72Xy vy 7OV L, 7y RTI27 7 4 A, A4 R4 OERE%E
Fh L, 2010 (RS, BEE . BRI RS 2 HEE L, ENISA 5 B0 X
VIt E BRI T D E LTV, BRI A VR —ERTCOEFHEMHESLT D
o, TRTOREAS 7 TICHE2 52 58E 0 5538 2 84 25
BThHo, 728, EUIL, 20104 11 H 4 BHIZ Cyber Europe 2010] &FrL .
4 EU MMEE 27 »EE EFTA (BN EBESES : European Fair Trade
Association) MEEE 3 » [ENSAL T, FHIOPKKMN L~/ TOH A N—KE|Z
fifi . 7o 878 2 e L7,

CII(Critical Information Infrastructure) {2875t X% =V 7 ¢ L [FE iTHx
KOBEERBETH Y, ENISA OKEN LY R > TE TN 5D,

723, ENISA OV MAD FEHEEEMITRO LB TH D,

>  [Protecting Industrial Control Systems, Recommendations for Europe
and Member States, | (FEZEHIE S 2T LMEEE - KON & OB E~D &)
(2011 412 A)

> [Smart Grid Security, Recommendations for Europe and Member
States) (A~v— K7V v KX =2 U7 ¢ BN EOIBRE~O#)E) (2012
FTH)

> [ Appropriate Security Measures for Smart Grids — Guidelines to
Access the Sophistication of Security Measure Implementation] (A~
— Uy RODOGEEetEX 2 U7 515K X2 VT 4 R EED
BEALEERT 7 R ADTdDHA KT 4) (2012412 A)

G)REERS ISt 24—
(CPNI:Centre for the Protection of the National Infrastructure)

FEEFA v 7 TiR#EE % — (CPNI) X, 2007 2 HRRLHE (MI5 :
Military Intelligence, Section 5) O—# & [EHFE A 7T A T 7 F ¥ —Z 2
#J55 (NISCC : National Infrastructure Security Co-ordination Centre) .
Ftx= U7 @R (NSAC : National Security Advice Centre) % & L T
TEL NI EEBUNNOHFEETH 5, BITHTOMBETH D | FEEDOER A 72
BOMBERS, PESER., RFENLODAM TR I TWD,
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FRAEHIL, 7T ) XLREDMOEE T HEDA 7 T ONabstt 2K
BT 2EHMT, BN A~— b Uy REEGDEEAS L 7T70x2U 7 4 (I
W, AW, BBt =27 s 5T ICHETRAEMNRT KA A%
RS L ORI~ 25 b DT, BX =2 U T 4 OHA ROVERK - AR,
KT CORER ERk A R FETIThIN D, 7 R AT EEREMME & FRIC
EOS O T, MOBUFKES, K, REOHE ey =7 Fo#%EDL LTE
0. ETRA RO OEMFE L OFRZIEIT> TV D,

CPNI 2MToTWAMsE 7= 7 M, IFHRT L7 ho=7 X558 L it
B NIEX2 )T o 0HFOEFRH D, HHRT L7 bue=27 X585 %
SCADA - 7' u & Al 27 LD AKAAME L R R Yy NU—212B8T5 %
DTHY, BRIV AT LX)V T o2 v=T V) 07, MHEEoORA
EXPR. UTNNEA Lig~=/V T =7 OFFE, v MU —ZFEAE. HHAEKSF
HOET ) VI BLUSERETH S, WED - At X = U T ¢ 0B OMFIEiEk
X, ba—~vr 777X — B LFEHICAT A (HEIE, B9y b,
SCADA) . Bhf - %18, WHEMBETE, BLXOAXy =07 - EHN (&
Y. Rew, EW - T - BSHEmE) <Th D,
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(B)FYEBIRB 1) T4
(BSI:Federal Office for Information Security)

KA VIEHREXF=2 VT 477 (BSD FNEEO TEMETH D, 1986 FiH
KSR Ea— X2 VT 0 2ME LI ENOIRED, ElRtEx=
V74 =—ADO@m*EN 2317, 1989 FHLIT ¥ = U T ¢ T~ %, 1990
FIZBSI & 7o T,

BSL IV A N—tXo U7 o 2R EFE LT, LTICEET 5 IT O Megsit
DT EBHETB DB 217> T\ 5,

> V7 =T EHEA T TEF2IT 4

> Fv hU—7tx=UT7 4 (G#EF CERT#EE. IT situation center, IT
fEREE I & —, R 27 L)

> BEEHEAT. RFID27 SRAMRGEGE e & O

BT ITICET A Y 27 LEBICET 2 EHMORMEE ITEX =2V 7«
RER, IT AT D7 EARX M, BHEREZZOAMEERXLE OEEL T EN
%, F7-. E-SCSIE (European SCADA and Control Systems Information
Exchange) & O, BUf & 2 —— & RFEFEBEOHE R, T B
HMOLAR EEFERHL TWD

BNVAT L GUEEA 7 T O TR, EEA > 7 T #EEZFE
W&, &A1 > 7 Z e E (NPSI) , EHEA 7 7 hi S aEE (UP KRITIS) |
PNBEIZL > TEDODOLNARBINLTWD, ZbickbdeE, EEA LTI
MR BT & LTOXRIT, WEEDOL LT BSL, (ERMGHEE
JT (BBK), #HHFR (BKA), #IFEN SRR (THW) BNZENZE0H Y5y
FAERD EEHTWS, BSI OBMAITIENOEHREX 2V 7 ¢ ZfEIRT 55—
BRELTEHEBA LV 7ZICHETAEREF 2 7T 4 ICHRDHA TS, EEEIGE)
ELTE, YANRN—X2 VT 4 IZETHIHART A - V—LORRE, &
2 U7 4 REDORE, HRT T 77« ZEORA. B CFHlY — /L ORI & 52
i LT\ B,

(YA 1\—tX 1) T RUY A/ —LERI=H DR ES - K E WG
(EU-US Working Group (WG) on Cyber-security and Cybercrime)

PANRN—=X 2T 0 KO A AN—JUSRICB T LM ES - T A Y AU —F
> 77 )v—=7 (EU-US Working Group (WG) on Cyber-security and
Cybercrime) (%2010 4= 11 H 20 HIZY AAR > TITo72 EU- 7 AU ¥ I v B
DOEZTHIN SN, TEHEL LAUItX=2V 7 0 LOHBtEES BRI L
STETETEEL D 70— bRy U =725 L THTZ & O XIS T
»H D,
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EU-US WG [ZALD 6 — LN O E R K O < 7O S FEIEIZ DUV T
L7, TNENOERIZLLTOLEEBY Th D,

> 2012 F£ETO EU-US BRIV A N—A T MNEE Z kG & T D77

>

VA=A N2 A UNIE/A = SaVaV A heb: S NG VAN NEIS S SV V8 I
ARV AN ER ESH 5,

AV Iy M A ME2E U, REDE - EEROWHF CERERO LA,
Ry bFRy FEDOERW, PEEGIEHIC AT LR RA~— K7 U v K (KALER
FEERE) ODRE, A —F >y ORI < ZEMEN e & o EER
REDFRRI D S,

s 7o A IR EGER A EIRED, RPEFERLPH O ILE 217 9.

F7o, Av—1r7 Uy FEFa2 U T 0 IRDIEINTHOWT, BRGHA. BEfF
A =TT 47, BERR, BREEBRLWNICT VRS, T4 —LbFa
VT 4 FEOHBSH 21T, £72. EURINSDA 7y MILLTFOEEY T

b5,

>

m%IVNw(iﬁ/ﬁ RAY, AFXFVR, AT x=—F 72 E) KUK
mew B2 EEAFIE S 2T LR OICT 238 - = 3L X —4 B DO
AARTFEICEE T 2 A RS S (ENISA)
%Mﬂfv/&&7?4N~kﬁﬁ®ﬂ$%%% Lo THE s, DG
CONNECT (ZfEsns, ~— 7V v RiZBiF2@Ex vy V—27 KO
B AT LOEX2 YT ¢ - BUEICEET 587 L — 7 DIFEINE

T AV N DA Ty MILUTD LB TH D,

>

>

FWiELTLABWREX 2V 7 4 EEZHO O OEEEE CTOE R i)
D5k

BREEOCHIE S AT Ltx 2 VT 4 MROFERT 572005 ER
=X A

COXEEEICI VG INAT U RNy FE LTIETFRRDED NS D,

>

>

>
>

HE S AT b A~— 7V v BMESEEBICK T2 EUKOT AU o<
=V A MR

PEERGIH S AT LA~ —F T )y ROV A NN—EX2 YT 7 I2BF
HEULET AV BERTZ =T A MOT=OOFTEIFHHE,

BEAFREZE R > 2 7 2 o SL[ERERR D 454

AR B 5D ODRA K « 7575 4 ADOMRTE
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18 7 BRMRAT—FT )R DY A /\—EX ) T4 BT HIRE-TEER
(DERMRT—FTVYE BRI TA =R T R/IN—FJJL—TF 2(SGTF EG2)IRE

SGTF EG2 78 [T —=4tF®a VT4, TNV N7 T—=47a7y
va oo EIS ] (TRegulatory Recommendations for Data Safty,
Data Handling and Data Protection]) ®O¥#&E#E (2011 4£2 H 16 HAFK) %
FLOTWD, I T UTICRTEOIC1BEOAN 27 2—RAY X7 LD
JRIZPREN, Av— R 7V y RICDLL T —#8X=2U 7 4125 LTHi
IREMEE N LETH D S L TnD, SGTF R LicA v 2 —7 = — A,
A—%4—725 THD (In-Home Display) . HAN 7% LAN, LAN 756 WAN 7
EDA B =T 2—RAEZT, AT Wb b7 —FENRIN TS, 187
DA v B—T =A% LIz NIST O X 9 i bidfThiu T nay, KE
CRBEDE 2 IS b ER BN,

O A~— hA—#%—~In-Home Display

2ODT A ABOMFHIA o H—T =2 —AD Y A7 fANT — XK, 7
A A MR, A—Z —sHEMGR, MEGER, B R oot
WEET D, 77— =T DT v 77 b—RIZEbD Y A7 HHF5ET D,

@ HAN (Home Area Network) ~LAN (Local Area Network)

FTEFZ LY T =7 DI ~OYBE A > —T =—AD Y A7, PLC
FOEERA v a2 LT LANICBRIT S &, 2 oA =2 =ik
HIET . T—HEX2 VT AICRERVRATNEAESTH, A—F —FtEFH,
n— R7a 77 A NVER, T T —AERREDBEIND Y AT BFET D,
H—R7a 77 A VOEMERICHIRRY 2708355,

® LAN~WAN (Wide Area Networks)

EE (T RAF—vay) MlgT—2artvr hL—XE Ny ZR—)L
FNRAAFRIZPLC 22 U —2BOIP 7V v PITHFET DY A7,
FREN L DT — A BEN EMMOBEEET — X ORI L T, LV EER L~V
DIVRTPFEAETDH, A—FA—=F AT HNIBWTE, a—b AT —X
arvby hL—F L RFHON Y JR—1LEDA LB T2 —RA Y AT TH D,
A—F—F&FHR,. = — N7 a7 7 A EFR, 77— LHFRITHEEDO Y X7 )
bh, A—F—mHL, e—RFar7rA N, TI7—LxEOHNEHRT —%
RZNDY 2708385,

@ WAN~~y R R/F—%alL 7 X

Ny P R—=INT =BT N ANENy T T RURT LA~D Y T IZFE
TOMEHA L Z T 2—AY A7 ~y R RUAT AN A —F— | B HE
TOHGEITIE, 22V RIBPFEET 5, A—F—it&FEH], =—RF7r >
7AVER, T T —LERREDEEIND ) AT BNEFEET D,
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® WAN~HfF—ZaL s X

A—=H—HAHrWNTartvr ML —ZnbhRTFT—FalL 7 Z~DYiiaA
H—T 2= AAHET DY A7, A—F =3t EEHR. 0 — F 707 7 A VI,
T T —LERR EDMEIEIND U RT BFET D,

©® LAN/WAN/DC (Domain Controller) ~% > hU— 7 &HE

EEITE=X IV TIBL . T =X a7 2ZnbDT —X2 Yy —EAAf X
T2 —AFETDI AT Xy N =T =2 ) T OEMT — 2 BIFR L.
A—F —F&EFHR. 77— LG EITBEDY 27 BFET D,

@ LAN/WAN/ DC~fd&EF¥#+%E (DSO : Distribution System Operators)

HEZ~OEIEHEE R & 2oty — e 2 it ns 77—+
—BEAAL U H T 2 —RFHET DV AT, A=K —5t&EEHR, n—KTun 7>y
ANNER, T T —DIHERR EMEIEIND U R T NFHET D,

® FREH S BER~BLEFES

A~ XA NHOWENREEFTHE ANy VR —L Xy NU—7 D
MOMEEA 2 —T 2—RFETHI AT, A—F—FHEHR, =a— K71
T ANMER, T T LERBREDMEEIND Y AT PNFEET D, Fy T —
JE=ZY T OEMERNBBICS N5,

@ FhER R~ E S EH
@ ERMEEE NN IV R— LRy NU—T OO A L X —T =
ﬁfﬂﬂé ) AT, (ﬁ%%nﬁ*'f &Z)vm@ o) éﬂ\ A — N — n+%r
ﬁ\HHFfm774w%ﬁ\7?~A%ﬁ&5ﬁ%%éhéuzaﬁﬁ@¢
ol

0 BINEEFEE~T— =T ¢
M — B AD 7= OIZES/NBEENINESN DB X TV 1 R
—Ex):&ﬁié)x&of 2 —3tEER, o— R a7 7 A IER. T
—ALERR EMBIEESIND U AT BNFIET D,

@ HAN~Y— R—F ¢
TARAR—Y—E DD B, RREHEE L TRRD) F— RS
—T 4 EHTA~FENPOT —E DRI ND Z LI ET DY AT A—HF —5
HUEH, B — R7 a7 7 A 58 EREIESND U 27 B MEET 5,

@ FEHSBER~Y— FX—7 ¢
FERDEEROT 7V F—va LV EER) « —ER(ZEHI VR, A—H
—mH LE#R,. e— N7 a7 7 A ERBR ENMEBESIND ) A7 BRHEET S,

B A—F~MERA 2
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RO RAE LI Ry MU — VAT B Y RS T A LAY L
g ‘/&4 :/X& L—3 :/E#@*/P(j}ﬁﬁ:/[j»—— }\G:ﬁgo—(\ Xb—ézb—%ﬂiﬂjb
B, B — R7 177 A ER, BT — 2 ERMBEIND Y A7 BEET
%o

T2, Mo 2 > HEE [ Essential Regulatory Requirements and
Recommendations for Data Handling, Data Safety, and Consumer
Protection: Recommendation to the European Commission] (2011 4 11 H)
K O¥ TCyber Security of the Smart Grids — Summary Report] % & &, HEH 72
BE - #Zs5I3Tossy ThD

> SMESCOTF—413# /7T A4 R —T A A bR OEUKPHO 72
BIEAEEIIEUB A DT 7 A4 N — RO T —H 7 L — 2T — I 2T %
FAWTEHRTE D0, b L ITBIMOERIRSHEIA LI DN OV T H
72 DIEENVEL

> ESOs (CEN., CENELECK UETSD) . ME LT —42 7T A4 " —K
WX 27 4 JFAIZSGRIGE KONV U 2 — g v OREHFEE & LTl
TRE

> ESOsiZRKINFEHEA LS EXSCGA v X —7 =2 —RICBITHHI=tx= U
T A EEUEA T - PRk - PR TTNE

> IbimEbIc, FIHAREZR K5 50 (AES, RSA, ECC7e &) ZiHMEi+ 57
WICH IR HEZEN LT
& WRREHIME RPN 5 0B ORINL - EE A RRIC S E VR AE

TR TH D
<> ZEMOEER - #EHOBMEICHET 2F0i

> ESOsDOJIWGITH 7= e IR BN A RN EG2O#) 5 . OV B E5E 2 1
B a—7 X

> ESOsiIFIN L~V OEEEBEZZE LN 6, K FROBRoEE, B
BN EERH AN — R m O e i O R 2 X &

> WEHEST e Faizrrb s, TToMEEXFR U B o s
EFETNANREREF 2T 4 - T TAN—Fi (THEEBICL D FIEN S
TEN) BT RE

> SM7Z1FT7<, SGIZBIT MO T A A (—HHET — X Zakd i)
WbEX 2T A MOT T AR — NN

> ST — RIRE R EOENROREBRZ B E 2 72035 BRINEAER] E D Hahg
ELTAA LD T — X AR\ T8 % il E

143



(2)CEN/CENELEC/ETSI SG-CG (3t CEN/CENELEC/ETSI JWG)I:J:%H;
D [Standards for Smart Grids|

CEN/CELEC/ETSI JWG O & =
E 6 1) 13hkx 2R e m (BT —FT7 7 F v,

PeE

LGN

H

Aw— N A—=H—7p L EETe) TEENRIT DR
%@$L\%ﬁﬁ%nv%4ﬁ®17~%7UyF%@M®tw
= EENRINTVWA,

[Standards for Smart Grids] (2011
WEA X —T7 x— A 35,
SEINTW5D
2, HBEDRE

> T —XT 7 Fx IZETHEE

> Ref4: X2 V747 —F%77F v UUH?E

(HEF2LE)

SGTF EG2 D)

) EHEE 2 PEEEAH (Conformity

AIREZRBR Y A

Assessment) 7 72 —F A EZEE LN LEX 2V F 4T —FF 7 F ¥

ZRFET D,

> Aw— L7 Uy RFREX 2 U T 4 IR DEEELAT O#)E
> VDRI THEAAL NEOEX 2T 4 VAT LAORESE
<> PRAER B L O H A ORfERR
S HEREXa V)T EEA L — R~y

< ISec 1! & 5 5 BHEEAED H|Z

VAT AL )LDIEREXF 2 T 4

MR N—END T & ZMERT 5,

XFMAEFET1 A~—FT Yy FEREF2VT2oOET I VI

EFETOTrE R

Architecting the Smart Grid Information Security (SGIS)

Regulation: Transformation
to Smart Grid in discussion
in member states & EU

Requirements

Relevant sector specific
Legisative Framework

Standards
state-of-the-art
(technical & organization)

Tao deve\ol;(: manufacture
bring to market & into service

Phage 11— |
Risk Assessment 1
& architekting
the Securi stem

F— Phage 3 ——
Identify 2‘ Information security3|

protective Measure | Implementation
& requirements || Operation &roadmap

Fraud&Incident

- n |
Identify differences in : Response

requirements in respect to el

EU (harmonized) versus BTl

Governance ; State of the Art“ &

Functions < use cases
< Datamodel < SG-DPC

: Information System ‘ :

Standards for
Architecture

for domain specific actors
Technical

Applying to all actors
Technical

Sector Specific

Operateﬁmamtam repair update, national Iegal * Credential Mgmt 1
euge & dispose 1
3 A - :
0 SGIS Essential Requirements|; SGISSL 1-5 3 Impl ti
Smart Grid ; = 4 ] 3 plementing
Operation ' = Primary Protection Goals . System Level Requirements
Model ! requirements into

4

SG- DPC < SGIS-SL
to be assigned

Smart Grid Specific

“ulnerabilities All system components

Sector Specific ,:
Impact&Risk . System components

g . .
Threats Assessment ': products solutions services | 8| proqucts Solutions Service
' fic |8 Organistaional
Applicable Sectoohecie Organistaional | B
Y \ulnerabilities & Impact&Risk —r [¢] JFor organisations & Legal entities

Threats Assessment all legal entities in their Market rols

Todays Status:
Assumptions as outlined
in reports (i.e. this one )

HPR -

1) Cred
Incl. Access rights fnr DPC per Actors

All Common System Component (HW,SW) Service
' Yulnerahilities or organisations or individuals)
Threats

Defined through ID,Encry ption,Signature per User,Group,Role

CEN/CELEC/ETSI JWG @ [Standards for Smart Grids| & E%

FLZ HAHEHERL
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< ISec-2: A~v— K27 U v NEEREM N — R — R L SGIS KT —# £
#7713 — (DPP : Data pProtection / Privacy Zff & D/
T4,
vV TRIZERO LS a2 —RAr—2 L UML 7 —Z €7 VLR
kU . SG-DPC (Data Protection Classes : 7 — ¥ £ T R)
KON SGIS-SL (Security Level : % = U7 4 L~L) DL ERY
NUDOBOMAEY > 7 7 a2 RO EERO 7 v 22D
Ta4 5,

MFEAEFE T2 2—RF—RAKONT—FET /)L SG-DPC KO SGIS-SL
SGIS - Smart Grid Information Security interconnection to SG-Operational Model
USE CASE & DATA MODEL REPOSITORY SGIS-SL & SG-DPC REPOSITORY

MHote: a This symbol indicates the requierd elements of the Repositories and the linkage | ti I model and SGIS model

HiFr : CEN/CELEC/ETSI JWG @ rStandards for Smart Grids) &
FIZH Zlif%\fﬁfﬁﬁk

< ISec-3: SGIS-SL } 1) SG-DPP ki M OV [aI 2t -
<4 ISec-4: ESO % SGIS & DPP ®»E5 VU » 7 ¥£7- SGIS-SL & SG-DPC
DYRY MV Y R— T 57200 IT YV —/L Ok
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MEMEET-83 A~— TV y NERETAVEE
Smart Grid Information Security - Operational Model

Sustainability in Information Security&Data Protection while SG Operation Model evolves

5G Functions & Use Case Experts
ssphere of Action®

Doma{ns
Market&System
e roles L )
‘ Smart Grid
responsibilies
SG ]
: ’ High Level SG
nnovation Functions i
dynamics evolution
Operation
Scenarios

5G IS & DFP Experts

SGIS Governance
Operations &

Response Center

SG-Essential
requiements

incidents responses
Immediate&L ongterm

SG-SL itori
— moni orlng:.
/

" incidents respons
¥, E—
Manage credentials

\ & state of the art

Fraud &
security
incidents

Keep implementations
updated and syncronized

HAT : CEN/CELEC/ETSI JWG @ [Standards for Smart Grids] 5 E %

@ [Smart Grid Information Security |

FEZ H AR ER

CEN/CELEC/ETSI JWG @ [Standards for Smart Grids| #&5E(ZE0#H S

T N PE

& A ® CEN/CELEC/ETSI SG-CG (% [Smart Grid

Information Security] &9 #HEE (2012411 H) #AFK L, AW >

INOENE - &5 SRS LT,

EFF A= 7V Yy FEHREX 2V T s OEF=2U T 4 LoUL (SGIS-SL

SGIS Security Levels) # BRMICER LTz, TOREIXENIZV v NOEH &
BHREx =27 1 ODBORIFERDLZELTHD,
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XF ATk 7-4 SGIS-SL &M

X2V T 4 tx=2UT 4 KRN EE M ENES T ) A
L~ L ~UL 4 X2 U T 4 LULG
Assets whose disruption could lead to a power
. " loss
5 Highly Critical above 10 GW

Pan European Incident

Assets whose disruption could lead to a power loss
4 Critical from above 1 GW to 10 GW
European / Country Incident

Assets whose disruption could lead to a power loss
3 High from above 100 MW to 1 GW
Country / Regional Incident

Assets whose disruption could lead to a power loss
2 Medium from 1 MW to 100 MW
Regional / Town Incident

Assets whose disruption could lead to a power loss
1 Low under 1 MW
Town / Neighborhood Incident

HiFT : CEN/CENELEC/ETSI SG-CG [Smart Grid Information Security| %
BT A AR

£, A~v— b 7V v FTF—%{Ri# 27 7 X (SG-DPC : Smart Grid Data
Protection classes ) IZDOWTHFE LSBT 5, [EREENHLZZEX 2V
T4 VAT E D, Av— 7 Uy RYy—v R, Thbbibfa—R7
— A, W DODD KAL)= NZblbT20, T —FFT )VITkk A 7250
WBWTHTAEDRES TOWDERERRIER S AT L& 13— LR EWNT R,
FNT, T—HFETNLVOHEBINY v IR HRIND, TOREIZFIFA~Y
— Yy RF—F{g# 7 5 2 (SG-DPC) THhH ., #NFhhDa1—2r—A K
W AT DERREL R D120 DIEHEZ BRI 25 72 O O Y) 7o SGIS-SL OffER %
R— K35,

“FEFED SG-DPC 1EXF 5-8 I T B0 THDH, ML HLEEOERET
VBPEICEMATE D, F£2, BHHO CI&A (B ME(Confidentiality), &4

(Integrity) ¥ KX OVA[FHME (Availability) . EfEEBME (Accountability) . 75
#2Bh 1 (Non-repudiation) M OME#EME (Reliability) 72 & D7 m /N7 ¢ OfR4
DEIN D 5,
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X FAftek 7-5 SG-DPC #iHA
SG-DPC 1 Personal Information
Sensitive Personal Information
Personal Information
De-personalized Pseudonym zed Personal information
No Personal information

SG-DPC 2 System Information

System Data (i.e. Firmware), Configuration Data, Customer Credentials, Private &
Public Keys, Roles /Actor IDs
Governance & Reporting Information, Logging and Audit Information

Audit & Log required information
Information to administrate remotely
Information to operate remotely (Control signals)
Business Information

Measurement data

HFT : CEN/CENELEC/ETSI SG-CG [Smart Grid Information Security] %
LT A AR ER

H#fTe% 7-6 SGAM LA ¥

Business Objectives
Polit. / Regulat.. Framework

Business Layer

Function Layer

Interoperability)|
Layers

) y /
I ~ ; . y..
& Protocol_oPm 7-{/ Market
- & = oo

__~ Operation

v gt f o2

o >
///
S - Talyl :
| 55
Transmission Bhe~ Fied

Distribution

Zones

Domains Customer
Premises

HFT : CEN/CENELEC/ETSI SG-CG Smart Grid Information Security| %
FENZ B AR ERL
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IR EESNEETLELT, Av— Uy RT7T—FF 7 F ¥ ETF /L
(SGAM : Smart Grid Architecture Model) & 5, =D KA A I3FEE, &£
. BidE, o x ¥ —&JF7 (DER : Distributed Energy Resource). 7
B (Customer Premise) @ 5 OBk EN 5, £V —ld~—4 v
M, =TT X EHH, AT —var, J4— LV FEBXIOTrEAD 6
SkhkGly, TNOLEBEZ, SHICENSTETEYRRE, 777 vay
(Fe) g, tEdkE. BERE, a2 A—xr b BRER) BoO 5 DOMAEE
HLrAvhERIND,

HRMEET-7T HELATYIIBITDIEF2VT 4« Ea—

Component

4zmp

AT : CEN/CENELEC/ETSI SG-CG Smart Grid Information Security] %
BT A AR

ZOETNVICHESE | FFEOEEIZHT 2R A N—tF =2 U T 1 k5K
ENRT DOV — NV HAEN TS (SGIS Y —/LRy 7 A),

SGIS V— ViR v 7 A, A~— T U v Ra—R7r—ADOHEBRHE IZ2—
Al —AZB T DX 2V T 4 =— X5 R T DD OMENOEM R HkE
It ThHD, VIR I AEHNT, 2—AF—ZADEREELNZFD
MERE A XIT T AT O DIFMREZEE 2. SGAM % KV L4 7 (Drill Down) L.
=R —=ANHDLRE KA, V= N A Y EWHRTDH, T LT, =
— A —AD SGAM k~~v v 7 LY,
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REMEFET8 Av— Yy Fa—XF—RE@T7 L—L T —7ZBIT 5D
SGIS Y —n Ry 7 ZFHH

2. Map UC oh SGAM

Identify zones, domains and systems
Covering the Use Case(s).

Add or change systems were needed

4. ldentify standards
Link UC to standards and
identify gaps

Generic Use Cases
Repository

1. New Use Cases

Identify New Generic
Use Cases from findings

Standards List

3a. Link SGIS
requirements

Origins: '
Regulation, R&D, Pilots, Implementation, ..

AT : CEN/CENELEC/ETSI SG-CG [Smart Grid Information Security] %
FEZ A AR ERL

3b. Identify
SGIS standards

LAY ZEtDEFXF2YT 4 Ba— HOEWVIIRITTERAAY NORERE
WD ZLICkoT, MAICEBRERHDE KAL) — 2 NFFE S, Hi%
TR L TER SIS SGIS X2 U T 4 L)L (SGIS-SL) %7452
ENHREL 72D,

S BT, FFE L7zt ® SGIS-SL (245X, NISTIR-7628 OtXx = VU 7 «
HA KT A4 <, SG-CG/FSS (First Set of Standards Ver. 2.0, 2012 4 11 )
DEX=2UT 4EHEY X K8 (9.3 BIZFHH) 255 L, X2V 7 0 EZHELD
TOEMERBE T LEELFETHZ EDNAREE RS,

8 ISO/IEC 27001, ISO/IEC 27002, IEC 62351, NERC/CIP CkE5YE) ¥ & U NISTIR 7628 # 2 M L T
RESNIAEEY 2 b
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MM 7-9 SGISY—NRy 7 RMERIA v I HA K

Quick Guide for the use of the

Analyze each use case SGIS toolbox
identifying information

Collect and classify use assets, owners and Determine the SGIS Risk Impact Levels

cases by domain and actors (C-I-A) for every information asset

zones (Put easy questions to the owner of the

Identify components supporting

each information asset and
group them determining their
effective likelihood

o
Identify and analize new use cases
periodically or when processes suffer \___= -
major changes in order to detect new ﬂ;J
requirements per domain and zone, ———
updating security level criteria and the ==
minimum set of security controls. o
(The effective likelihood for
every information asset will be
Determine the SGIS Security the highest value obtained after
e S e s Level for every information evaluate threats for groups of
asset after executing the three components supporting that
Select the appropriate correspondig Inherent risk information asset)
standards to protect every analysis (C-I-A) ... uxeumoso
information asset depending P e e e
on it security level and taking =
in account the 4 quadrants =
o~ o
- oy =

TTCURITY LEVILS

Establish the minimum set of 1
security controls list that has to
be deployed according to every
security level, domain and zone !

(Crossing the highest RIL and the highest
effective likelihood obtained during the

ion of all the p i
in his map of dependencies)

AT : CEN/CENELEC/ETSI SG-CG [Smart Grid Information Security| %
FLAZ B AR R

R#EfH8% 7-10 SGAM 2V T2 —RFr—RAD< v

= 5GAM defined by European Smart Grid
Coordination Group (SG-CG)

Huminess 0 hjeclives
Palit. { Regulst. Framework

= Security consideration in each cell and
thus for each interface in the cube =
Security views per layer

Identification of existing security

standards (requirements and solutions)
Informetion Lsger

Identifying gaps for which further
standardization work has to be
done

= Provide potential improvements
for existing standards

(current focus lies on 15O 27001, SO e:m;“\\ }
27002, IEC 62351 which were mapped Transmission

against security requirements from NERC praen DER

CIP and NIST IR 7628) Domaing Cuoner

AT : CEN/CENELEC/ETSI SG-CG [Smart Grid Information Security] %
FEZ A ARRHHERL
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ek, AREZEOKMOESE LTIUTOEEY THD
> SGIS OHAfE L 72 HEFEVEIFBEHEIN TV D,
> SGIS O=—X& & HITEHENEYNZEN T D 72DICE ) LT 22T X
B, FOAERZERT LTI, SGIS YV —/LiR vy 7 A XEEY
— N EEBEZ B, BRLEABEORTFHLLETH S,
> X?*Fﬁ)/F@%Kﬁ% FES N E A~—F 7 U v FiERE
\ZRIE T DIRFIC IA— R 7 Uy FEEA T INANRRY N —
25 A RS W) 27 _OU\VCIE\@ THRET &,
> T—a v NIZBITAHT AU N ICS-CERT @ X 5 7k & 5% 23 5 2354
DHERIND, A1 v T MEBOYHR—K, A~—F 7V v VAT A
FOEREX 2T A T MBI AEREEE., Zn2nicxtd 2
L AR R 8% ORI BET X,
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(3)DG CONNECT’s Ad-Hoc EG on Smart Grid Security [C&k2IRE

DG CONNECT’s Ad-Hoc EG on Smart Grid Security ®#5E (L EC ONES
BELE LTARESNR Do Teh, AMEREERCTL D ZD 7 NV —T OiEE) %18
CTRRROWL D005 TH S, s kO 2 5Eilid 5,

>

HE (RN FX—EEICBIT YA N—tF=2 )T 1 REAH)

S WA=V R0 7T % T 5 XA SR
THIME TRETNIR S DA XL —F —=NRE L TWD,

S FOF XL UVEBEBETLEDICKFOT V=T KO ICT [R5 #
BRENLETH D,

VRITEARAV b

> ICT W L ENLRRHOEMENA~Y— Ty ReEXa2UT 4D
REFRAL DO T= DI BT RE TH 5,

S Bt X a2 VT xRy NEEERT O, £HER U AT T &
AA L NDOFATRMETH D, T U ARET D E & HITEHNRE
TYARX FBMETH D,

YR =RXT AV |

> A~—hrZ Vv RO7DO ICT Ok F =2V T 8L OEIEM AT
HIDIINANA L)L« EX 2 VT 4 BHEOERPVLETH S,

> X VT o BEE (B, s eME R OV RME) 2= L, TR,
L AR A, #IH] (Detection, Response and Resillience) &9 &It
> TeXa T 0 BEE2EET D,

AT NER

> AT FPORNERRA~— 7 U v K (B ~DY A \—KE8
IZE D RET HEEOER LMY T HBEEZIRE L. ZET 5,

> A NRN—X U T 0 D7D DOERMNFLIH OEIE IR ENMEETH D

() A=

S TITAR=NENRT Y W BFOEETAE ., N & R OHHIE &
L. AY— 7 Uy FREE R O —ERZBIT 2R L)Lt F
2 U7 o O IE e TR OO W D F I T & RN
HVEND D,

23N (P L
$ Ax—F7 VU FICRET HRFICEEEER DS A N —tF 2 T«
BT DO ORFHIRIRZ BET 2 0EN D D,

HE 7LV —AU—2 O%E
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> A NRN—X2 T A ITEBIEORET a0 ATHEE S NRITNIE
SR AN

> BORNEEFITHBIFUA E BB L, 2, EX 20T 0 A RIA4 KD
AL TTAT VR« ABZRALNERESL LN EWNIT R0,

> B 2R L < LRSS, MR A2 E Z L2 WEHNTRET 5 & Th
Do

X VT 4 ROGREHESE
> EUEHOEFX =2 U T A EHELE OB MLETH 5,

E2 ]
> BB R OBUNH OIFHRILA | 7 Masstt & WBEH I3 21815 L Ok
LEIRFRT L Fa—P =T > THETH D,

Aw—hA=F =TT TR EXRAHE AT LOERNRY A N—EF

=2 U7 41281 5 TR 2 A ORERR.

S EHR (AT Al O5EelE R OEIEMEZ ik TE BRI LE TH
%)o

> HIEESD TN) 2= F =) BRSO 5 TN (Availability) |
TEM M OEEMRIIRIES LD BENRH D,

B ex2 )T oKL~V

> A— b7V v A 7T OEEMERNEEMEO NG IZEE 2 A5
7Dz, Bl TWAET—F%T7 7 F v - LA VRIS T DR LHEF =
U7 4 RR VIR MEETH D,

A<—F 7Yy RO A N—F 2V T4 ROEIEER ELOZDOER

EEL

S Av— 17Uy FORE - RBHOEAEEN LY A "—EFX 2 U T ¢ %f
AT T D720, B - HERE R OWHBE R DO N— A T A V3BT
»H D,

<> PEEB®EMEHIE S AT A (ICAS : Industrial Automation and Control
Systems) MK OEEMHRTIE & 7 —Z 4 (SCADA : Supervisory Control
And Data Acquisition) ¥ AT LDH A N— X2 7 o LEE2 <72
WIZHTA BT A4 2 R OENE - HEEDRVLETH D,

YANR—F2 VT4 IZRHTEHC-LXN s TUTRA

> BIMGE AN =2 —DFOREEREEDOT A NN—tF 2T 11
KT DR, B TV 2T R AR ESEDIMNERD D,

X2 VT 4 DO DORFZER 3
< End to End O =X —{GOEMLE & 5 O BhEEKkO U 2 7
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<X VA, HEEOE#RES =Y T 4 OB
<> T xRX—{E D End to End OE IHFRL & OVEE S AT L _— X DE]
H « E1412 L AR IEIHEI O 72 8 OBCGR OG0B A BF5E

> A N—kX2 U FABET e — A NEEHOED, LARV AL S u—
U RN EWIT RN
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(DERMARYFI—IREBEX21)ToFF(ENISAICKHBE

(D Smart Grid Security - Recommendations for Europe and Member States ]

ENISA TiZ, A~v— 27V » RIZBIT 29 A N —k X2V T ¢ OEEELF
FA. HEMEZILI LD, kx RIEHZIT-o> TS, £DO—E L LT, ENISA
TEA~—= Uy FEREZED, =TT 4 AT v a VO ERIT T,
HiX, A~—br7 Uy ROFAN—EF2 )7 1 IZBTLHBEETENE L,
B E, BN, BLOEBESOBRAZ R L, XETH 2L TH D,
AR E LT, Smart Grid Security - Recommendations for Europe and
Member States| (I A~— k27U > F—RRIN & O E AT OHESE - @) %
NET D,

AP TITEH 1 B L UTIHFRINE, &5 2 B L LTINS L2 HRO ST &
By F LD, HLEEROEIE 21T o72, B, HFHRINEIX., TA K74 00
LHERVORFEEROREDT AT U= DIEZ, =TT A AT g,
Tor— I BIOA 2l VBREDOER YL EDT-,

FERERLE LT, 100 IZESHAPIRY EFLEOHL (3F), ZIHOHAE
i, A~— TV KOBFX=2U T 1 58{bDT72HD 10 OHELEN K 2 ) L <
W5 (43),

XFEfHé%k 7-11 ENISA # &5 3F [Smart Grid Security] DOBHFE 51k
Recommendations

Key Findings

Survey and Desktop
Interviews Reserach \

Fﬁ : ENISA Smart Grid Security | i&%%’i’%ﬁ H AR FSFERK

F A U—7 S5 A (Desktop Research) OMEZII Fiid LBV
Thb:

> 230 LLEDOXCENSITEND -
> HAEOREWHIRY - Bt . HRERE, BRFER. M R
S MO SGE - AFE, /By - =Ry
S ERBIOER : 7+ —T L, A—NVURR YA wH Turhl

Fo. T — FAEKL DA ¥ B2 — (Survey and Interviews) DOHEZE X
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TRoLtBY THD !

> 304 A DOFEME &g A - 7o
> BHMFIIUTOL >R A7 I —THITF LD :
<> A—J1— )} Slers (Manufacturers and Integrators)
> X2 VT Y= RO —ERAD T 1A X — (Security tools and
services providers, T /2 HRH)
BlEE Y AT LA XL —%— (DSO)
HEE AT LA L —Z— (TSO)
&P (Power generation)
A<w— K7 VU y R —E R34 X — (Smart Grid services
provider . e.g. ¥ —/47 % —)
A R OB 5 RS (Academia and R&D)
HR R (Public bodies)
(VA (Standardisation bodies)

S

> <

ZOHIZ 50 B H5HZENT o —hERIEL, 28 2B 5EHZENA X a—%
ZiFlzEvbivsd (EWNFRIETREO EBD),

MFEAET7-12 7o — bEEEOEMR LTIV —IiIZBIT 5HFR

Wanufacturers Smartgrid
and services
integrators, 4, providers, 4,

8%

P Security
" organisations,
5, 10%

Received questionnaires
AT : ENISA Smart Grid Security | #5534 JEI2 H ARBFER
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REMEKT18 A Z 2 —BMEOHEMRIT Y —IZBITHHR

Smart grid
Manufacturers services
and integrators; providers; 2; Academia/R&D:
2,‘ 9% 9% 3‘. 139%

Interviews
AT : ENISA TSmart Grid Security] #4534 HEIZ H ARRHFER

ZOWMEFBEDORIRLT DAL LG T b, BRIZLLTOLEY THS -

O W
@ EUwic
A~— R 7Yy MCBIT A A=t F 2T 4

EI==N
H 5L

v
v
v RO B
v SHED
v OKHREEIZONT
WELIVELN- A
SE G

E—E

DEO®

Flo. AEFETEORE R0 L B R (57227 U—7 OFEHITE
DT T Ry NERHEMRNORTAET —Z O L) 2T 2 5 20
fHRist 7 7 AV H 5
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k1« A~— 27U v FOM& L ICT ~DKAF

kIl : A~—h7 Uy FO®XF 2V T 1M

fHRIL : 7o r— P B XA v Z Ea—D5H

RV : A~— 127Uy ReEXa )T o BEOERE, A F7 A2, B
XFE

MV A~—F 7V vy X2V T B#EOA =TT 47

O

©

ZOHIZ, BAER L (i D) ROWTER 2 (ff 1D 3727 U —7
DMANIEEIE D FEAERONED TH D, FRIZHATER 2 o2, ENISA I
REDHERICESE, A~v— 7V v FIZBI2EBE TN OO SNy
F A (B, SthA A=V ROMEFREHE, EE, tam A OAmERNE, |
R e, [EERBILR S BuRflE, ~—7 7 o4 7 SRR i) 7 R
BRIERIE) Zoohr - BBLL, FEL<HFIMM LTV D,

ARD 3 BFITHEMN LTS 100 REORHBELVEONT-FERMEBIZTID &
¥,

A2—hK TV RO®X2 U T 4I2BT5RKOME
Av—h7 Uy REVRRT—2A

Av— 7 U ROEAMERRL

Av— R 7 Uy ROFFEFERES A NN—EX 22U T 4
XTI AY— 7Yy ROFEARE M

A2w—hK T Uy RiZBIF A2 A "N—X2UTF ¢ EORME
PANR—EF2 VT BT 2BUTOAY— TV v Ko A =2 TF7
Av—hr27 Uy ROY X7 G

SRR EE & [EFE E O FRFEA R o % E

Avw—hr7 Uy RIZBTFAH A 3—tx=2 U7 ¢ 74l

A NR—HE~DXFIE

A<w—KrT Uy ReXxa T 0 08I 5REmsE
FEYRIME Y 2T AOHESEY % 2 ) 7 ¢ i (ENISA 45 E)

VVVVVYVVYVVYYVYVYYYVY

RERIA (RTERICKHT 25/ E) OFMIZLTO LB TH S,

BEWERIRT —%T 7 F v NRIMLTWD

P AN—X2 T 4 LT TANRN—T5 T TEMLTWND

YA NRX—tF 2T 4L ICS-SCADA (O A~— 7 U v Ko A 1y
R R OVKBIRELE - BRI 28, EEARMEE STy

BRI T B A A N FEGRLETH D

B SDEINEIPHE X = UV 7 4 38FE 7 2B ARKRIM L TV 5D
FNV—F— A—H— K ONTFEZRZOE#RA L - N LETH D
X2 VT AR DETNEIA~Y— N A= =727 +— D ATl <,
VT ATF—va ik, v~ 27 v 27U v K, SCADA =ME#E* v b

YV V VY

YV V VYV
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J—77 LIy mnEEIND,

ICS-SCADA, A~— 7 Uy R ANR—LX2 VT o BIARNT T A
—A =TT TIZBITLIED LD LFEERNMLETHD

AT NER FOHBINLETH D

KBS A NR—= X2V T 4 A T 2 MTRHETE DR D FEZED
BEThHD

YA NR—X2 T4, TTANRN—BIOREHIENA~—FT Y v K
DRI & > TIHEFICEHETH D

EREE O a7 "RNEETHDH

T Ra—H—-T a7 OEFL+HZER ICTHEH+A % —3 > b
LONRXy NT—7 OFIHIZEY, WEERFEY A 73 EmE 5 (Attack
Exposure)

8 (Reliability) 3 X UNEIEME (Resiliency) (FA~— 27U » RE
VAR —AIZBWTEELRMETH D,

Av— K 7 Uy ROEFRORM : TEFZAEER I 82 50L& 0G0
FEEFZNDOA 7 71 DSO DY —E A7 M X—Dar ha—)L
HToHDHIZH, BX 2 YT L IZOWTHEEMEDN RS 5 b

BN O TEORBIIY A RN—t %2 U T ¢ NEA SN HBRARR 2
JRIRNZ 72 0 gz

WL ONDOFES EOFRBENIFAET D -

S L= RT LOE

> TS AR

< IREhEE

FELRW,/ R fifilitsra2 ) 7 o 8IS (B A—%—0n
— T U PR ELMESHT A < B NENHRICEISTELD T RS
728

DSO & TSO i%. BEOEEFHICB W CTRBIFKZAR U X7 5217 5 &
E+5 € OGRS (NCAs : National Certification Authorities) LA~ —
c 7Y RBEESLE I K ORSEMMR IR T 22 U 7 ¢ Z8GE T &
Z=—hr 7V FERNRRATH L0, BAEOEETIEHENLTWS L
E=U A i1 e = E N A IRV A VAL

YA N—FX 2 VT ¢ [ JEEEM, (FEMER X OEEMEZ I X &
RS E B T2 OICHBIE DB TH 5

WUy () HEERPIRE L72WVWERICEWT, X2 T s A KT
VSIS ARESFICKT T DB R OARDPMETH D,

TSO B L WDSO FiZA T v "R IDE LRI TH 5,

DSO BXLW TSO 1ZH A X—A i F v hotmaHY+~x (IRRIS
FP7 project)

AR —=H —DH A RN~ T N REEFHILICT D&
EULKE L TR A X=X 2 U T 0 FHiS 2 YT 20
VB IZ DWW TS L
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> bt a—ZBaxET—2 (CERTs : Computer Emergency Response
Team) WA 2T > MEBEAITH XX

IO DFERCESET AETTRO LB FOHESE K BV SN RESND

HESERE TR 1 B Ok A « BOBERIHHA 2 D tkE (R1: Improve the regulatory
and policy framework on SG cyber security)

K 2. A~— Uy ROV ANRN—X2 VT 4l =TT 47 %
MYELDLDOEDIZ, BR/S—FF—v v 7 (PPP) HEORI{EE (R2:
Creation of a PPP entity to coordinate smart grid cyber security initiatives)

HELEHE ok 3 - 38k m] b - FliiA =7 7 « 7 DfEi (R3: Awareness rising and
training)

HELEHE SR 4 Jndk o - BIEA =7 7 1« 7 DOfEi (R4 Dissemination and
knowledge sharing)

HESEH SR 5« AR SEUE « XI3R « A # 0 ZADEE (R5: Develop a minimum set
of reference standards, measures & guldehnes)

HELENE SR 6 « B0 - AHARM T B = U 7 ¢ GRGEHIEE OfE e (R6: Promote
the development of security certification schemes)

HELERR 7: 7 A by Re&X 2 U7 o il FEOBZEE (R7: Foster the
creation of test beds and security assessments)

HELENGR 8 5 UM B % KX TRINBAL DV A N—A T o MR T
5O O RE L (R8 Refine strategies to coordinate large scale
pan-European cyber incidents)

HELEHESR 9 @ EAMICEEL KIETH A N—tx =2V 7 ¢ REIZET 5,
CERT ~O W 1E5E (7 RAA =212 E) (R9: Involve CERTS to play an
advisory role)

HESERESR 10 : BEfFORFERRE T e =7 FEIEH L, A~— 27U v N4
B O (R10: Foster R&D in SG cyber security leveraging existing
research programs)
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@ lAppropriate security measures for smart grids - Guidelines to access the
sophistication of security measure implementation |

ENISA 78 [Smart Grid Security] #&EEZREER LK%, S OLRILIMEEZIT
W, Av— b7 U vy RORLE O —E2ADtX=2 U7 0 KOEEMEZ T ES
HHEHIT, Av— b 7 Uy R A NN—X 2T 4% RODHMESLIZED A
77, M & L Tlx Appropriate security measures for smart grids -
Guidelines to access the sophistication of security measure implementation |

ThHD,

ZOHEHMLEIT [Smart Grid Security | &EVY, HKIKE (D omEblZze) &%
2T %Ky NOMNLZB L CTA~— 7 U v ROF|EREGRE ~V A —
X2 VT 4P —ERAOFRBRKELZLETE LA X AR MET 5, RBES
N5 38 X2 T 4% KT 10 DRAALS KNS DY T 4 AT 47— 3
Voo LLThIT NG, BHATE, LHEETHRHIND Z EDBAIEER A~ —
N7V REJEIZXHET 27 7 a—F 2 EZBT 57012, 20 OXRERE
T AMIC ENISA [ZFFIC T A~— 7V v RO A BRI EBRE OA B LU
71 HROD, 2O XD RF|ERBRBREOFREILITRLOLEBY THD :

Bl K OBOR ) E &

AS—=hT Uy R AXNL—F—

IEAE RS (e.g. ETSI, NIST. IEC, ISO 72 &)

X2 VT4V ) a—varTangF—
A=— 7Y v FRGEE

AT K OIRE B FE A B

A=K TV R ANR—tF 2 U T ¢ IR DINREO ALK

VVVYVVYYVYY

XERBFE DB E LT, RAOBEBE TR T 27 T — 7 OWFFERA % i
LTCAS— 7Yy FEFxa T RERIBRLIBFOT L— 2T — 7 ROEYE
@fﬁ#jﬁ)ﬁﬁ%ﬁ5o [EJH?—JEL:\ X‘?‘—‘}\ﬁ‘u ) }x@j@l}ﬁ%@j—/{v,_&»_&jj\:azu
AT THAAL NEATH, TDh, AT TAT LV AR—=ZATIEIRL, VRS
N—=ATN=RAT A R DMWY R T 5, S HI2, HXRITHL T3
DEY T A AT 47— ay « LYULOREL, Hx OFFE « %fisZ i3
20

TRV T =7 DL ERIINTCHEHELHITLOBEY THD :

» NISTIR 7628: Guidelines for Smart Grid Cyber Security

» ISO/IEC 27002 Information technology - Security techniques - Code of
practice for information security management

» ISO/IEC DIS 27036-2: Information technology - Security techniques -
Information security for supplier relationships, Part 2: Requirements
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ISO/IEC 27011: Information technology - Security techniques
Information security management guidelines for telecommunications
organizations based on ISO/IEC 27002

NERC CIP

IEC 62443: Technical Specification - Industrial Communication
Networks - Network and System Security

IEC 62351: Power Systems Management and Associated Information
Exchange — Data And Communications Security

ISO/IEC TR (Technical Report) 27019: Information technology -
Security techniques - Information security management guidelines
based on ISO/IEC 27002 for process control systems specific to the
energy industry

BDEW (Bundesverband der Energie- und Wasserwirtschaft) - White
Paper Requirements for Secure Control and Telecommunication
Systems

WEZEOKZOMBIITHOLERBY THD -

>

>

1 HE—ZUOIC: A~v—F VU v Rar7 7 A b ROKRHEOIHEI
ENb, £, KFEICEDN S FMHGEL O Em L3 5,
2QE—EUREX 2T 4KR A= TV REFXF2UT 4 DDHD
Bt X2 UV F 4 5BEORBRB T o ARNBA SNz, £, A~<—Fh
TV Rars 7 A NelEx, &z KA A U ROH 2 25Y) 72 B
HE X2 U T 4 kRO THRAT 5,

3E—V T4 AT 4 r—ar - LUL EREINT-EX 2 )T 4 %KD
UARNKOE RAL U DIEDITERIND Y T A AT 45— 3 - b
NTHEENTZZ BT VAR SN D,

4 B-—RWUX VT o xROD X0y RSN X 2 ) T 4 R
EELDODLIENEEND,

5 # —ISO/IEC-27002, NISTIR-7628 K (N ISO/IEC TR 27019 ~D—~ v
v T L EERSNTEEX2 U T %K E ISO/IEC-27002, NISTIR-7628
N OV ISO/TEC TR 27019 BEMEDBIR Z R~ TR NG E D,
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THDO NI Z R RAALVERY T 4 AT 4 r— g2 LyLic Ly SG
X2 U T g kRO 2 IR,

BRI TR 7-14 XSREAEHHEOBEET NV

Requirements

§ 3 = Requirement 1
= Requirement 2 - 3
KT - - Matrix applied
c
=1 for the method
ds
,g to define
:§_ : Security
8 Measures
§ = v ..g— f = = §
2| |e25 §2z| |2%
g |E5%T SES £ =
= EE =t o L=
2 |sgs c538 |83
FAR = po € £ 8
.g o g
3\ Y J
CD1 - Security
CD2 |-—--| CDN
Governance

Control Domains - set of practices

T : ENISA [Appropriate security measures for smart grids] 5 E %
BT B KR ERL
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[ Appropriate security measures for smart grids| #&EEIL 10 D KA A
ICBIT D HEN X2 U T A XIR DT T 77 4 AE TR LB SN D,

O X2 VT4 HNFUAKEWRNY A7 EH (Security governance and risk
management)

vV B CORAAS BT EX 2 ) T o RIEAY— TV v RF
ERBREOEX 2 VT AR v— L —ET U e FEIT AR T DI
REZIND,

v arvho—nVEE: e M X FAY— )y FEX 2 VT 0 &
fBE g ha—AT258X2 VT BT 0T T AORESL - #iERFT
Lo O 0T MNIERE R TR L2 . BEEDOES, A
~— Uy RUAT LA ROHERERICBIT LA A—tX 2 U T ¢
VA7 O+, BEZ2Eo THEY Y —Z2AOFIHEZRER LY,
X2 VT4 T T AORREERLIZY 75, £, 207w
T AEFNEY 27 127 T < #@EUNZ ICT K= p v F—H 751 F
T—rPHDY AT HERT RETH D,

@ #H=3%"%# (Management of third parties)

Vol 2O AL DEFR 2T 4RITFE =D DLHDOTH
N, Av—FZ U R« FXL—FZ—RNRYTEREAERA~Y— T
Uy RADFHBEEILZ DD TH D,

vV aryhkr—VEE: e X —Ftx a7 o BHEEICBT S A
~— b7y R a—F =2 — B ALEAY— U v ROF|E
BRE L DERBEEUE FEH T 0 VI LMD, TOHREIZD
Y TIAF 2= BEETREITHD,

® Av—F Yy FOavR—RXV VAT ARODEDD T A 7% A7

Ve T AR OEIEFIEDRZ (Secure lifecycle process for smart grid

components/systems and operating procedures)

vV B ZORAAS VICEENDTERCFHE I A~ — M7 U v FHEAL
BERR R AT LDTA T A 70 GEH, BERE., R L OFEE)
RZIZHIPD D, TILT, TORALDEX 2T 4K RITA~—
F7 Uy REEHRY AT AR R —3 2 FOEUIRRERE, £7-4
HEHFHRE R EEZ X RITNTR R0,

v arvher—nVEE: YoM X —IA~Y— T Uy FHERRESE VA
T LMK OFREOFHE, BEAER, B, BE - R, REERE. EH
FOBEFEO—HE G T A 7 A IR T o A BN - HEFFT 5,

@ EADZE, Bk OFI# (Personal security, awareness and training)

vV B ZORASroEF 2 T axRIT A= 7 v FIZBT

LIEETXLEEAITORD, A~v— 7 U v R&EE T 505
(BT AEZ T D 2 L 2R T 5,
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v arvhae—VBE: Fa S 3T T ORERERERE O A S
— X2V T 42V R— L7z, BhEI7Z—MOoEvX=2UT 1 1F
WOMARE L PA—F 7Yy RN a—F=2—2OfFREx =2V
FAHEMELZBER LIV T 500 AEF 2V F ¢, Eik&kOFI6E
7 ST NERESL - HEFFT D,

BAVVTUR s VARV ARMME#RMIBFEILFE (Incident response and

Information knowledge sharing)

v B 2O RAL ATBIEN R ESA T v NIRRT L AR
VANMTEDLREDIC, Av— 7 U v RICERREG R, Mgt &
A T N hn—42%,

v aryie—VEE: a3 HEZEINCEATYA N—F
BT, R OFEE» S OEIE, =N - AFERO =D O
AN—tx 2T A ERILEFEELHT AT b o VAR AR
o HERIEE T a e X AN - HERET D,

® BE# - &% (Audit and accountability)

vV B 2O RAAS RN F—ROARAY— T Uy IR LTk

TERYER OFFRBORICH T2 a7 T4 T U AR MRT 12012, &
- DEFAR Y = R OBEERHI O FE R A S —F 5,

vV aryikr—)VEE: e M F = Av— L7V vy AT AKRD
MR BESRZI T 5oy 7eicskie /1 (Log Capability) % FIREIC S, 4
Mol EERERT — X 2 RIETEER - ST X2
N HERFT D,

@ EE DHEBME (Continuity of operations)
V B ZORAAL DX 2T o /RITKE, BERLOEN L E
%G g VRO HFIZ A~ — h 7' ) v ROFEAKERE & R T D,
v ayhua—lVEE: Tuenf X TIEE VAT MEANLEINLS S
FRIZBWTHA~Y— 7 Uy RIFRYV AT DO 26T 5,/ FB S
BB ZENARED L 9 72 7t 2O A ST - HEEFT 5,

YEEEX = VT 1{R# (Physical security)
vV B ZORAL NIRRT Uy REED O ORI E T %
HN—F 5,
v aryhe—pVBE: e X 3HRRHDLANLNAY— T
RIEHR AT DT IV EATE W L AR T 2EEx =)
T4 70T T NEMENT - HEFFT D,

Q@ BFHRVATLEX2Y T 4 (Information systems security) (FZ 7 b®

BRIZIX, (77 &XEH] ThHD)
vV BB ZCORAANIT AT — 0=, TANAKEY T T =
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T, ARABRE T EO A i EH T A — 7 Uy RIE#RT AT
AEB SN ERERET I -OOEMERE D N—T 5,

v arybhe—VEE: Yu g X 3R ERT ONTEER LAY —
N7 Uy RE#RY AT LR ORERER IZITGmBEIIC T 7 B XA TE R,
FFNODIERPERICHKESINDFEHR AT L2 T g2
kv — L& HEST « #HEFFT D,

@ Xy hI—27E%=2V5 1 (Network security)

V B ZORAALEAY =T Uy RIERV AT L L EVRAM
KOEXHRy NT—27 OBO® 7 AT —va VORICHREIND
BIETF ¥ RNV EARET DD OEMEG - Elaz hN\—T 5,

v aryiao—VEE: e f X —idkFa VT a3 hr— L EE
SN72NWE ) B Llery NU— T T a 7T NefkSE - MR 5,

BHEGESNIZE X2V T A MRITRR DY T4 AT 4 r—vary - LoULT
FEMTHENTED, EXa T4« T T T4 AOENFERE T = 7T
LTI, K LIIET A KRR T RE VT o A0 YA R
DICODT T I T A ADREEND, ZNLOLD LV OFHILTREEDOLBY
Thb:

MEMNET16 VT4 AT 47— av - LYLOBA

IITALARAT 4 T7—3
v B
« L)L
1 X U T RIS THEITEND (FRITIER ),

X2 VT 0 BEXHDREREK S D,

T X o VT o WP IIE RS L= o TRk O K4 T
2 TE&N5, BXx=2U T ¢ BAEEITER S L. AT~
(ad-hoc) BN D,

XU T A RRITT RN A RFETHEITS N, HEEHAIC
Bl 72 hShTWa, EHMICENLDEF =Y T 1 %f
3 REMER—RA| IV a—L, FLEVXAHELTR— b
THMETHIVUL, K REe TN CEHT 5, HELROT
A MIXERA DERRGED 7= DIZF B I b,

HiAT : ENISA [Appropriate security measures for smart grids| #5524 Hi2

H AHR B

15k T-16 1ZA~— R U v ReEX a2 UT sk €8T -0 0@
EOWBITHDL, VT4 AT 4 r—ay « LoULTIERFRIMNL LT R A
ANITHETH, FERELT, A= TV y RS X382 RAAL
WCEVERRD YT 4 AT 40— a UEH R T iRy, B DMERICEH T
XD T4 AT 47— gy« LUl dF OO HBRCRIEE SN 2 —E A
2 EORMBEFERE TH D E VI RFITEETH D, Hl2iE. 5 ALV
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RN Z =Dl ERRHEREFELRET 28X 2V 7 4R Y —A
FHOLDODLEMSNIZEARFHRE ILETIT RN E ATV,

MFEMEET-16 A~— Uy KXo T 400K

EHET Do OIEHERE
| Domain‘N" | Method to
Definition define Security
Measures for
= el Smart Grids
——— Security Measure “a”

* R1 v Evidences
*« R2 S
v G

Sophistication level 1

A

Sophistication level 2 =B

XX

Sophistication level 3

NS

l Security Measure “b” I

Security I.Vleasure “x”
— I

’ M are the number of domains
m that define the method
HiFT : ENISA [Appropriate security measures for smart grids| 5%
BT A AR

W5 E [Appropriate security measures for smart grids] ([ZEFR I LD X
=2 U7 4% & NISTIR-7628 (2Rt S5t F o U 7 ¢ BEHOBRIT T
REND,

F7-, flidE LT, ENISAIZU A7 7B AR XA FORKRIEEIZEBIT HE&ENC
DWT FFLOME Y T 5 -

> URIZTEAAVNMNI Av— 7 Uy RUVRATAEKFENY AV E%E
RO HANC, RIKBABEDOTDICEELRETHZ L, FloAa—7N
DEFEDT=DDY AT THEARA Y NeEfiTHI EEARRIZSED, 20
72, VAT TEHAAY MI—D2OEBEVHEMTHY, A~—KTY

v RBH KL E SND Y T4 AT 47— al s LLZk-oTY A7
LoUL &) DRI, SRR EAR Y A7 LUVl = AXURTREZR
0)75%01/\'(?5!&@#?“571 IZET NEThDdH, WEOHVIT, VRAIT
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TRARALV NIV T A AT 4 —ay - LoULAR RO A EXERRA VT
v b EWHINESIT TH D,

KRG T-1T VT4 AT 47— ay - LYLREICRIT 5%E
Risk Assessment as input for the sophistication levels

Sophistication levels

e = S T Assetn

&
'
D1 D2 i —_ / &
D4 —me——agms / Asset2 @
DS —_
D6 e / o
D7 D8 7 Assetl X
; 09 D10 F
Domains &
&
(8)

HiFT : ENISA TAppropriate security measures for smart grids| 5%
FENZ B AR

L7=23> T, MITZY A7 T8 A A FOFERZ2E 2 THEINICHIF LT =
THEKM ay ra—L, (ERORY T4 AT 4 r—3 g« LoyLZ @R
REThHDH, THorTE, #BEINDA~— T U v FEXx= U T 0 RHRKIT,
X2 VT ARy =N EZOEF 2 T 4 ICHERTARED, T
BN OEX 2 U T 4 JRELREIZOWTIRD A Z ENTE D L) THE) 2N
vFw— EEZ LN,
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G)EDHDHLRFSLY

RN TR A~ — R TV R A X=X 2 U T ¢ BEOIERE- 5 A
RZA4 2« BN EEHFEL T 20, INHEOENOREREL LT 20
bHb, REWZOIILUTOLEBY THD -

AN Privacy and Security of the Advanced Metering
Infrastructure
i HARITAY (RANTT7T 4 RA)

IN—T A =TT47/
RELR

Netbeheer Nederland Privacy and Security
Working Group

b ks (X— 3 1.5)
FATEA 2009479 A
KRR LR DHE
A —J1—=Sler 1
XU T Y=L KDY — 9

EAT U NS F— (NH)
BES AT AT — X — 9
(DSO)
EBIATALAFT L —HF — 1

(TSO)
/NFE R VX — 0
T - AFSEBH IR 0
XRIZI2 HEZE PEFEIE
RE (R Hie FT K
4 Hij VGB R175. IT security for generating plants
i A RTA L (BRI
IN—TF/A =TT 47/ | VGB Group
HELRR
AN o
FITHEA 20064F-5
HRLERDHE
A —J—=Sler 1
X2V T4 Y= ROY— | 2

ERAT AN, B — (RUH)
BEVAT AR —4— |0
(DSO)
EEBVAT LA L —H— |2

(TSO)
/N RV X —EH 0
KRR DEZE HE
BE 6 Hiuiak RAY
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22yl

Managing Information Security in an Electric
Utility

T A RTA v (HffrdEE)
— — e . CIGRE, JWG D2/B3/C2-01 Security for
{?ﬂ,;ﬁl; PIABYTTRT Information Systems and Intranets in Electric
Power Systems
N Itk
RITHEAR 200549 H
B RDHME
A —J3—=Sler 1
X2 VT4 Y= ROY— |2
ERXAT RN F— (RNH)
BEY AT LA —HF— |2
(DSO)
EEVAT LAFNL—F— |2
(TSO)
R LR 1
AN - WFSEBH R ET 0
KBTI DEE Bl kR
BEGR Hiut 7T A
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(6)ENISA [ZEXYRT—FUYFICHIT B RBEETALDS T
ENISA /% [Smart Grid Security : Recommendation for Europ and Member
States] WEEHEDOPIZ, A~— 7 Uy RPEE L TWDLEREZSIT L, 612
FNHLEUTDTHD7 I ATHET S
@© Hdfr
@ St A=V R OEHE
@ EfE, fhaim kO fa PR
@ FHAEA 72 RE
® EFRBELR BraE
© ~—7 7T 47/ RRER) e 22 RS
@ BREERTE

BEOE

95 ZR

Malware

Non optimised processes

Weak innovation

Manipulation of device's internal electronics

Physical manipulation of devices' subcomponents

Removable component replacement

Manipulation of home devices

Unauthorised firmware replacement

Compromised firmware update

Escalation of privileges

S8 Sensible information interception

Alteration of information in transit

Traffic injection

Sensible information theft

Credentials discovery

Partial denial of service

General denial of service

Breakdown

Propaganda

Disclosure of information

Disinformation

Low quality information for decision making

Damage to Brand Image/reputation

Rumour

St A A - R OEREH | Bad patenting policies and procedures

Weak knowledge of regulations

Lack of comprehensive insurance coverage

Unfavourable contractual agreements

Non compliance with national and international regulations

Strike

Sabotage

EE, Aemk OCARRE

Retention

Faked sickness

Incompetence
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Bribery

Dishonest behaviour

Employee unreliability

Error

Illicit action

Panic

Epidemics

Penuries

Weak internal controls

Not respected management

Procedures are not followed

XERREY 72 R RE IlIness

Badly controlled outsourcing

Low morals

Labour accidents

War

Terrorism

Regional conflict

Organised crime

E BRBEILR BR Kidnapping

Government corruption

Mass psychoses

Group anarchy

Riots

Volatile market

Product/service boycott

Unsuccessful merger/acquisition

Bad product/service performance

Non adapted product

Unsatisfied client

Bad strategic decisions

Client dependence

2 —TT 4 7 EER High competition

/&R 72 R Interrupted production

Negative Return on Investment (ROI)

Debt

Low capital

Demands of shareholders

Untrustworthy financial sources

Slowdown in economic growth

Fraud

Insufficient resources

Natural catastrophe

Pollution

Nuclear catastrophe

BR5E

Biological disaster

Chemical disaster

Radio-electric incident
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(7)ENISA HIRET S 10 DHER % - Eh e REHA
ENISA NEE 35 10 OHELEER - BIEFEIX TRCom@EY TH D -

o JERER - BT 1. WONEE R (EC) KOVMEE (MS) OBEENRFIFA~
— 27Uy R A NR—t X2 U T BT EEK - EU L0 O O P
F + BURHIFE A OSEIZI Y i A =27 7 4 72T Th 5,

> BEEHIm -

<> B 70 5 S OV 0 B 38

> SG OISO DPEKINT A N—F X = U T ¢ BB O IR, Fv L,
HIER R=— XD EFE

> BRI OPSEA KD ENLDIFLLTDO LB THS -

TIANRY = YA R— X2 VT 4 2T D2 k

B SG BLE - BRHOT-00® X2V T 4 BEDER (e.g. A~¥—

A—R—Dua—LT 7 R)

< GRERZR U A7 TR AR

< WEEOCHBEOTZOOEX 2 U 7 4 %G

> bR WEH OO OHBINRES (147 L)

> AT TAT U ADRERDINTE

<>

HEd
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(8)ENISA [SEYRT—FTYYF DI DEF 1) T+ %5

ENISA @ [Appropriate security measures for smart grids - Guidelines to
access the sophistication of security measure implementation] &9 3(ED
T, BEEINTZ10D RAL L TEXR 2 U7 4 (R AHIE LT D,

FALY ID X TRE EB
. . The provider should establish and
Information security L . .
SM 1.1 olic maintain an appropriate information
policy security policy
. The provider should establish and
Organisation of o .
SM1.2 |. . . maintain an appropriate structure of
information security . e
security roles and responsibilities
The provider should establish and
SM 1.3 Information security maintain an appropriate set of security
' procedures procedures that supports the
implementation of the security policy
The provider should establish and
EXayFaHINFUR maintain an appropriate risk management
RUYRHET SM 1.4 Risk management framework for risk assessment and risk
' framework treatment activities across the
organisation which will take into account
the complex operational environment
The provider should establish and perform
. risk assessment activities to identify and

SM 1.5 | Risk assessment . .y .
evaluate the risk across the organisation at
regular intervals
The provider should establish and

. maintain an appropriate risk treatment

SM 1.6 | Risk treatment plan . Pprop .
plan in order to manage the risk across the
organisation
The provider should establish and
maintains appropriate third party
agreements to preserve the integrity,

SM 2.1 | Third party agreements confidentiality and availability of the
information at the same level as the
internal services when dealing with
customers and third parties

N . . The provider should establish and
Monitoring third parties o . . .
services and validatin maintain mechanisms in order to monitor
E=EEE ) . & the compliance of contractual obligations
SM 2.2 | solutions against . . . .
. of information and services and validate
predefined acceptance . . )
o solutions against predefined acceptance
criteria S
criteria
Security requirements . . . .
y req . . The provider should identify and define
(should be aligned with beforehand the necessary securit
the M/490 SG-CG/SGIS . v v
SM 3.1 . requirements for smart grid components
Working Group . .
) and systems during the design and
recommendations)
. e procurement
analysis and specification
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Using default configurations often leads to

SM 3.2 Inventory of smart grid insecure and unnecessary open ports and
’ components/systems exploitable services and applications
running on hosts.
it i t
Security requllremen .s The provider should identify and define
(should be aligned with beforehand the necessary securit
the M/490 SG-CG/SGIS . v Y
SM 3.1 . requirements for smart grid components
Working Group . .
- and systems during the design and
recommendations)
. e procurement
analysis and specification
The provider should establish and
SM 3.2 Inventory of smart grid maintain an inventory that represents the
' components/systems components and smart grid information
systems
. . The provider should ensure that the base
Secure configuration . ) . L
security configuration of a smart grid" s
management of smart - o
SM 3.3 grid components/systems is identified, set and
—_— 1wk . . .
Z°7 ) {HJ)_ components/systems maintained for every instance of that
aAVR—RVN D RT L component/system
RUD=H0 The provider should establish and
SA7H (4L TAtLX Maintenance of smart maintain activities for performing routine
EUBREEIEDRR SM3.4 | grid and preventive/corrective maintenance on
components/systems the components and smart grid

information systems

The provider should establish and
maintain activities for software/firmware
upgrade on the components and smart

Software/firmware
SM 3.5 | upgrade of smart grid

components/systems grid information systems
The provider should establish and
SM 3.6 Disposal of smart grid maintain activities for the secure disposal
components/systems of smart grid components and smart grid
information systems
Security testing of smart | Security testing activities on the smart grid
SM 3.7 | grid components/systems should be

components/systems performed in order to verify its security

The provider should perform appropriate
background checks on personnel

SM 4.1 | Personnel screening (employees, contractors, and third-party
users) if required for their duties and
responsibilities

The provider should establish and
BEAORE. BEERUII maintain an appropriate process for

7 ] managing changes in personnel
(employees, contractors, third-party users)
or changes in their roles and
responsibilities

SM 4.2 | Personnel changes

The provider should establish and
maintain a security awareness program
across the organisation

Security and awareness
program

SM 4.3
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Security training and

The provider should establish and
maintain security training and personnel

SM 4.4 e certification programmes, taking into
certification of personnel . .
account its needs based on their roles and
responsibilities
. The provider should establish and
Incident response I e .
SM 5.1 I maintain capabilities to respond against
capabilities N
cyber security incidents
The provider should establish and
- maintain vulnerability assessment
SM 5.2 | Vulnerability assessment . y s .
activities on the smart grid information
systems
AT LARRUR The provider should establish and
RURERABEE . maintain an appropriate vulnerability
Vulnerability .
SM 5.3 management plan in order to manage
management I - .
vulnerabilities on smart grid information
systems
. . The provider should establish and
Contact with authorities o . .
o maintain contacts with authorities and
SM 5.4 | and security interest o
rouDs security interest groups to be aware of
group vulnerabilities and threats
The provider should establish and
SM 6.1 | Auditing capabilities maintain auditing capabilities on the smart
grid Information systems and components
The provider should establish and
EE-&H SM 6.2 Monitoring of smart grid | maintain monitoring activities on the
) information systems smart grid Information systems and
components
SM 6.3 Protection of audit The provider should protect the audit
' information information generated
The provider should establish and
SM 71 Continuity of operations | maintain capabilities to ensure essential
' capabilities functions after disruption events on smart
-~ grid Information systems
B OBIE The provider should establish, maintain
SM7.2 Essential communication | and test essential/emergency
) services communication services in case of major
disasters
The provider should establish and
. . maintain the appropriate physical securit
SM 8.1 | Physical security pp P pny y
of the smart grid
facilities/components/systems
The provider should establish and
I maintain capabilities for logging and
Logging and monitoring L P . g8ing
WMER RS 1T RS SM 8.2 physical access monitoring the physical access to the
smart grid facilities/components taking
into account the criticality of the facility
The provider should protect equipment
. . . located outside of the organisations' own
Physical security on third L
SM 8.3 grounds or premises in areas that are the

party premises

responsibility of other utilities against
physical and environmental threats
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B RAT LtFa)Ta

SM 9.1

Data security

The provider should implement security
requirements in order to protect the
information on smart grid information
system

SM 9.2

Account management

The provider should establish and
maintain system/groups/user accounts on
smart grid information systems

SM9.3

Logical access control

The provider should enforce logical access
to authorized entities on smart grid
information systems and security
perimeters

SM 9.4

Secure remote access

The provider should establish and
maintain secure remote access where
applicable to smart grid information
systems

SM 9.5

Information security on
information systems

The provider should establish and
maintain appropriate information security
capabilities on information systems, to
provide protection against malware,
viruses and other common threats

SM 9.6

Media handling

The provider should establish and
maintain secure procedures for the access,
storage, distribution, transport,
sanitization, destruction and disposal of
the media assets

S R s FUL

SM
10.1

Secure network
segregation

The provider should establish and
maintain a segregated network for the
smart grid information system

SM
10.2

Secure network
communications

The provider should establish and
maintain secure communications across
the segregated network

SM: Security Measure
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(9)ENISA @) SG X aUF M NISTIR 7628 DEF )T BEADTYEY

g

L ENISA DA~— K 7w FOEX= U T 4 55EN% T % NISTIR 7628
DX T A BHEEITREOLEEY THD,

FALY X T4 HE NISTIR-7628 DX G E
Information security policy SG.PM-1 Security Program Management
SG.PM-3: Senior Management Authority
SG.PM-1 Security Program Management
Organisation of information SG.PM-3: Senior Management Authf)rity
security SG.PM-8: Management Accountability
SG.PM-19 Security Roles
SG.AC-6: Separation of Duties
EE2FHIFUR InforFr::(a)Ei;)gusrzzurity SG.PM-1 Security Policy and Procedures
RUYRIEE Risk management SG.PM-5 Risk Management
framework SG.RA-2 Risk Management Plan
SG.RA-1 Risk Assessment Policy and
Procedures
Risk assessment SG.RA-3: Security Impact Level
SG.RA-4: Risk Assessment
SG.RA-5: Risk Assessment Update
Risk treatment plan SG.RA-2 Risk Management Plan
SG.AC-1: Access Control Policy and
Procedures
SG.CP-8: Alternate Telecommunication
Services
SG.CP-9: Alternate Control Center
Third party agreements SG.PS-7 Contractor and Third-Party
Personnel Security
FE=FEHE SG.PS-9: Personnel Roles

SG.SA-2 Security Policy for Contractors and
Third Parties
SG.SA-4: Acquisitions

Monitoring third parties
services and validating
solutions against predefined
acceptance criteria

SG.AU-1 Audit and Accountability
SG.AU-11: Conduct and Frequency of Audits

AR—rJJvED
AVR—RUN S RT L
RUDF=6HD
SA794)-FAaEX
RUBREFIEORR

Security requirements
analysis and specification

SG.SA-8 Security Engineering Principles

Inventory of smart grid
components/systems

SG.CM-2: Baseline Configuration
SG.CM-8: Component Inventory
SG.ID-3: Information Handling
SG.ID-5: Automated Labelling,
SG.MP-2: Media Sensitivity Level
SG.MP-3: Media Marking,
SG.PL-3: Rules of Behaviour
SG.PM-4: Security Architecture
SG.PS-6: Access Agreements
SG.RA-3: Security Impact Level

Secure configuration

SG.CM-2 Baseline Configuration
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management of smart grid | SG.CM-3: Configuration Change Control
components/systems SG.CM-4: Monitoring Configuration Changes

SG.CM-5: Access Restrictions for

Configuration Control

SG.CM-6: Configuration Settings

SG.CM-8 Component inventory

SG.CM-10: Factory Default Settings

Management

SG.CM-11 Configuration Management Plan

SG.MA-1: Smart Grid Information System
Maintenance Policy and Procedures
SG.MA-3 Smart Grid information system
Maintenance of smart grid | maintenance

components/systems SG. MA-4: Maintenance Tools
SG.MA-6: Remote Maintenance
SG.MA-7: Timely Maintenance
SG.PL-5: Security-Related Activity Planning

Software/firmware upgrade | SG.SI-2 Flaw Remediation
of smart grid
components/systems

SG.CM-9 Addition, removal, and disposal of
equipment

SG.MA-3: Smart Grid Information System
Maintenance

SG.MP-6: Media Sanitization and Disposal

Disposal of smart grid
components/systems

SG.CM-2 Baseline Configuration

SG.CA-2 Security Assessments

SG.RA-6: Vulnerability Assessment and
Awareness,

Security testing of smart SG.SA-3: Life-Cycle Support

grid components/systems SG.SA-9: Developer Configuration
Management

SG.SA-10: Developer Security Testing
SG.SI-6: Security Functionality Verification
SG.SI-7: Software and Information Integrity

Personnel screening. SG.PS-3 Personnel Screening

SG.AC-3: Account Management

SG.PE-3: Physical Access

SG.PS-4: Personnel Termination

SG.PS-5: Personnel Transfer

SG.SA-2: Security Policies for Contractors
and Third Parties

Personnel changes

BEAORE. ER SG.AT-1 Awareness and Training Policy and
RO Procedures

Security and awareness SG.AT-2 Security awareness

program SG.AT-4: Security Awareness and Training
Records
SG.AT-3 Security Training
Security training and SG.AT-6: Security Responsibility Testing
certification of personnel SG.CP-4: Continuity of Operations Training
SG.PS-9: Personnel Roles
AT LARU R Incident response SG.IR-1 Incident Response Policy and
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RUERAEAR

capabilities

Procedures

SG.IR-2 Incident Response Roles and
Responsibilities

SG.IR-3 Incident Response Training
SG.IR-4 Incident Response Testing and
Exercises

SG.IR-5 Incident Handling

SG.IR-6: Incident Monitoring

SG.IR-7: Incident Reporting

SG.IR-8: Incident Response Investigation
and Analysis

SG.IR-11: Coordination of Emergency
Response

Vulnerability assessment

SG.RA-4 Risk Assessment

SG.RA-6 Vulnerability Assessment and
Awareness

SG.CA-6: Continuous Monitoring
SG.SA-10: Developer Security Testing

Vulnerability treatment

SG.SA-8 Security Engineering Principles
SG.RA-6 Vulnerability Assessment and
Awareness

SG.SA-7: User-installed Software
SG.SI-2: Flaw Remediation

Contact with authorities and
security interest groups

SG.AT-5 Contact with Security Groups and
Associations

SG.ID-4: Information Exchange

SG.IR-9: Corrective Action

B2

Auditing capabilities

SG.AU-1 Audit and Accountability Policy and
Procedures

SG.AU-2 Auditable Events

SG.AU-3 Content of Audit Records

SG.AU-4: Audit Storage Capacity

SG.AU-11: Conduct and Frequency of Audits
SG.AU-14: Security Policy Compliance
SG.AU-15 Audit Generation

Monitoring of smart grid
information systems

SG.AU-2 Auditable events

SG.AU-6 Audit Monitoring, Analysis, and
Reporting

SG.AU-5: Response to Audit Processing
Failure

SG.AU-7: Audit Reduction and Report
Generation

SG.CA-6: Continuous Monitoring
SG.SC-7: Boundary Protection

Protection of audit
information

SG.AU-4 Audit Storage Capacity
SG.AU-5 Response to Audit Processing
Failures

SG.AU-8: Time Stamps

SG.AU-9 Protecting Audit Information
SG.AU-10: Audit Record Retention
SG.AU-16: Non-Repudiation

1 A D E it

Continuity of operations

SG.CP-1 Continuity of Operations Policy and
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capabilities

Procedures

SG.CP-2 Continuity of Operations Plan
SG.CP-3 Continuity of Operations Roles and
Responsibilities

SG.CP-4 Continuity of Operations Training
SG.CP-5 Continuity of Operations Plan
Testing

SG.CP-6 Continuity of Operations Plan
Update

SG.CP-7 Alternate Storage Sites

SG.CP-9: Alternate Control Center
SG.CP-10: Smart Grid Information System
Recovery and Reconstitution

SG.PL-5: Security-Related Activity Planning

Essential communication
services

SG.CP-8 Alternate Telecommunication
Services

SG.CP-9 Alternate Control Center
SG.CP-11 Fail-Safe Response

SG.IR-11: Coordination of Emergency
Response

Physical security

SG.PE-1: Physical and Environmental
Security Policy and Procedures

SG.PE-2 Physical Access Authorizations
SG.PE-3: Physical Access

SG.PE-8: Emergency Shutdown Protection
SG.PE-9: Emergency Power

SG.PE-12: Location of Smart Grid

It TIRE Information System Assets
SG.PE-2: Physical Access Authorizations
Logging and monitoring SG.PE-4: quitoring Physical Access
ohysical access SG.PE-5: Visitor Control
SG.PE-6: Visitor Records
SG.PE-7: Physical Access Log Retention
Physical security on third
party premises
. SG.ID-3 Information Handling
Data Security $G.ID-5 Automated Labelling
SG.AC-1: Access Control Policy and
Account management Procedures SG.AC-3 Account Management
SG.AC-4: Access Enforcement
Logical access control SG.AC-4 Access enforcement
SG.AC-2 Remote Access Policy and
Procedure
B AT LtEFaT1 SG.AC-3: Account Management

Secure remote access

SG.AC-13: Remote Session Termination
SG.AC-15 Remote Access

SG.AC-16: Wireless Access Restrictions
SG.SC-8: Communication Integrity
SG.SC-9: Communication Confidentiality

Information security on
information systems

SG.SI-3 Malicious Code and Spam Protection
SG.MA-4: Maintenance Tools
SG.MA-6: Remote Maintenance
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Media handling

SG.MP-1 Media Protection Policy and
Procedures

SG.MP-2 Media Sensitivity Level
SG.MP-3 Media Marking

SG.MP-4 Media Storage

SG.MP-5 Media Transport

SG.MP-6 Media Sanitization and Disposal

FybT—5E%2UT4

Secure network segregation

SG.SC-7: Boundary Protection
SG.SC-29: Application Partitioning

Secure network
communications

SG.AC-2: Remote Access Policy and
Procedures

SG.AC-4: Access Enforcement
SG.AC-15: Remote Access

SG.AC-17: Access Control for Portable and
Mobile Devices

SG.SC-2: Communications Partitioning
SC.SC-7: Boundary Protection

SG.SC-8: Communication Integrity
SG.SC-9 Communication Confidentiality
SG.SC-18: System Connections

SG.SI-4: Smart Grid Information System
Monitoring Tools and Techniques
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The organization physically shall locate publicly accessible AMI system
components to enforce segregation of subsystem data trafic with separete,
physical network interfaces.

X#fHk 81 UCAlugAMI X = UF4FurrA kb
A/B V— F D BEORE X

Utility
Enterprise

Automated Network \

Managed
Network

k Communications )

Utility Premise
Edge Edge

A)lL—b B/IL—b

Figure 4: AMI Security Service Domains
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INFRASTRUCTURE, Ver2.0 Oct 2010 release|
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