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@ DoDI NUMBER 5200.01

DoD Information Security Program and Protection of Sensitive Compartmented
Information (SCI)

E013526 I2f£ 9. SAP, SCI, CULIZEH T 2R Y v — L BMMEBOEELZMETZLOTH D

1. PURPOSE. In accordance with the authority in DoD Directive (DoDD) 5143.01

(Reference (a)), this instruction:

a. Reissues DoD Instruction (DoDI) 5200.01 (Reference (b)) to update policy and
responsibilities for collateral, special access program, SCI, and controlled
unclassified information (CUI) within an overarching DoD Information Security
Program pursuant to Executive Order 13526; part 2001 of Title 32, Code of Federal
Regulations; section 3038(a) of Title 50, United States Code; DoDD 5205.07; and
Executive Order 13556 (References (c) through (g), respectively).

b. Establishes policy and assigns responsibilities regarding the protection, use, and
dissemination of SCI within the DoD pursuant to References (a), (c), and (e) and

Executive Order 12333 (Reference (h)).

L1 R CN SRS

ENCLOSURE 2. RESPONSIBILITIES. T SAP, SCI. CULIZRTARY o — & K2
DEEEZMLETND

ENCLOSURE 2
RESPONSIBILITIES

1. UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE (USD(I)). As the senior
security official and the senior agency official responsible for the DoD Information

Security Program in accordance with References (a) and (c), the USD():
a. Develops, coordinates, and oversees the implementation of a DoD Information

Security Program that encompasses CUI, SCI, special access programs, and

collateral information and activities.
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b. Develops information security policy and guidance and oversees DoD
implementation of References (c) and (g), Executive Order 13549 (Reference (u)),
and the DoD Information Security Program.

c. Consults, as necessary, with other Principal Staff Assistants when developing

information security policy directly affecting their areas

responsibilities.

of assigned

Approves, as necessary, requests for exceptions and waivers to DoD Information
Security Program policies and procedures except for those involving the
responsibilities of the Under Secretary of Defense for Policy for programs listed
in paragraph 7a of this enclosure and the responsibilities of the Military
Departments listed in paragraph 12 of this enclosure.

e. Directs, administers, and oversees the disclosure of classified military
information in category 8 (military intelligence) to foreign governments and
international organizations, and coordinates with the Under Secretary of
Defense for Policy on the portions of the DoD Information Security Program
listed in paragraph 7a of this enclosure, including exemptions and waivers
thereto.

In coordination with the Under Secretary of Defense for Acquisition, Technology,
and Logistics and the DNI, supports research to assist the NDC in addressing
the cross-agency challenges associated with declassification.

g. Coordinates with the Chief Information Officer of the Department of Defense to

develop policies, including those for information assurance, that provide for the

security of information in a networked environment.

DIRECTOR, DEFENSE INTELLIGENCE AGENCY (DIA). Under the authority,
direction, and control of the USD(I), in addition to the responsibilities in section 11

of this enclosure, and in accordance with References (a), (c), and DoDD 5105.21

(Reference (v)), the Director, Defense Intelligence Agency:

a. Maintains Reference (n).

b. Administers DoD SCI security policies and procedures issued by the DNI, except
with respect to the National Security Agency/Central Security Service
(NSA/CSS), National Reconnaissance Office (NRO), and National

Geospatial-Intelligence Agency (NGA). At a minimum, the Director, DIA:
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(1) Incorporates within Reference (n) SCI security policies and procedures issued
by the DNI, and all DNI-issued changes or modifications thereto.

(2) Inspects and accredits DoD and DoD contractor facilities for the handling,
processing, storage, and discussion of SCI.

(3) Inspects accredited DoD and DoD contractor SCI facilities on a recurring basis
to determine continued compliance with established SCI security policies and

procedures.

(a) Issues reports detailing any deficiencies noted and corrective action
required.

(b) When appropriate, shares information of mutual interest with the
Directors of the Defense Security Service and Defense Contract

Management Agency.

(4) As required or directed by the DNI or the USD(I), gathers data and prepares
and submits reports to the DNI through the USD(I), regarding the status of
implementation of SCI security policies and procedures within the DoD.

(5) Monitors the establishment and maintenance of SCI security awareness,
education, and certification programs within the DoD Components in
accordance with DoDI 3305.13 and DoD 3305.13-M (References (w) and (x)).

(6) Develops and coordinates recommendations on current and proposed DNI SCI
security policy and procedures with the senior intelligence officials designated
in accordance with References (i) and (n).

(7)  On behalf of the DoD Components and their subordinate elements, establishes
memorandums of agreement with NSA/CSS, NRO, and NGA and non-DoD
federal agencies for joint use of SCI-accredited facilities.

(8) Operates SCI security programs to support other DoD activities and federal

agencies by special agreement, in accordance with Reference (n).

DIRECTOR, NSA/CHIEF, CSS (DIRNSA/CHCSS). Under the authority, direction,
and control of the USD(I), in addition to the responsibilities in sections 6 and 11 of
this enclosure and in accordance with References (a), (c), and DoDD 5100.20
(Reference (y)), the DIRNSA/CHCSS:

a. As the designee of the Secretary of Defense, when necessary, imposes special

requirements on the classification, declassification, marking, reproduction,
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distribution, accounting, and protection of and access to classified cryptologic
information.
. Develops implementing guidance, as necessary, for the protection of signals

intelligence.

DIRECTOR, NGA. Under the authority, direction, and control of the USD(), in
addition to the responsibilities in sections 6 and 11 of this enclosure and in
accordance with References (a), (c), and DoDD 5105.60 (Reference (z)), the Director,
NGA develops implementing guidance, as necessary, for the protection of imagery,

imagery intelligence, and geospatial information.

DIRECTOR, NRO. Under the authority, direction, and control of the USD(I), in
addition to the responsibilities in sections 6 and 11 of this enclosure and in
accordance with References (a), (c), and DoDD 5105.23 (Reference (aa)), the
Director, NRO develops implementing guidance, as necessary, for the protecting
information related to research and development (R&D), acquisition, launch,
deployment, and operation of overhead reconnaissance systems, and related
data-processing facilities to collect intelligence and information to support

national and DoD missions and other United States Government (USG) needs.

DIRNSA/CHCSS AND DIRECTORS, NRO AND NGA. Under the authority,
direction and control of the USD(I), the DIRNSA/CHCSS and Directors of the NRO
and NGA establish, direct, and administer all aspects of their respective
organization’s SCI security programs, to include all necessary coordination and
implementation of DNI security policy, consistent with Reference (a) and

applicable authorities as heads of elements of the IC in accordance with Reference

(h).

UNDER SECRETARY OF DEFENSE FOR POLICY. The Under Secretary of
Defense for Policy:

a. Directs, administers, and oversees those portions of the DoD Information
Security Program pertaining to foreign government (including the North
Atlantic Treaty Organization) classified information; the disclosure of classified
military information in categories 1 through 7 to foreign governments and

international organizations, consistent with DoDD 5230.11 (Reference (ab)); and
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10.

security arrangements for international programs, consistent with DoDD 5111.1
(Reference (ac)) and other relevant policies.

b. Coordinates those portions of the DoD Information Security Program listed in
paragraphs 1d and e of this enclosure, including exemptions and waivers
thereto, with the USD(I).

c. Approves requests for exception or waiver to policy involving any policy or

programs listed in paragraphs 1.d and 1.e of this enclosure.

UNDER SECRETARY OF DEFENSE FOR ACQUISITION, TECHNOLOGY, AND
LOGISTICS. In accordance with Presidential Memorandum (Reference (ad)), in
coordination with the DNI and the USD(), the Under Secretary of Defense for
Acquisition, Technology, and

Logistics supports research to assist the NDC in addressing the cross-agency

challenges associated with declassification.

CHIEF INFORMATION OFFICER OF THE DEPARTMENT OF DEFENSE. The
Chief Information Officer of the Department of Defense coordinates with the
USD() when developing policies, including those for information assurance, that
provide for the security of information in a networked environment and are
consistent with the requirements of References (i) and (n), DoD 5200.2-R (Reference
(ae)), and other guidance issued by the USD(I) and the DNI.

DIRECTOR, WASHINGTON HEADQUARTERS SERVICE. Under the authority,
direction, and control of the Department of Defense Deputy Chief Management
Officer (DCMO), in addition to the responsibilities in section 11 of this enclosure
and in accordance with References (a), (c), and DoDD 5110.04 (Reference (af)), the
Director, Washington Headquarters Service, develops implementing guidance, as
necessary, for the protection of information related to providing a broad range of
administrative, management, and common support services, including human
resources and security clearance services, facilities and facility operations,
information technology (IT) capabilities and services, financial management,
acquisition and contracting, and secure communications while also providing
oversight of designated DoD-wide statutory and regulatory programs, supporting

DoD Components and other federal entities as directed and assigned.
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a. Directs and administers a DoD Mandatory Declassification Review Program in
accordance with DoD 5230.30-M (Reference (ag) and consistent with subsection

3.5 of Reference (c), to include establishing:

(1) Procedures for processing mandatory declassification review requests and
appeals consistent with subsection 3.5 of Reference (c), section 2001.33 of
Reference (d), and Reference (i). Procedures will ensure that requests for
review of documents issued by the Inspector General of the Department of
Defense are forwarded to the office of the Inspector General for processing.

(2) A database to facilitate consistency of reviews and declassification decisions.

b. Directs and administers the OSD Automatic Declassification and Review Program
consistent with subsection 3.3 of Reference (c).
c. Provides for the security review of DoD information, consistent with the

requirements of Reference (0), including establishing procedures for:

(1) Processing security review requests, including appeals, in accordance with
References (p) and (q).

(2) Clearing of material subject to parts 120-130 of Title 22, Code of Federal
Regulations and section 2751 of Title 22, United States Code (References (ah)
and (ai)).

(3) Processing Department of State “Foreign Relations of the United States”
documents, including appeals, consistent with Foreign Relations of the

United States Program requirements (i.e., section 4353 of Reference (ai)).
11. DOD COMPONENT HEADS. The DoD Component heads:

a. Protect classified information and CUI from unauthorized disclosure consistent
with References (c) and ().

b. Designate a senior agency official to be responsible for the direction,
administration, and oversight of the DoD Component’s information security

program, to include:

(1) Classification, declassification, and safeguarding classified information.
(2) Security education and training programs.

(3) Implementation of References (c) and ().
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c. DoD Component heads who lead IC components in accordance with Reference (h)
will appoint the senior intelligence official to oversee their SCI program.

d. Ensure the senior agency official and the senior intelligence official coordinate to
achieve a cohesive information security program.

e. Provide adequate funding and resources to implement classification,
declassification, safeguarding, oversight, and security education and training
programs.

f. Establish and maintain an ongoing self-inspection program to include periodic
review and assessment of the DoD Component’s classified information and CUI
products.

g. Direct and administer a program for systematic declassification reviews as
required by subsection 3.4 of Reference (c), to declassify records as soon as
possible, but not prematurely, and for review of information subject to the
automatic declassification provisions of subsection 3.3 of Reference (c).

h. Establish and maintain an active security education and training program to

inform personnel of their responsibilities for protecting classified information and
CUL

(1) Train all original classification authorities and derivative classifiers in the
fundamentals of security classification, the limitations of their authority, and
their duties and responsibilities as a prerequisite to exercising this authority.

(2) Train all personnel to provide a basic understanding of the nature of

classified information and CUI and the proper protection of such
information in their possession to include responsibilities for the protection
of classified information and CUI from unauthorized disclosure.

(3) Incorporate security education and training, as appropriate, into DoD

contracts.

(4) Brief onsite support contractor personnel in security responsibilities,

procedures, and duties applicable to their positions.

1. Submit DoD information intended for public release for review in accordance with
paragraph 3.k of this Instruction.
j. Establish a system for the receipt of and action on complaints and suggestions

regarding the DoD Component’s information security program.
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k. Forward recommendations for improvements to the DoD Information Security
Program to the USD()’s Director for Defense Intelligence (Intelligence &
Security)/Security Policy and Oversight Division.

1. Participate in the NDC by providing:

(1) The necessary resources to process declassification referrals containing DoD
Component information under the purview of the NDC and in accordance
with the NDC processing standards.

(2) Training to declassification reviewers in accordance with NDC training
standards.

(3) Declassification reviews in accordance with the quality standards of the

NDC.

(4) Initial reviews of records eligible for automatic declassification in accordance

with Reference (i) and the priorities and implementing instructions issued by

the NDC in accordance with References (c) and (d).

m. Ensure that classified information and CUI are managed and retained in
accordance with DoD Component authorized records management manuals and
schedules, as approved by the National Archives and Records Administration in
accordance with Chapters 31 and 33 of Title 44, United States Code (Reference
(aj)) and Public Law 113-187 (Reference (ak)).

12. SECRETARIES OF THE MILITARY DEPARTMENTS. In addition to the

responsibilities in section 11 of this enclosure, the Secretaries of the Military

Departments:

a. As agency heads and designated senior agency officials as defined by and in
accordance with Reference (c), in cooperation with the USD(I), participate in the
development and coordination of applicable Executive orders, security policy
directives, and related issuances.

b. Develop and coordinate the Military Department information security policy and
guidance, and oversee the Military Department implementation of References (c),
(d), G), (t) and the Military Department’s Information Security Program.

c. Approve, as necessary, requests for exceptions and waivers to the Military
Department’s Information Security Program policies and procedures identified in

paragraphs 10a and 10b of this enclosure except for those involving the
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responsibilities of the Under Secretary of Defense for Policy for programs listed in

paragraph 7a.

13. CHAIRMAN OF THE JOINT CHIEFS OF STAFF. In addition to the responsibilities
in section 11 of this enclosure, the Chairman of the Joint Chiefs of Staff provides

oversight of the Combatant Commands’ information security programs.

1.2. A ERRE~ =27 VEERT 2 BEAEL S~ =27 L DOIHHA

3.POLICY ® i CTiZDoD Rt x =V 7 4 71/ Z LR Y 2—2 DoDD 5200.43 |[Z7E> T
A EInbdELTWVA,

i. DoD Information Security Program policies will be developed to standardize
processes and best practices in coordination with the Defense Security Enterprise
pursuant to DoDD 5200.43 (Reference (m)).

1.3. HEEIEMOIEE & iR

Ol E - Ziff:

3. POLICY ® ¢ T E013526 [FltkOiESEL PR O FME . @FFE ORI I BEN A T
HHEEO T, @FFOHIR, @OEFEEMRE FOFZE ORI LB D I MER O AR %
HF5 LB TITR) Z 2Ll T D,

c¢. Information will not be classified, continue to be maintained as classified, or fail
to be declassified, or be designated CUI under any circumstances in order to:
(1) Conceal violations of law, inefficiency, or administrative error.
(2) Prevent embarrassment to a person, organization, or agency.
(3) Restrain competition.
(4) Prevent or delay the release of information that does not require protection in

the interests of national security or as required by statute or regulation.

O (EIEED) FEMHEE

- BB R EMER (Declassification) . #% 5 E D N (Downgrading)

50




3.POLICY & b TH/EHIM NI ELITAEMRE . 1 TNDC OFRE LIAREIFIRT A BT A
WD Z 2R o—E3 5 Lk~ 5,

b. Declassification of information will receive equal attention as the classification of
information so that information remains classified only as long as required by

national security considerations.

1. In accordance with the provisions of section 3.7 of Reference (c), DoD will comply
with guidelines set by the National Declassification Center (NDC) within the
National Archives for streamlining declassification processes, facilitating quality
assurance measures, and implementing standardized training regarding the

declassification of records determined to have permanent historical value.

- (B EWRE ARSI %) BREEMEFROBIS . BB TR E DRk

3. POLICY ® k T—RABARIOL B2 —IZ O\ TE & L TW5,

k. Before being approved for public release, all DoD information will be reviewed
pursuant to Reference (i); DoDD 5230.09, DoDI 5400.04, DoDI 5230.29, and DoDI
8550.01 (References (o) through (r), respectively); and other applicable policies
including, but not limited to DoDD 5122.05 (Reference (s)).

O1F MABHHIE O RBI/RIE R (I #BRTE O I ERSME )
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OMEREHROEE (A - ik

3. POLICY @ d TIIHEEHRE O CUL O &EEH/NRIZT 5 2 & e fHFHILE 2L LE
DOfFELER S Z L, £.SCTIZE LTIk DNI T X » THeSZ Siui- 7t & FIEICHE > TR
. g M DoDI 5220.22 12 k> TR 5, j T5105.21 IZ7E> T, HEHFR &
CUI Z RNIERBRNOIRET D2 2R —& LTS

d. The volume of classified national security information and CUI, in whatever format
or media, will be reduced to the minimum necessary to meet operational

requirements.
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e. The DoD Information Security Program will harmonize and align processes to the
maximum extent possible to promote information sharing, facilitate judicious use of
scarce resources, and simplify its management and implementation.

f. SCI will be safeguarded in accordance with policies and procedures established by
the DNIL.

g. Classified information released to industry will be safeguarded in accordance with
DoDI 5220.22 (Reference (j)).

j. Security requirements and responsibilities for protecting classified information and
CUI from unauthorized disclosure will be emphasized in DoD Component training
programs, pursuant to References (c), (d), and (1), and DoD Manual 5105.21
(Reference (n)).

1.6. AR Dxbs (ETRRCHE )

3. POLICY @ h TIIHNEARIE, £F% 2 VT 4 A 7 ¥ bDOMROMEIEE 252K, m
THEEIEMOBE, B, B X OEKE R - 72 B0 LT D R E R L O v
U7 v hxSKIX, “Unauthorized Disclosures of Classified Information or Controlled
Unclassified Information on DoD Systems,”|Zf€ > CTHEfE ST 7e b 7220, &L
Tn5,

h. DoD Information Security Program policies, assigned responsibilities, and best
practices will be developed to counter, manage, and mitigate the insider threat
pursuant to DoDD 5205.16 (Reference (k)) and serious security incidents involving
classified information in accordance with Reference (i) and DoDD 5210.50
(Reference (1)).

m. Safeguarding requirements and incident response measures addressing willful,
negligent, and inadvertent mishandling of classified information must be
implemented across DoD in accordance with Deputy Secretary of Defense
Memorandum (Reference (t)). Commanders and supervisors at all levels must
consider and, at their discretion, take appropriate administrative, judicial,
contractual, or other corrective/disciplinary action to address negligent discharges
of classified information commensurate with the seriousness of the security

violation.
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@ DoD Manual Number 5205.07

Volume 1: DOD Special Access Program (SAP) Security Manual

General Procedures

This manual is composed of several volumes, each containing its own purpose. The
purpose of the overall manual, in accordance with the authority in DoD Directive
(DoDD) 5143.01 (Reference (a)), is to implement policy established in DoDD 5205.07
(Reference (b)), assign responsibilities, and provide security procedures for DoD SAP

information.

11 AR ONFRHISE)

OBUFIIT SAP #5875 GPM, £DFE[TEEET 5 PSO, fFAELN TIITEZE T
%5 CPM, CPM IZfEfs SN b EELEOT 0 7T L8 x 2 ) 7 0 HTEH CPSO &+
Da—F 43— EITIBHFO GSSO, = LT TS SAP OEENIKIT 5T 7 & A, BHIE,
BIOEEREEOZE, Bk, &5, BIORSFEL2EY 425 TSCO OFEENZOWNT
ENCLOSURE 3 Tk~ %,

ENCLOSURE 3 : FUNCTIONAL ROLES
1. GOVERNMENT PROGRAM MANAGER (GPM). The GPM:

a. Manages designated SAPs.

Implements and executes SAP security countermeasures in accordance with all
applicable laws; national, DoD, and DoD Component issuances relating to or
governing DoD SAPs; and this volume.

c. Monitors and assigns personnel, financial resources, and facilities required to

establish, support, and maintain SAPs and security compliance.

d. Implements operations security (OPSEC), treaty, and arms control measures
needed to support the SAP and ensure a tailored Security Education and
Training Awareness (SETA) program for all briefed personnel.

e. Plans and budgets for program cybersecurity resources, ensuring compliance
with established cybersecurity policy for all systems, including those under

contract or vendorprovided.
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f. Complies with applicable cybersecurity and technology acquisition requirements

g.

f.

in accordance with DoDD 5000.01 (Reference (i)) and Interim DoDI 5000.02
(Reference (j)) for all IS acquisitions.
Serves as the IS Owner in accordance with the DoD Joint Special Access

Program Implementation Guide (Reference (k)).

PSO. The PSO, appointed by the CA SAPCO, is responsible for the program

security management and execution of all security policies and requirements for a
specific SAP(s) program(s), compartment(s), sub-compartment(s), or project(s),

and:

. Works with the GPM to develop, implement, and enforce a security program
that protects all facets of the SAP. Provides security subject matter expertise
to the GPM and oversight to assigned programs to ensure compliance with all
established policy and procedures.

. Provides oversight and direction for SETA programs.

Provides oversight and direction to government SAP security officers (GSSOs)

and contractor program security officers (CPSOs) designated to support SAPs.

Conducts or verifies that all approved SAPFs are properly inspected for security

compliance.

. In coordination with the appropriate government CI activity, applies risk
management principles to SAP security architectures and environments for

which the PSO is responsible. These principles include but are not limited to:

(1) Identify, characterize, and assess threats.

(2) Assess the vulnerability of critical assets to specific threats.

(3) Determine the risk (i.e., the expected likelihood and consequences of specific
types of attacks on specific assets).

(4) Identify ways to mitigate those risks.

(5) Identify and assess cost and resources to mitigate those risks.

(6) Prioritize risk mitigation measures based on a strategy.

Approves changes to the environment and operational needs that could affect the

security authorization in accordance with Reference (k).
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g. Verifies that configuration management policies and procedures for authorizing
the use of hardware and software on an IS are followed in accordance with
Reference (k).

h. Ensures that each assigned GSSO and CPSO conducts and documents annual
selfinspection. Approves the resultant corrective actions to establish or ensure
compliance.

1. Ensures that a SAP trained and knowledgeable GSSO or CPSO, as appropriate,
is assigned to serve as the SAP security official at each organization or facility.

j. Initiates and directs security investigations and inquiries to fully explore and

document security incidents.

3. GSSOs and CPSOs. GSSOs and CPSOs:

a. Coordinate with the PSO and the GPM or Contractor Program Manager (CPM),
respectively, to create a secure environment to facilitate the successful
development and execution of a SAP(s) at each organization or location where
SAP information is stored, accessed, or SAP-accessed personnel are assigned.

b. Are responsible for security management, to include SETA, and operations
within their assigned activity, organization, or office.

c. Adhere to applicable laws as well as national, DoD, and other security SAP
policies and requirements.

d. Coordinate SAP security matters with the PSO and GPM or CPM, respectively.

e. Establish, conduct, and document initial, event-driven, and annual refresher
training for all assigned SAP-accessed individuals.

f. Conduct an annual self-inspection, document the self-inspection, and submit to

the PSO a corrective action plan that identifies actions to establish compliance.

4. CPM. CPMs will:

a. Assign in writing a CPSO to serve as the SAP security official at each contractor
organization or location where SAP information is stored or accessed or
SAP-accessed personnel are assigned.

b. Be responsible for execution for the statement of work, contract, task orders, and

all other contractual obligations.
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5. TOP SECRET (TS) CONTROL OFFICER (TSCO). TSCOs will be responsible for
the receipt, dispatch, transmission, and maintenance of access, accountability, and
inventory records for TS SAP material. TSCOs will be designated in writing by
the GPM or CPM, when the PSO determines a program requires a TSCO. The
processes used by the TSCO will be thoroughly documented in the standard
operating procedures (SOPs).

1.2, FBOAESRRE~ =2 TNV EERT DV EFEE N~ =2 7 L OIHEH
OPROGRAM PROTECTION PLAN #{EA Z L HESIN TV A,

ENCLOSURE 4
GENERAL PROVISIONS AND REQUIREMENTS

6. PROGRAM PROTECTION PLAN (PPP). All SAPs will develop, implement, and
maintain a PPP or alternative documents that, when combined, meet the intent of
the PPP.
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1.

SOP.

a. The GSSO or CPSO will prepare SOPs to implement the security policies and

requirements unique to their facilities and the SAP.

b. The GSSO or CPSO will forward the proposed SOPs and SOP changes to the PSO,

for approval.

¢. A SOP is not required for a pre-solicitation activity, a research and development

announcement, a request for information, or a request for proposal when there is no
contractual relationship established for that effort or when contractors perform
SAP work at government facilities only and not at contractor facilities. In these
instances, classification guidance and special security rules reflected on the DD
Form 254 and in the Security Classification Guide (SCG) suffice as the SOP.

d. Special security instructions will be instituted outlining the procedures that protect

the information and are compliant with the security policy reflected on the DD
Form 254 and expressly incorporated into the contract.

. A SOP template is posted on the DSS website at
http://www.dss.mil/isp/specialprograms.html. At a minimum, the following topics
will be addressed in the SOP:

(1) General provision and requirements.
(2) Reporting requirements.

(3) Security clearances.

(4) SETA program.

(5) Classification and markings. 0

(6) Safeguarding classified information.
(7) Visits and meetings.

(8) Subcontracting.

(9) ISs.

4. CO-UTILIZATION AGREEMENT (CUA). The CUA documents areas of authorities

and responsibilities between cognizant security offices (CSOs) when they share the
same SAPF. A CUA will be executed between CSOs. The first CSO in an area,
unless otherwise agreed upon, will be considered the host CSO responsible for all
security oversight. The CUA will be initiated by the tenant PSO and approved by
all parties before introduction of the additional SAP(s) into the SAPF.
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a. Topics to be included in a CUA include: compliance inspection responsibility,
incident notification, and host-tenant agreement to clarify inspection
responsibilities. All CUAs will be reviewed and updated on a biannual basis.

b. Agencies desiring to co-utilize a SAPF will accept the current accreditation of
the cognizant agency. Prospective tenant activities will be informed of all
waivers to the requirements of this manual before co-utilization. Any security
enhancements required by an agency or department requesting co-utilization
should be funded by that organization and must be approved by the appropriate
CA SAPCO before implementation. Any changes to the approved CUA must be
submitted to the appropriate PSOs before implementing the changes.

c. For CUAs, the responsible organization will be identified for executing security
cognizance with a carved-out SAP.

d. Co-utilization of Sensitive Compartmented Information (SCI) within a SAPF,
or SAP within an SCI facility, will require authorization from the PSO and the
servicing special security officer in accordance with Volume 2 of DoD Manual
(DoDM) 5105.21 (Reference (1)).

ENCLOSURE 11 : CONTRACTING

1. CONTRACT SECURITY CLASSIFICATION SPECIFICATION (DD FORM 254)
REQUIREMENTS. The government contracting officer (GCO) awards contracts
on behalf of the government and coordinates security requirements with the PSO.
The PSO or designee prepares the DD Form 254. The GCO or designee signs as
the certifying official for each prime contract. For subcontracts, the prime CPSO
or designee prepares a DD Form 254 and forwards it to the PSO for review before
release to subcontractors. Lengthy attachments to DD Form 254 that merely
repeat information, policy, and procedures contained in any other security

directives should not be included.

a. SAP security guidelines, in addition to all collateral and SCI requirements, will
be provided in the DD Form 254.

b. The activity will notify the CA SAPCO if a government official imposes any
security requirements exceeding those provided for in this manual. The
activity will make the notification through the GCO who will generate a
memorandum for signature by the CPM addressing the issues to the CA
SAPCO.
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CLEARANCE STATUS OF SUBCONTRACTORS. If a subcontractor does not
have the requisite FCL, the prime CPSO or designee will submit a FCL request to
DSS in accordance with Reference (e). Subcontractor personnel will have the

appropriate PCL in accordance with Reference (e).

SECURITY AGREEMENTS AND BRIEFINGS.

a. A prime contractor is responsible for issuing contracts and entering into a
formal relationship with the prospective subcontractor. The prime contractor
will obtain approval from the PSO before any release of SAP information.
When conducting business with non-SAP briefed subcontractors, prime
contractors will ensure SAP information is not inadvertently released. Any
relationship with a prospective subcontractor requires prior approval by the
PSO. The PSO will ensure that the association with the government activity or
any SAP capability is not disclosed.

b. Prior to the release of any SAP information, the prime contractor must brief any
prospective subcontractor regarding the procurement's enhanced special
security requirements. Arrangements for subcontractor SAP access will be
pre-coordinated with the PSO. The CPSO will complete a subcontractor or
supplier data sheet for submission to the PSO. Discussions with prospective
subcontractors may occur provided the discussions are limited to general
Interest topics without association to the government agency and scope of effort.
The CPSO will include the reason for considering a subcontractor and attaches a
proposed DD Form 254 to the subcontractor or supplier data sheet. The DD
Form 254 will be tailored to be consistent with the proposed support being

sought and be classified based on its content.

INDEPENDENT RESEARCH AND DEVELOPMENT (IR&D). The use of SAP
information for a contractor IR&D effort occurs only with the specific written
permission of the GCO. Procedures and requirements necessary for safeguarding
SAP information is outlined in the DD Form 254 prepared by the PSO or designee.
A letter defining the authority to conduct IR&D, a DD Form 254, and appropriate
classification guidance will be provided to each contractor. Subcontracting of
IR&D efforts will follow the same process as outlined in paragraph 1 of Enclosure

11 of this volume. IR&D operations and documentation that contain SAP
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information are subject to inspection in the same manner as other SAP classified

information in the possession of the contractor.

FOCI. All SAP(s) follow established FOCI procedures outlined in Volume 3 of
DoDM 5220.22 (Reference (aa)).

NATIONAL INTEREST DETERMINATION (NID). In accordance with section
2004.22 of Title 32, Code of Federal Regulation, (Reference (ab)) a NID is required
before authorizing any contractor cleared or presently in process for an FCL under
a special security agreement (SSA) access to SAP information or any other
proscribed information. A NID does not authorize disclosure of SAP information to
a foreign government, a non-U.S. citizen, or a non-U.S. entity. Approval of NIDs
are based upon an assessment of whether the release of SAP information is
consistent with the national security interests of the United States. The
requirement for a NID applies to new contracts, including pre-contract activities in
which access to proscribed information is required, and to existing contracts when
contracts are acquired by foreign interests and an SSA is the proposed foreign

ownership, control, or influence mitigation method.

DISPOSITION AND CLOSE-OUT ACTIONS.

a. CPSOs or designee will inventory, dispose of, request retention, or return for
disposition all SAP material at contract completion or close-out. Request for
proposals, solicitations, or bids and proposals contained in SAP files will be
reviewed and screened by CPSOs in accordance with DoD Component records
disposition instructions. Disposition of information by document control
number will be submitted to the PSO and GCO for concurrence. Upon
contract closeout, requests for retention of classified information will be
submitted to the GCO through the PSO for review and approval. The
contractor will not retain any SAP information unless specifically authorized in
writing by the GCO. A final DD Form 254 will be issued for the storage and
retention of SAP material. Storage and control requirements will be approved
by the PSO.

b. At the initiation of a closeout, termination or completion of a contract, the CPSO
will consider actions for disposition of residual hardware, software,

documentation, SAPF, and personnel accesses documented in a termination
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plan for approval by the PSO. The master classified material accountability
record (log or register) will be transferred to the PSO at SAP closeout. All close
out actions require final approval from the GCO and PSO.
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ENCLOSURE 9
SAP COMPLIANCE INSPECTIONS

1. GENERAL. The SAP security compliance process represents a unified and
streamlined approach to the SAP security compliance inspections. All SAPs will
be subject to the security compliance inspection process. The detailed guidance,
procedures, and Security Inspection Checklist for conducting security compliance

inspections are posted on the website http://www.dss.mil/isp/specialprograms.html.

2. INSPECTION TYPES. Inspections are conducted to validate that SAP security
processes and procedures are in compliance with the governing DoD policies and to
ensure that the risk of compromise to SAP information is at a minimum.
Inspections should be executed with the least amount of impact to the SAP, while

maintaining a proficient, equitable, and comprehensive review.

a. There are four possible types of external inspections that can be conducted.
(1) Core compliance inspections will be conducted at the direction of the
inspection official, at a minimum every 2 years. The core compliance

inspection consists of:

(a) Self-inspection checklist

(b) Core functional areas (CFAs)
1. TS SAP data and materials accountability
2. SETA
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3. Personnel security
4. Security management and oversight
5. Cybersecurity
6. Physical security
() Special emphasis items (SEIs)

(2) Full scope inspections require a 100 percent validation of all functional areas.
A full scope inspection will be conducted at the direction of the CA SAPCO
when a less than satisfactory overall rating has been received as a result of a
core compliance inspection. The most serious security rating, an
unsatisfactory rating, is assigned when circumstances and conditions
indicate that the program management personnel within the SAPF have lost,
or are in danger of losing, their ability to adequately safeguard the classified
material in their possession or to which they have access.

(3)  Re-inspections are required when a less than satisfactory rating in one or
more functional areas has been received. This can include just one or all
functional area(s), SAP(s), or SEI(s). The re-inspection will be conducted
no later than 90 days from the issuance of the final report.

(4) Unannounced or No Notice inspections can be full-scope or core compliance

inspections conducted without notice and at the discretion of the CA SAPCO

or designee.

b. A security representative from the prime contractor should be present and
participate during inspections of subcontractors. Designated personnel will serve
as inspection team chiefs, assign ratings, conduct in or out briefings, or be
responsible for completing the security inspection report.

c. Inspections will be coordinated among the SAPCOs and DSS when not carved out
and conducted jointly to the greatest extent possible. Compliance inspections
involving multiple SAP organizations will be fully coordinated between
participating DoD organizations by the assigned team chiefs. Each organization

is responsible for publishing its report.

SELF-INSPECTION. Self-inspections are required to be conducted annually by
the GSSO, CPSO or designee, for all SAPFs for which they are assigned
responsibility. Utilize the security compliance inspection template and document

any deficiencies in a corrective action plan that addresses the plan for correcting
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deficiencies and areas deemed unsatisfactory as noted in the report. All

supporting information will be included in the self-inspection report.

The documented results of self-inspections will be retained until the next
government inspection is completed. All outstanding items must be
completed before the destruction of any compliance documentation.
The documented results of the self-inspections will be submitted to the PSO for
coordination within 30 days of completion. The PSO will be notified
immediately if the selfinspection discloses the loss, compromise, or suspected
compromise of SAP information.
In addition to the CFAs, inspectors will be required to validate SEIs. The CA
SAPCO will annually determine the SEIs and report to the DoD SAPCO. The
CA SAPCO will provide input on the trends and recommendations of the prior
year to the DoD SAPCO.

STAFF ASSISTANCE VISIT (SAV). During a SAV, the PSO or designee will review

a.

security documentation and provide assistance and direction as necessary.

SAVs should be conducted as required and may include:

(1) Self-inspection checklists and corrective action plans.

(2) Outstanding government action items.

(3) Administrative security documentation (i.e., SOP, CPSO and IA manager
appointment letter, OPSEC plan).

(4) Violations and infractions.

(5) SAP-specific CI trends and briefings.

(6) SETA program.

(7) Physical security standards.

(8) Cybersecurity.

(9) TS accountability.

The PSO will provide a SAV report to the GSSO or CPSO detailing what was
covered and identifying all actions requiring resolution. During this visit, the
PSO will provide guidance and direction to the organization, which will assist in

the development of an effective and standardized security program. The PSO
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will annotate and address any concerns that require follow up before the next

inspection.

5. DEFICIENCIES. Once the inspection has been completed, the team chief will

determine the rating of the inspection based on the number of deficiencies

identified and the risk of a compromise to classified information. Deficiencies will

be defined as a finding or deviation.

6. RATINGS. Inspection ratings are superior, commendable, satisfactory, marginal,

and unsatisfactory.

a.

If the rating is superior, commendable, or satisfactory, the inspection official will
discuss any deficiencies that may have been identified and provide the final
inspection results in the SAP review report within 30 days and place the
organization on an inspection cycle not to exceed 24 months.

If the rating is marginal, the inspection official will discuss any deficiencies that
may have been identified and provide the final inspection results in the SAP
review report within 30 days and schedule a re-inspection on the marginal areas
within 90 days.

If the rating is unsatisfactory, the inspection official will discuss any deficiencies
that may have been identified and provide the final inspection results in the SAP
review report within 10 days and schedule a compliance security review to be

conducted within 90 days.
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5. OPSEC. All SAPs will have an OPSEC program developed and maintained in

accordance with DoDD 5205.02E (Reference (m)).

10. CI SUPPORT.

a.

11.

Analysis of foreign intelligence threats and risks to SAP information, material,
personnel, and activities will be undertaken in accordance with DoDD
0-5240.02 (Reference (0)); by the organic CI organization or by the lead
military department CI organization in accordance with DoDI 5240.10
(Reference (p)). Information that may have a bearing on the security of a SAP
will be provided by the government or military CI agency to the affected SAP
PM and PSO, as necessary.

Contractors may use CI support to enhance or assist security planning and

safeguarding in pursuit of satisfying contractual obligations. Requests for

SAP-applicable CI support will be made to the respective PSO before contractors

receiving such support.

COMMUNICATIONS SECURITY. SAP information will be electronically

transmitted by approved secure communications channels authorized by the SOP.

ENCLOSURE 5
SAFEGUARDING CLASSIFIED INFORMATION

1. HANDLE VIA SPECIAL ACCESS CHANNELS ONLY (HVSACO).

a.

The purposes of HVSACO are:
(1) To preclude the disclosure of general program-related information outside
established acknowledged and unacknowledged SAP channels.
(2) To minimize OPSEC indicators.

(8) To facilitate communication of information within SAPs.

Dissemination of information warranting HVSACO protection will be limited to
persons briefed into a SAP and retained within SAP approved channels. Formal
SAP indoctrination or execution of briefing or debriefing forms specifically for
HVSACO is not required. The term SAP channels denote secure, approved SAP
communications systems, SAPFs, or PSO-approved SAP storage areas.

HVSACO is not a classification level, but rather a protection or handling system.
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Examples of HVSACO uses may include:

(1) For general non-program specific communications between and within SAPs.
More specifically, on information related to SAP security procedures, test
plans, transportation plans, manufacturing plans, and notional concepts
related to research, development, testing, and evaluation of SAPs.

(2) When a paragraph or document contains information that is unique to a
SAP and its distribution.

(3) When necessary to protect sensitive relationships.

(4) To protect information that does not warrant classification under Executive
Order 13526 (Reference (t)).

(5) When using a SAP nickname for an unacknowledged SAP.

c¢.  Upon request for public release, the originator of the material must review the

material involved to determine whether to retain it within program channels:

(1) If public release is appropriate, remove the HVSACO marking from the
document; or
(2) Inform the requestor of the decision not to release the information, citing an

appropriate authority.

d. Training on HVSACO should be included in annual security awareness

refresher sessions.

e. Procedures for the use of HVSACO should be included in Program SCGs.

f.  Materials warranting HVSACO protection must be stored in accordance with
the SOP. Unclassified HVSACO materials may be stored openly within an
approved SAPF taking into account OPSEC considerations. PSOs may grant
an exception to allow the taking of unclassified HVSACO materials to alternate
temporary storage areas, provided the material is under an appropriately
authorized individual's direct control, or under “key lock protection” which is
controlled by that individual.

g. Transmission of SAP material.

(1) At a minimum, use U.S. First Class mail for shipment of unclassified
materials requiring HVSACO protection.
(2) Use the secure mode when discussing HVSACO-protected material on
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2.

authorized telephones.
(3) Use only approved, secure facsimile (FAX) equipment when transmitting
HVSACOprotected material.

(4) Do not transmit HVSACO-protected material via unclassified e-mail.

h. Reproduce unclassified HVSACO-protected information only on equipment
approved by the PSO.

1. HVSACO protection does not require accountability. Document accountability
is based on classification level or unique program requirements. Document
control numbers, entry into document control systems, or internal or external
receipts are not required for unclassified HVSACO-protected material.

j. Destroy HVSACO-protected information according to the procedures approved
for classified material.  Destruction certificates are not required for
non-accountable HVSACOprotected materials.

k. Based on an assessment of the OPSEC risk, notify the PSO within 24 hours of
any possible improper handling or misuse of HVSACO-protected information
and its impact. An inquiry should be conducted to determine if a compromise
occurred as a result of practices dangerous to security. The PSO will ensure
that prompt corrective action is taken on any practices dangerous to security.

1. Contact the originating office for permission to remove HVSACO markings.

USE OF SECURE ENCRYPTION DEVICES AND ELECTRONIC
TRANSMISSION EQUIPMENT.

a. Secure Encryption Devices.

(1) SAP government and industry organizations must use National Security
Agency/Central Security Service (NSA/CSS) approved or certified Type I
encrypted secure communications for the electronic transmission of all
classified information.

(2) All products used for the electrical transmission of classified or sensitive
information must be used in accordance with prescribed national and

associated policies or doctrine.

b. Secure FAX. Secure FAX encrypted communications equipment may be used for

the transmission of SAP information. When secure FAX is permitted, the PSO
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will approve the system in writing.

(1) Do not use FAX terminals equipped with the automatic polling function
enabled unless authorized by the PSO.

(2) When approved by the PSO, SAP documents classified SECRET (S) SAP and
below may be receipted via an automated generated message that confirms
undisturbed transmission and receipt. A transmission log will be maintained
and validated during GSSO or CPSO selfinspections and made available for
review during inspections.

(3) When transmitting TS SAP documents over a secure FAX terminal, the
recipient must acknowledge receipt of the TS SAP material. The recipient
will return a signed receipt after completion of transmission. The
transmission and receipt of T'S material will be recorded by the sender in a
FAX log.

c. Electronic Transmission. When using electronic transmission (e.g., voice over
internet protocol, video teleconferencing for SAP material), encrypted
communications equipment will be used. When secure electronic transmission is
permitted, the authorizing official, in coordination with the PSO, will approve the
system in writing to the GSSO or CPSO.

3. CONTROL. SAP classified material, hardware, equipment and all media not
subject to accountability will be controlled by the procedures implemented by

policy, training, and awareness that:

a. Regulate and monitor the introduction and exit of all controlled items from all
SAPFs.
b. Identify and document:

(1) The identity of the custodian, date created (or entered the SAPFs) and date
destroyed (or exited the SAPFs).

(2) Classification, Program sensitivity (e.g. TS, S/SAR-XYZ, U/HVSACO, For
Official Use Only (FOUO), Unclassified (U), personally identifiable
information).

(3) Type (e.g. documents, hard disks, compact disks, universal serial bus storage

devices).
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(4) Content (e.g., application software, non-writable or writable, engineering
notebook).

c. At least on an annual basis, the continued need for all controlled items will be
assessed and items no longer required will be destroyed.

d. Safeguarding of classified information, to include SAP material, will be done in

accordance with Volume 3 of DoDM 5200.01 (Reference (u)), unless otherwise

noted in this volume.

4. ACCOUNTABILITY.
a. An accountability system approved by the PSO will be developed and maintained

for the following SAP classified information.

(1) All TS SAP material, media, hardware, equipment, etc.

(2) S SAP material, media, hardware, equipment, etc. when directed by the CA
SAPCO.

(3) All other classified media when directed by the CA SAPCO.

b. Accountable SAP material will be entered into an accountability system
whenever it is received, generated, reproduced, or dispatched either internally or
externally to other SAPFs. The accountability system will be designed to record
all transactions of handling, receipt, generation, reproduction, dispatch, or
destruction. The accountability system will assign individual responsibility for
all accountable information. An automated system, if used, will have a backup.
When SAP material is received with the originator’s accountability control
number, the accountability system will include the originator’s accountability

control number.

c. The accountability system will have at the minimum:

(1) Classification.

(2) Originator of the item.

(3) Title and description of item.
(4) Custodian assigned.

(5) Date of product.

(6) Control number (maintained in consecutive number series).
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(7) Copy number.

(8) Page count.

(9) Disposition and date.
(10) Destruction date.

(11) Internal and external receipt records

d. A disclosure sheet will be maintained for each TS item. The name is recorded
only once regardless of the number of times subsequent access occurs. Once
destruction of a T'S product takes place, the TS access record will be kept with the
destruction paperwork and destroyed 3 years after the document is destroyed.

e. Electronic files do not need to be placed into accountability systems or the

information management system referenced in paragraph 4a of this enclosure
when residing on ISs or receipted when transmitted between system users

within the same unified network provided the data remains resident within the
IS.

5. ANNUAL INVENTORY.

a. A 100 percent inventory of accountable SAP material will be conducted annually
by the individual responsible for the control system or their alternate and a
disinterested party. The annual inventory date will not exceed the previous
year’s inventory date by more than 12 months. Inventories will be conducted by
visual inspection of all items of accountable SAP material and verification of
pertinent information (originator, date, subject, file number, etc.) and page count
for T'S SAP held within the SAPF.

b. Inventories of TS material will be documented by the TSCO and a second
disinterested individual and made available during security compliance
inspections. Discrepancies will be reported immediately to the PSO, who will
ensure action is taken, as appropriate, in accordance with Enclosure 8 of this

volume.

6. COLLATERAL CLASSIFIED MATERIAL.

a. The PSO will provide oversight for collateral classified material maintained in
the SAP. The process for introduction of collateral material will be approved by

the PSO. Collateral material assigned or produced under a collateral contract
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required to support a SAP will be PSOapproved before the introduction, inclusion,
or production, and may be transferred within SAP controls.

b. Transfer will be accomplished in a manner that will not compromise the SAP or
any classified information. Collateral classified material generated during the
performance of a SAP contract may be transferred from the SAP to another SAP

or collateral program.

7. TRANSMISSION AND PREPARATION OF SAP CLASSIFIED MATERIAL.

a. SAP information will only be transmitted outside the SAPF using one of the
methods identified within this section. The GSSO or CPSO will oversee
transmission of SAP material. The order of precedence for transmission

processes is:

(1) Cryptographic communications systems (i.e., secure facsimile, IS).

(2) Courier.

(3) PSO approved government or commercial carrier for S SAP material and

below.

(4) Defense Courier Service for TS SAP material.

(5) United States Postal Service (USPS) registered mail or US Express Mail for S
SAP material and below within the continental United States (CONUS).

(6) USPS certified mail for CONFIDENTIAL SAP material and below within
CONUS.

b. SAP material being mailed or couriered will be prepared, reproduced, and
packaged by the appropriately cleared SAP-briefed personnel inside the SAPF.
(1) Dispatch receipts are required for the transmission of SAP material.
(2) Classify receipts according to content.

(3) Inner and outer wrapping markings.

(a) Inner wrappings will be opaque and marked with the “TO” and “FROM”
blocks and will bear the highest level of classification marking of the
content.

(b) Outer wrappings will be opaque and will show an unclassified address on
the “TO” and “FROM” blocks.
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C.

(4) When a receipt is not returned within 15 days, contact the recipient to

determine status of the material. If the material is received, have the
recipient provide the receipt. If the recipient did not receive the material,
immediately initiate a preliminary inquiry and inform the PSO and the
GPM.

SAP material will be transported from one SAPF to another in an unobtrusive

and secure manner.

(1) Courier(s) must be accessed to the level of SAP being couriered.

(2)  For local travel, SAP material may be hand-carried using a locked
container as the outer wrapper. Local travel will be defined by CA
SAPCO. Travel outside of the defined local area of the originating SAPF
requires PSO approval. Attach a tag or label with the individual’s name,
organization, and telephone number.

(3) Travel should be performed using a personal, company owned, rented, or

government vehicle. Use of public transportation requires PSO approval.

(4) TS SAP working papers taken to another SAPF in the same building for

collaboration that will be returned before the expiration of the working
paper time limits does not need to be placed into accountability when
leaving the SAPF. Hand receipts documenting item and page count are

still required.

When approved by the PSO, a USPS mailing channel may be established to
ensure mail is received only by appropriately cleared and accessed personnel.
Use USPS-registered mail or USPS Express Mail for S SAP material. Use
USPS certified mail for CONFIDENTIAL SAP. “For Official Use Only” and
unclassified HVSACO, material may be sent by First Class mail. When
associations present an OPSEC concern in receiving and sending mail, the
GSSO or CPSO will establish and use a sterile Post Office box with the written
approval from the PSO.

(1) Except for TS SAP material, a USG-approved contract carrier (.e., USPS

Express Mail) can be used for overnight transmission on a case-by-case basis
with approval of the PSO. Packages may only be shipped on Monday
through Thursday and delivery date must be checked to ensure that the
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(4)

6Y)

carrier does not retain the classified package over a holiday or weekend.
These methods of transmitting selected SAP information are in addition to,
not a replacement for, other transmission means previously approved for
such material. Use of secure electronic means is the preferred method of
transmission.

Except for approved USPS means, use overnight delivery only when:

(a) Written approval is received by the PSO.

(b) SAP requirements dictate.

(c) Essential to mission accomplishment.

(d) Time is of the essence, negating other approved methods of transmission.

(e) Receiver of material will be readily available to sign upon arrival.

To ensure direct delivery to address provided by the PSO:

(a) Do not execute the waiver of signature and indemnity on USPS label.

(b) Do not execute the release portion on commercial carrier forms.

(¢ Ensure an appropriate recipient is designated and available to receive
material.

(d Do not disclose to the express service carrier that the package contains

classified material.

Immediately report any problem, misplaced, or non-delivery, loss, or other

security incident encountered with this transmission means to the PSO.

The GSSO or CPSO will provide detailed courier instructions and training to

SAP-briefed couriers when hand-carrying SAP information.  Problems

encountered will be immediately reported to the PSO, who may authorize

exceptions when operational considerations or emergency situations dictate.

The following rules will be adhered to when couriering classified material:

oy
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The responsible PSO is required to approve all couriering of TS SAP
material. Twoperson courier teams are required for all TS SAP material
unless a single courier is authorized in writing by the PSO. The courier
must be accessed to the level of SAP information being couriered.

A single-person courier may be used for S SAP and below materials.
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(3) Provisions will be made for additional couriers and overnight storage, when
required (regardless of classification), when it appears continuous vigilance
over the material cannot be sustained by a single individual.

(4) As a minimum, the GSSO or CPSO from the departure location will provide
each authorized courier with a copy of Department of Defense (DD) Form 2501,
“Courier Authorization,” based on Instructions located at
http://www.dtic.mil/whs/directives/infomgt/forms/forminfo/forminfopage1828.

html or a PSO approved locally produced courier authorization memorandum.
(a) At a minimum, the courier authorization and instructions will address:

Method of transportation.

2. Travel itinerary (intermittent or unscheduled stops, remain-overnight
scenario), specific courier responsibilities (primary or alternate roles, as
necessary).

3. Completion of receipts, as necessary, and full identification of the classified
data being transferred.

4. A discussion of emergency or contingency plans (include after-hours points
of contact, primary or alternate contact data, telephone numbers).

5. Each courier will acknowledge receipt and understanding of this briefing in

writing.

(b) Experienced SAP-briefed individuals who frequently or routinely perform
duties as classified couriers may be issued courier authorization cards or DD
Form 2501 by the GSSO or CPSO in lieu of individual letters for each trip.
The form is issued for no more than 1 year at a time. The requirement for
authorization to hand carry will be revalidated on at least an annual basis

and a new form issued, if appropriate.

8. AIRPORT-SCREENING GUIDELINES FOR HANDLING CLASSIFIED
MATERIAL.

a. Travel to and from locations in the U.S. aboard commercial or government carriers.

(1) PSOs will apprise couriers of the limitations and restrictions surrounding

screening procedures. Notifying government screening officials of courier
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status is not required until screening officials request to inspect classified

material.

When screening officials request to inspect classified material, couriers will:

(a) Allow the classified material to undergo the x-ray examination.

(b) Divest any material that may trigger the automated screening equipment.
() Place all metal objects and electronics on the x-ray belt or in a second bag.
(d) If the screening official desires to inspect the package after x-ray screening,

the courier will:

1. Present the courier authorization letter and their government-issued
identification.
Request assistance from the screening official’s supervisor.
Request a private screening.
4. Permit the supervisor to inspect the outer package but not the contents.
If the screening supervisor cannot determine if the material is cleared for
transport, the courier will contact the originating PSO for further

instructions.

Travel to or from locations outside the United States. Classified information
will be sent via secure classified networks, classified FAX, or diplomatic pouch
whenever possible. Handcarrying SAP material other than by diplomatic
courier should be used only as a last resort. Couriering classified SAP

material on commercial aircraft is only approved by waiver issued by the
Director, CA SAPCO, or designee.

Transportation Security Administration (TSA) Guidelines. The TSA publishes
airport screening guidelines for handling classified material. GSSOs and
CPSOs will ensure couriers are aware of the limitations and restrictions

surrounding screening procedures.

TRANSPORTATION PLANS. The GSSO or CPSO will develop a transportation
plan coordinated with and approved by the PSO at least 30 days in advance of the

proposed movement. The transportation plan must:
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10.

Appoint a SAP-accessed individual knowledgeable about SAP security
requirements to serve as the focal point for transportation issues.

Ensure that the planning includes priority of transportation modes
(government surface, air, commercial surface, air) and inventory of
classified SAP material to ensure SAP integrity.

Maintain a continuous chain of custody between the origination and

destination, and comply with all Department of Transportation laws and

SAP security requirements.

Include contingency planning (a description of emergency procedures, and
who is responsible for actions that must be taken in the event of an emergency,
e.g., unexpected stop anywhere along the route). Identify individuals by
name, and provide their organization, telephone and fax numbers, and e-mail
addresses.

Ensure CI support is incorporated into transportation planning and execution.

RELEASE OF INFORMATION.

a.

b.

Public release of SAP information is not authorized without written authority
from the government in accordance with subtitle A, part 1, chapter 2, section
119 of Title 10 United States Code (U.S.C.) (Reference (v)) and part 2, appendix
d of Title 42 U.S.C. (Reference (w)). Personnel are responsible to report any
attempt by unauthorized personnel to obtain SAP information immediately to
the PSO to the GPM.

(1) Information concerning SAPs must not be released to any
non-SAP-accessed individual, firm, agency, or government activity
without SAPCO approval. Classified or sensitive information
concerning SAPs must not be included in general or unclassified
publications, technical review documents, or marketing literature.

(2)  All material proposed for release will be submitted through the PSO to
the GPM 60 days before the proposed release date. After approval is
granted, additional case-by-case requests to release identical data are

not required.

Personnel currently or previously accessed to a SAP will provide the GPM and

PSO with a copy of any proposed intended release of information that could
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potentially contain SAP information for review before public release.
Information considered for release such as models, software, and technology
that may impact other SAPs will require additional coordination with the DoD
SAPCO, and other Component SAPCOs before release. The information and
materials proposed for release will remain within SAP security channels until

authorized for release.

c. The Defense Technical Information Center or the U.S. Department of Energy
Office of Scientific and Technical Information does not accept SAP information.
d. Each SAP security officer will ensure the area SOP contains a process to
ensure documents such as award nominations, performance reports,
evaluations, etc. are reviewed to eliminate any program sensitive information

before further dissemination.

11. REPRODUCTION.

a. SAP information will only be reproduced on equipment approved by the PSO.
The GSSOs or CPSOs will prepare written reproduction procedures, and post
a notice indicating if equipment can or cannot be used for reproduction of
classified SAP material within a SAPF, and who is authorized to reproduce
such material. Maintenance procedures will be written and incorporated
into the SOPs listing the actions necessary when non-SAP briefed
maintenance technicians’ work on the equipment. When possible, an

additional hard drive for maintenance purposes only should be purchased.

b. Equipment may be used outside a SAPF (e.g., within a SAP working area),
provided written procedures are approved by the PSO which will include
procedures for clearing of equipment, accessing of operators, clearing of media,
handling malfunctions. GSSOs or CPSOs will position reproduction
equipment to be continually monitored when it is outside a SAPF to achieve a
risk mitigated solution. All reproduction equipment will be in compliance

with applicable ISs guidance.

12. DESTRUCTION. Accountable SAP material will be destroyed using two
SAP-briefed employees with access to the level of material being destroyed.
Non-accountable SAP material may be destroyed by a single SAP-briefed
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employee with access to the level of material being destroyed. All classified
waste containing SAP information will be destroyed as soon as possible. Such
materials must not accumulate beyond 30 days unless approved by the PSO.
NSA/CSS-approved equipment and their destruction procedures will be used to
destroy SAP material as authorized by the PSO. Destruction of non-standard
SAP materials will be approved by the PSO. Accountable and non-accountable
SAP material will be maintained in accordance with the DoD Components record

management manuals and instructions.

a. Prepare certificates of destruction itemizing each accountable document or
material destroyed, to include citing the appropriate document control and
copy number. For accountable SAP material, destruction certificates must
be completed and signed by both of the individuals involved in the
destruction immediately after destruction is completed.

b. Public destruction facilities may be used only with the approval of and

under conditions prescribed by the PSO.

ENCLOSURE 10
VISIT REQUEST PROCEDURES

1. GENERAL. Approval by the appropriate GPM or designated representative is
required for all visits to SAP activities except for visits between the sites of a prime
contractor and the prime’s subcontractors, which may be approved by the CPM, or
designee. A written or electronic visit notification must be approved before
visiting a SAPF. Centralized personnel security databases may be used for access
verification if authorized in writing by the responsible PSO or CA SAPCO, however
GPM or designated representative approval of the visit is still required. All visit

requests will be transmitted via PSO-approved channels.

2. ADVANCED NOTICE. SAP accessed personnel must make every effort to provide
advance notification of the visit to their GSSO or CPSO. Visitors who courier
classified material will provide travel itinerary, storage requirements, and
emergency contact information to their GSSO or CPSO and the destination GSSO
or CPSO.

3. UNANNOUNCED AND NON-VALIDATED ARRIVALS. Access will be denied if a
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visitor arrives at a government or contractor SAPF without verification of the
requisite SAP accesses, except for the PSOs and supporting security staff members
(as designated by the PSO) who may visit all SAPFs under their responsibility

without furnishing advanced notification.

4. DURATION. Visit request authorizations in excess of 12 months are not permitted
unless approved in writing by the PSO.

5. VALIDATION OF VISITOR’S IDENTIFICATION. The positive identification of
each visitor will be made using an authorized credential in accordance with
Directive-type Memorandum (DTM) 09-012 (Reference (z)); the identification
number of the credential to be used will be annotated on the visit request. Federal
Government-affiliated identification cards will not be wused for positive

identification in unacknowledged locations.

6. ESCORTING OF VISITORS.

a. Only resident SAP-accessed personnel can escort and closely control movement
of nonSAP accessed visitors requiring access to a SAPF. The number of
escorts required will be dependent upon the number of visitors and the
capability of closely monitoring the visitor activities.

b. Foreign nationals visiting a SAPF will be approved by the CA SAPCO or
designee.

c. The PSO or designee will determine whether an internal warning system (such
as rotating light beacons) is necessary to warn accessed occupants of the
presence of non-briefed personnel. The PSO or designee will employ other or
additional methods (e.g., verbal announcements), as required, to warn or

remind personnel of the presence of non-briefed personnel.

7. TERMINATION OR CANCELLATION OF A VISIT REQUEST. If a person is
debriefed from the SAP before expiration of a wvisit request authorization, or if
cancellation of a current visit request authorization is otherwise appropriate, the
security officer or their designated representative will immediately notify all

recipients of the cancellation or termination of the visit request authorization.

8. VISITOR RECORDS. Unless a PSO approved electronic visitor record is on file,
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10.

the security officer will maintain segregated visitor logs for non-briefed and SAP

accessed personnel. The visitor record will contain the visitor’s:

a. First and last name.

b. Organization or firm.

c. Date visited.

d. Time in and out.

e. Sponsor.

f. Identification number of authorized credential in accordance with Reference
(2).

g. Citizenship.

h. Purpose.

CONGRESSIONAL VISITS. The CA SAPCO will provide guidance when a
congressional visit to a SAPF is proposed. In the event of the unannounced arrival
of a congressional delegation, DoD employees accessed to DoD SAPs will contact the
PSO for guidance. The PSO will contact the CA SAPCO for instructions. All
communications and information flow between the authorized congressional
members or their staff will be coordinated through the DoD SAPCO and CA
SAPCO.

UNFORESEEN OPERATIONAL OR EMERGENCY SITUATIONS. When
unforeseen events prevent providing a written or electronic visit notification, visit
approval may be provided telephonically by the PSO or designee. Written

certification and confirmation will follow verbal authorization within 24 hours.
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ENCLOSURE 6
CYBERSECURITY

Reference (k) provides standardized cybersecurity related implementation guidance for
policy and procedures for management of all networks, systems, and components at all
classification levels for all DoD SAPs.

a. All DoD SAP ISs that receive, process, store, display, or transmit SAP information
must operate in compliance this manual and References (h) and (k).

b. DoD SAP implementation of the Risk Management Framework, through the use of
this manual, Annex B of Committee on National Security Systems Policy No. 22
(Reference (x)) and Reference (k) and in accordance with References (b) and (c), is
aligned with Intelligence Community Directive Number 503 (Reference (y)).

c¢. Additional or compensatory technical and non-technical countermeasures may,
after consultation with the Director of the CA SAPCO or designee, be imposed in
the interest of SAP protection in coordination with the PSO.
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ENCLOSURE 4
GENERAL PROVISIONS AND REQUIREMENTS

2. REPORTING REQUIREMENTS. Reports required based on this volume are
posted on the DSS website at http:/www.dss.mil/isp/specialprograms.html. At a

minimum, report the following to the PSO:

a. Adverse Information

b. Refusal to sign a SAP Indoctrination Agreement

c¢. Change in Employee Status

d. Employees Desiring Not to Perform on SAP Classified Work
e. Foreign Travel

f.  Changes or modifications to the SAP area accreditation
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3. FRAUD, WASTE, ABUSE, AND CORRUPTION (FWAC).

a. Government and industry FWAC SAP reporting involving SAP information will
be accomplished through SAP channels. Collateral FWAC reporting channels
must not be used for SAP information.

b. The PSO will provide the telephone number for the current FWAC hotline for
reporting SAP information. FWAC reporting information will be
conspicuously posted in the SAP workspace.

c. Employees do not need management approval before making reports.

9. LITIGATION AND PUBLIC PROCEEDINGS.

a. Threatened or actual litigation, administrative investigations or inquiries, or
public proceedings at the international, federal, State, tribal, or local levels
that may involve a SAP will be reported to CA SAPCO. Appropriate DoD
general counsel offices or judge advocate offices will be notified of potential
litigation issues at the earliest possible time. These proceedings include legal
or administrative actions in which the prime contractor, subcontractors, or
government organizations and SAP-accessed individuals are a named party

(plaintiff, defendant, or witness).

b. DoD government and contractor personnel accessed to DoD SAPs will inform
the PSO of any litigation actions that may pertain to the SAP, to include
litigation regarding the physical environments, facilities, or personnel, or as
otherwise directed by the GPM. PSOs will be notified of employee or union
strikes, employer discrimination complaints, Equal Employment Opportunity
cases, Merit Service Protection Board appeals, litigation, etc. in accordance

with the timelines required by Enclosure 2, paragraph 5.s of Reference (c).

ENCLOSURE 8
SECURITY INCIDENTS AND INQUIRIES

To ensure the protection of classified information to include classified information
protected by SAPs, security incidents will be investigated and actions will be taken to

ensure that the adverse effects of loss or compromise of classified information are
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mitigated. Security incidents involving classified information will be handled and

investigated in accordance with this manual and References (b) and (u).

a. All security violations will be reported immediately, to the extent possible, and no
later than 24 hours of discovery, to the PSO, through the procedures described in
this enclosure.

b. The PSO, through the chain of command, will advise the CA SAPCO in all
instances where national security concerns would impact any security program or
personnel security clearances (PCL) of SAP-accessed individuals. The PSO will
notify and report security violations to the GPM with a copy of the report to the
appropriate CA SAPCO. The security official of the affected SAPF will
recommend the scope of the corrective action taken in response to the violation and

report it to the PSO for approval.

c¢. Actual or potential compromises involving DoD SAPs, the results of the
compromise or inquiries, and investigations that indicate weaknesses or
vulnerabilities in establishing SAP policy, or procedures that contributed to an
actual or potential compromise will be reported to the CA SAPCO, Original
Classification Authority, and the DoD SAPCO, who will report to the Director of
Security Policy and Oversight, Office of the USD(D).

d. Personnel determined to have had unauthorized or inadvertent access to

classified SAP information:

(1) Will be interviewed by the GSSO, CPSO, or PSO to determine the extent of the
exposure.

(2) May be requested to complete an inadvertent disclosure statement. An
inquiry will be conducted to determine the circumstances of the inadvertent

disclosure.

e. Guard personnel or local emergency authorities (e.g., police, medical, fire)
inadvertently exposed to SAP material during an emergency response situation
will be interviewed by the GSSO, CPSO, or PSO to determine the extent of the

exposure.
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The PSO will determine if an inquiry is required by Reference (u) to determine
whether or not there was a loss of classified information or whether or not
unauthorized personnel had, or could have had, access to the information.

The inquiry identifies the facts, characterizes the incident as an infraction or a
violation, and identifies, if possible, the cause(s) and person(s) responsible,

reports corrective action or a requirement for an investigation.

Refusal to sign an inadvertent disclosure statement by personnel inadvertently
exposed to classified information will be reported by the GSSO or CPSO to the PSO

by the next duty day.
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ENCLOSURE 4
GENERAL PROVISIONS AND REQUIREMENTS

7.

PATENTS AND INTELLECTUAL PROPERTY. The CA SAPCO will develop

procedures for processing patents and intellectual property involving SAP(s).

8. ARMS CONTROL AND TREATIES.

a.

DoDD 2060.1 (Reference (n)) establishes the arms control implementation and
compliance responsibilities for SAPs; in accordance with Reference (b), treaty
compliance requirements, obligations, or constraints will be considered as an
integral part of the policy. DoD SAPs must be prepared to comply with
treaties and agreements to which the USG is a signatory. DoD SAPs will be
protected against unnecessary or inadvertent exposure during USG
participation in authorized verification activities, confidence-building

measures, and over flights.

The PSO, GSSO, and CPSO should be familiar with various arms control
verification activities in order to exercise security oversight for SAPs. Arms
control treaty guidance and procedures are located at the website

http://www.dss.mil/isp/specialprograms.html.
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12.

INTERNATIONAL SAP SECURITY REQUIREMENTS.

a. The National Disclosure Policy (NDP-1) (Reference (q)) governs all foreign

disclosures of classified military information. Security planning for foreign
disclosure is an ongoing process that requires reviews at each milestone in the
SAP lifecycle.

(1) All SAPs will comply with Reference (q). SAPs will include foreign
disclosure and security planning at the beginning of the prospective SAP
process or at the earliest possible date foreign disclosure is identified in an
ongoing SAP. When a SAP is identified for international cooperation or
foreign disclosure, all foreign disclosure and policy guidance will be in
accordance with Reference (q), DoDD 5230.11 (Reference (r)), and DoDD
5530.3 (Reference (s)).

(2) The foreign disclosure officer and CA SAPCO do not have authority to
disclose SAPs without Secretary of Defense or Deputy Secretary of Defense

approval, in accordance with Reference (b).

The GPM and PSO will coordinate with their Component Foreign Disclosure
Office and CA SAPCO to develop technology assessment or control plans,
MOAs, and security documentation for all international SAPs as appropriate.
Additional security requirements are further identified in bilateral
program-specific security agreements, General Security of Military

Information Agreements, and Industrial Security Arrangements.

ENCLOSURE 12
SAP TECHNOLOGY TRANSFERS

1.

TECHNOLOGY TRANSFERS. Two primary issues must be addressed with all
technology transfers. The first is to ensure that the scope of the gaining SAP SCG
1s sufficient to protect technology that is to be transferred. If not, the gaining SAP
SCG must be updated (approved before transfer), or the transfer should not occur.
The second issue is to ensure all technology to be transferred is reviewed to
determine if there are any proprietary or data rights associated with the technology

proposed for transfer. If so, those specific items must be clearly annotated with
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1.7.

the appropriate data rights. The technology transfer agreement (TTA) is used to
document transfers of SAP technology between U.S. government agencies. GPMs
from both SAPs should maintain records of all technology transfers. TTAs can
only be approved by the CA SAPCO or authorized designee. Transfers of SAP
technology to a foreign government will be conducted in accordance with Foreign

Disclosure Procedures in Reference (c).

SYSTEM OR CAPABILITY TRANSFERS. A system or capability transfer MOA
will be prepared by the GPM, GSSO, and PSO for any system or capability
transferred to or from a DoD Component from or to another DoD Component or
non-DoD organization when the system or capability to be transferred requires
continued resources to sustain. The system or capability transfer MOA must be

approved by the CASAPCO. The system or capability transfer MOA must include:

a. Description of technology to be transferred (i.e., data, knowledge, equipment).
b. Gaining and losing organizations.

c¢. Roles and responsibilities.

d. Gaining CSO.

e. Personnel security access requirements (if beyond standard requirements).

f.  Logistics and sustainment requirements.

g. Marking guidelines and instructions.

h. Contracting review.

—

Legal review.

Resources necessary to sustain the SAP.

—.
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ENCLOSURE 7
SETA PROGRAM

1.

GENERAL. GSSOs or CPSOs will ensure that the SETA program meets the

specific and unique requirements of this manual. The SETA program applies to all
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SAP-accessed individuals. General, non-SAP specific, or company-wide security

briefings may be used to form the basis for or supplement the SAP SETA

requirement. Training on the unique, SAP, and SAPF specific parameters of the
SAP is required.

2. PSOs. PSOs will approve the SETA program of assigned SAPs. This may be a

standalone document or incorporated into the SAPF’s SOP.

3. GSSO(s) AND CPSO(s). GSSO(s) and CPSO(s) will:

a.
b.

Establish a SETA program for their SAP(s).
Annotate compliance with SETA requirements in the annual self-assessment

checklist and provide to the responsible PSO in accordance with this volume.

4. ANNUAL TRAINING.

a.

b.

C.

Activities that grant SAP access will ensure that accessed individuals receive
annual training to reaffirm their responsibilities while accessed to a SAP. When
major changes occur such as changes in the classification for information
protected under a SAP, new SAP-specific information that requires protection
will be updated in briefings and training.

Annual training by the PSO, GSSO, CPSO, or designee may take several
different forms, to include but not limited to face-to-face briefings,
computer-based presentations sent via e-mail on the appropriate classified
network, single page data sheets requiring individual review and signature, or

other methods as approved by the PSO.

(1) Annual training will be recorded by utilizing the SAP training record template

posted on the DSS website at http://www.dss.mil/isp/specialprograms.html.

(2) If multiple SAPs are involved, a centralized record system may be utilized as

approved by the PSO.
SAP-accessed individuals will be briefed by PSOs, GSSOs, and CPSOs on

individual reporting requirements during initial briefings and during annual

training in accordance with this manual.
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©) DoD Directive NUMBER 5143.01

Under Secretary of Defense for Intelligence (USD(I))
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This directive:

a. Reissues DoD Directive (DoDD) 5143.01 (Reference (a)) to update the
responsibilities and functions, relationships, and authorities of the USD(),
pursuant to the authority vested in the Secretary of Defense (SecDef) by sections
113 and 137 of Title 10, United States Code (U.S.C.) (Reference (b)), and in
accordance with section 3001 et seq. of Title 50, U.S.C. (Reference (c)), as well as
Public Law 108-458 (Reference (d)), Executive Order (E.O.) 12333 (Reference (e)),
and E.O. 13470 (Reference ().

b. Authorizes the USD() to reissue chartering DoDDs, in accordance with DoD
Instruction (DoDI) 5025.01 (Reference (g)), for OSD Presidentially-appointed,
Senate-confirmed officials who are under the authority, direction, and control of the
UsSD().

c. Conforms to and is consistent with law and Presidential guidance concerning the
authorities and responsibilities of the Director of National Intelligence (DNI).

d. Cancels Deputy Secretary of Defense (DepSecDef) Memorandums (References (h)
and (1).
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RESPONSIBILITIES AND FUNCTIONS. The USD() is the Principal Staff
Assistant (PSA) and advisor to the SecDef and DepSecDef regarding Intelligence,
Counterintelligence  (CI),  Security, sensitive activities, and  other
intelligence-related matters (referred to in this directive as “assigned
responsibilities” or “Defense Intelligence, CI, and Security”). In this capacity, the
USD(I) exercises SecDef authority, direction, and control over, and oversees the
activities of, the Defense Intelligence Agency (DIA), the National
Geospatial-Intelligence Agency (NGA), the National Security Agency/Central
Security Service (NSA/CSS), the National Reconnaissance Office (NRO), and the
Defense Security Service (DSS); and exercises planning, policy, and strategic
oversight for all associated policy, plans, and programs. In the exercise of assigned
responsibilities, the USD(I):

b. Engages the National Security Council (NSC) staff, other government agencies
(OGAs), and DoD Components to develop policies, plans, and programs to enable
operational application of Defense Intelligence and other capabilities, as
appropriate. Provides the NSC principals and deputies committees with
Defense Intelligence, CI, Security, sensitive activities, and special program
perspectives in coordination with the Under Secretary of Defense for Policy
(USD(P)). Ensures DoD intelligence and intelligence-related sensitive
activities and special access programs (SAPs) align with SecDef and U.S.

Government (USG) guidance.
j. For Defense Security Programs and associated matters:
(6) Performs all SecDef duties and responsibilities regarding the National
Industrial Security Program, pursuant to E.O. 12829 (Reference (ad)).

Develops industrial security policy and guidance, and oversees DoD

implementation of Reference (y) and the DoD Industrial Security Program.
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@ DoD Manual 5200.01: DoD Information Security Program

Fioure 1. Examples of Banner Markings

UNCLASSIFIED
UNCLASSIFIED//FOR OFFICIAL USE ONLY
TOP SECRET
SECRET//REL TO USA, AUS, CAN, GBR
TOP SECRET//SI/TK//RELIDO
SECRET//FRD
SECRET/ORCON/IMCON/NOFORN

Figure 2. Examples of Portion Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

(U (C) (S) (TS)  (UIFOUO)  (S/INFIPROPIN)
(CIIFRD)  (/IGBRS) (TS//SUTK//RELIDO) (SI//RD)

(S//REL) (TS//REL TO USA, AUS, CAN, GBR) (S//RD-N)
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Figure 3. Example of Originally Classified Document

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

INTELLIGENCE

Portlon

Reason

SECRET/REL TO USA.GBR

OFFICE OF THE UNDER SECRETARY OF DEFENSE

1.4(¢c)

Dec 31, 2007

MEMORANDUM FOR XOOOOOOOOK OO

yﬁﬁi (U) Delegation of SECRET Orniginal Classification Autharity (OCA)

[ |U) You are hereby delegated authority to classify information up to SECRET for
information under your area of responsibility in accordance with Executive Order 13526
*Classified National Secunty Information” (the Order).

Markings _’(SURELp As an OCA you are required to receive training in original classification ag
provided by the Order and implementing dire ctives prior to you exercising this authority
Your Security Manager will facilitate this training

(S/REL) The Order also provides that OCAs shall prepare classification guides to
facilitate the proper uniform derivative classification of information. Reguest that you
provide a copy of your guide(s) to this office by December 31, 2009,

OCA Signature block

Classified By.: OCA Name and Position Title

—p DOwNgrade To: CONFIDENTIAL on 20121231
Declassify On: 20171231

SECRET/REL TO USA, GBR

Banner Line (overall
classification
marking)

Classification
anthority block

Classification

Separator

Dissemination conrrol
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Figure 4. Example of Derivativelv Classified Document

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET/REL TO USA, GBR

OFFICE OF THE UNDER SECRETARY OF DEFENSE

INTELLIGENCE date

MEMORANDUM FOR JOOOOOOOOC IOOOOOOOOOXX

SUBJEC l ; {U) Delegation of SECRET Original Classification Authority (OCA)

(U} You are hereby delegated authority to classify information up to SECRET for
Information under your area of responsility in accordance with Executive Order 13526,

*Classified National Security Information™ (the Order).

Portion
Markings

heep (S) As an OCA you are required to receive training in original classification as

provided by the Order and implementing directives prior 1o your exercising this authority
Your Security Manager will facilitate this training.

—(SI/REL) The Order also provides that OCAs shall prepare classification guides to
facilitate the proper uniform derivative classification of information. Request that you
provide a copy of your guide(s) to this office by December 31, 2012.

Banner Line (overall

Signature Block classification
marking)

Classified By: John Doe, Director

_ Derived From: SecDef Memo,

dtd 20101024, Subj
Declassify On: 20201024

Classification
Authoriry Block

SECRET/REL TO USA, GBR

.
= N

Classification

Separator Dissemination Control
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Figure 5. Markings on a Memorandum

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET
@ OFFICE OF THE UNDER SECRETARY OF DEFENSE

date
INTELLIGENCE

MEMORANDUM FOR XXXXXNXXN XNXXXXXXXXXX
SUBJECT: (U) Request for Data Concerning DoD Declassification Efforts

pr— | [[FOUO) The Public Interest Declassification Board (PIDB). m response 1o a
request from the Special Assistant to the President for National Security Affairs, is
considermg the establishment of a National Declassification Center to ensure more
efficient, consistent, and timely declassification of records of permanent historical
value. To begmn this process, the PIDB requests the following information:

(L) The total overall cost to comply with the automatic and systematic
declassificanion requirements of Executive Order 13526, “Classified National Security
Information,” during fiscal year 2011; and

r——(S/REL TO USA, CAN, GBR) The full-ime equivalent number (govemment
and contractor) engaged in such activity during the same period of time.

Signature Block

Classification markings indicate classification of title or
subject, not the classification of the document.

.\tlachmenlv/
Tab A: (U) Tasking Memorandum

Tab B: (') Comments (Document Is classified SECRET)
| >
—C

Optional

Classified By: John Doe, Director
Derived From: USIMI) Memorandum, dtd 20100205, same subject

Declassify On: 2"2!)0205' SECRET

NOTE: Since not all portions are releasable, the REL TO marking does not appear
in the banner line. FOUO does not appear in the banner of classified documents.
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Fioure 6. Markines on an Action Memorandum

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET
date

TO: USINI)
FROM: DUSD{I&S)
SUBJECT: (U) Request for Data Concerning DoD) Declassification Efforts
(1) PURPOSE: This is an example of the portion marking for a main paragraph.
(1) COORDINATION: None
(1) BACKGROUND:
® (5) This is the portion marking for a classified primary bullet statement.

o (U) This demonstrates that sub-bullets must also contain portion
markings.

® () This s the portion marking for a classified primary bullet statement,

(L) RECOMMENDATION: Sign the Memorandwn at right.

Signature Block

Classified By: John Smith, DUSD{I&S)
Derived From: USINI) Memorandum,

ded 20110205, same subject
Declassify On: 20210205

SECRET
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Fieure 7. Markines on a Staff Summary Sheet

UMNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOF SECRET/ /HOFORN

[ SEQUENT AL CIOORTNNATION

Tracking # STAFF SUMMARY SHEET [} SMLLTAREUS COCRONATION

| o ACTION SGMATURE [Sumane AMD DATE TQ ACTION | SIGRATURE (5 } AND DATE

| pusD Coord ‘ |

| [I&5) - -

POOSD Approve ¥ I

| (1) |

| ECTES] i
M 8ign . . 1|

1
“ | w |
] ]
GURMALE OF ACTICN (FFITR ’ EYMBCLMAL ST0P PHONE 103~ 804 -2 1B TYPSTS | BLGPENSE [WTE
Ushman cep, Sopc | MECURERAA FSU

FRAHIR
OATE

SUBIECT (U} Example of a Classified Staff Summary Sheet
|12/11/72010
1

SUMMARY

1. (1) Purpose.
« (TS5} Show the different ways a siafl summary sheel may be marked.

2. (U) Background.
s (T5) Point A.
= (SNF) Poimt B.
& [S//NF) Subpoimt 1.
o (5) Subpoint 2.
o (U} Subpoint 3.

3.(T5) Recommendation. Sign memorandum at right.

Signature Block

Attachments:
Tab A - (L) Unclassified Title (Contents are SECRET)
Tab B - (5) Classified Title

CLASSIFIED BY: Name, OUSIDNI) Director of Security
DERIVED FROM: Appropriate SCG, Subj: XXX, dated 20090101
DECLASSIFY ON: 20201211

TOFP SECRET/NOFORN

Example shows markings for paragraphs and subparagraphs, including those
beginning with bullets.

The banner line shows the highest classification in the document (TOP SECRET) and
also includes the dissemination control marking NOFORN, as it is included among
the portion markings for specific information.
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Figure 8. Use of Calculated Declassification Date

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Classified By: Mary Jones
Director of Security
Department of Good Works
Reason: 1.4(g)

December 2, 1993
SECRET

Classified By: 1D # IMINO1

Derived From: DoD Dept of Good Works
memo dated 19931202,
Subj: Equip Procurement

SECRET
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Figure 9. Declassification Markines

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

—
DECLASSIFIED @ Foclassified

DEPARTMENT OF GOOD WORRS Cross out
Washington, D.C. 20006 old markings

Novomber L4002 and replace

MEMORANDUM FOR THE D R oo
[RECIC

From:  David Smith, Chief Diiffon § markings.
Subject: (U) Fanding Problge
1L(U)Thisisp rrap”l and contams

unclassified mformafion. Therefore, this portion
will be m th the designation*U" in

@V paragraph 2 and contains “Secret”
nforfation. Therefore this portion will be

Annotate
authority and
date of

declassification

Office OTR
14(a) and (d)
Decunber 31, 2019

Mark document
as DECLASSIFIED.
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¢ 10. Classification as a Result of Compilatio

UNCLASSIFIED ~ CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

CONFIDENTIAL
CE OF THE SECRETARY OF DEFENSE

date

MEMORANDUM FOR XXXXXANRN XXXXXXXXNXXXX
SUBJECT: (U) Classification as a Result of Compilation

(U) When a document consisting of individually classified items of mformation 1s
classified as a result of compilation. the overall classification shall be marked as
conspicuously at the top and bottom of each page and the outside of the front and back
covers (if any). An explanation of the basis for classification by compilation shall be
on the face of the document or included in the text.

(U) If portions, standing alone. are unclassified, but the document is classified as a
result of compilation or association, mark the portions “U™ and the document and
pages with the classification of the compilation. You must also add an explanation of
the classification or the circumstances involved with association.

(U) If mdividual portions are classified at one level, but the compilation is a higher
classification, mark each portion with its own classification, and mark the document
and pages with the classification of the compilation. An explanation of the
classification as a result of compilation is required.

Unclassified portions
that, when put together,
become classified John H. Doe

Classified By:  Joln Doe, Director

Derived From: (U/FOUO) CONOP #123. The compilation of unclassified training
schedules reveal the impending initial operational capability
(I0C) of this umt. CONOP #123 requires that unit [OC be
classified CONFIDENTIAL.

Declassify on: Completion of Operation

CONFIDENTIAL

When classifying as a result of compilation, always include an explanation as to
why the document becomes classified, or becomes classified at the higher level.
Portion mark the explanation as required.
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Figure 11. Markings on Working Papers

UNCLASSIFIED ~ CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Working papers containing classified information shall be:

» Marked with the highest
classification of any
information contained in the
document

* Dated when created

« Annotated "WORKING PAPER"

* Destroyed when no longer needed or re-marked, within 180
days, as a finished document

Figure 12. Marking References

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

(U) Executive Order 13526, “Classified National Security Information,” December 29, 2009

(U) Under Secretary of Defense for Intelligence (USD(l)) Memorandum, “Security Classification
Marking Instructions,” September 27, 2004 (Document is classified Secret.)
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Figure 13. Transmittal Documents

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Unclassified Transmittal Document

SECRET Classified Transmittal Document
-
"7  Deparument of Good Works
A Washingion, D.C. 20006 i .
& Deparement of Good Works
T =4 Washagion, D.C. 20006
—>  MEMORANDUM
FOR THE DIRECTOR e
o e gl MEMORANDUM FOR THE DIRECTOR —

Buljecr: TREmhA Detwna From: John E Doe, Chief Divisicn 5
This cover letter will accompany a classified package

and will be appropriately marked 2s » tramemictal Tigect. (0) Tasamitnd Décum

Ahiints. (S) This cover letter will accompany a classified package
=nd will be appropriately marked transettal
SECRET document =t
This page UNCLASSIFIED when Classified By: ID #78556
clazsified enclocure removed Derived From: Memo dated May 27, 2010
: Declassify On. 20200507
SECRET

4
(C) Tixs cover letter will accompany a classified package

A

and will be appropristely marked as a tansemttal

document. P F
Classified Transmittal

Classified By. ID #78596 Document that

Dertved From: Memo daed May 27, 2010

Contains
Declassify On: 20200507 Downgroding
Downgrade to CONFIDENTIAL when Instructions
separated from SECRET enclosures,
SECRET

For a classified transmittal document (e.g., memorandum, staff summary sheet), the transmittal
document will be marked in the same manner as any other classified document, to include
banner, portion markings, classification authority block. and any required warning or special
notices

«  Add downgrading instructions as required

For an unclassified transmittal document (e.g., memorandum, staff summary sheet) with a

classified attachment. the following rules apply:

«  The highest classification level included in the entire package will be marked on the
transmittal document.

« The transmittal document will contain a statement indicating it is unciassified when separated
from classified enclosures.

¢ The unclassified transmittal document does not require portion marking or a classification
authority block.

* Include warning or special notices (e.g., NATO or RD/FRD) as required.
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Figure 14. Markings on Briefing Slides

UNCLASSIFIED —~ CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Slide Presentations

SECRET

Title slide:
(U) Examples of : !
PowerPoint Slide ~Portion markings
Markings *Overall markings
Classification authority

block (may be placed on
either first or last slide of
presentation)

May 27, 2010

Classified By: ID #85967
Derived From: SCG Title, Date
Declassify On- 20150527

SECRET

* (S) Thus bullet contains “Secret” mformation.
Therefore, this portion will be marked with the
designation “S” in parentheses preceding the portion.
* (U) Thus bullet contains “Unclassified” mformation.
Therefore this portion will be marked with the

designation “U” in parentheses preceding the portion.
SECRET

Slide 2:
Portion markings
«Overall markings

SECRET

(U) This sfide )
demonstrates how Slide 3:
to property mark a *Portion markings

shde that contains a «Overall markings

- e g In this examplie, the portion

marking applied to the graphic is
spelled out (SECRET) instead of
being abbreviated. Thisis a
recommended way to apply
markings that provide distinction
between the dassified status of a
graphic, the title of a graphic, and
the overall dassification of a slide.
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Fioure 15. Multiple Source Listing on Briefing Slides

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

(U) Introduction to Marking
Slide Presentations

August 14, 2011

Classified By: ID #85957
Dertved From: Multiple Sources
Declassify On: 20150817

Multiple Sources: Basie SCG, January 5, 2009
Task Force Alpha Memo, March 10, 2010, Suby: (L7) Markings

SECRET
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Figure 16. Marking E-Mails

UNCLASSIFIED — CLASSIFICATION MAREINGS FOR ILLUSTRATION FURPDSES ONLY

=

Oltend M concd Boagdes & | @ 4 ¥ O P b U 7 | s | @ B 7

fromi | [3ohn Smith cor |
Tor I BC:
bttt [[L1} Exataple of & Clasafind e-Mad

SOCRET ™
f—— | L0) Thiz is an mesmple of how bo properly mark. 8 classfed s-mad,

e | 150 4y -l trarsmitbed o0 or prepusred For transmission on dassified systems or networks shal have the overal dessificston displayed st the
top and bottom of the body of sach message. Tha overall dassification shal reflact the classfcation of the hasder and body of the message to
rl:l.d;t:;w.bnn:il: e, the kext, sttachmants, included messages, sgrstuns biock (F it s desshed]), and any otber information converped in the
by 2

e | (5 Clasisifin] s sl b poetin rroarkosd Lo rfbact; tha Righisst ol of information contained in that portion.

0 |{L]) Sulipct Briss shaall s portion ke to raflact Che gansitiviy of this information in B subiect bre Deell ared shall ot raflect aimy' classlication
arbings fior e sl conbent or attachments. Subgect ines and tekes shal e portion marked bef ore this bt o tle.

S | (L) Ther daresification authority biock shal be placed after the: signature biock, bt beforne He ovenal dacsification.

SIGHATURE BLOCK

Eﬂﬁmhy: mmnﬁﬁﬁ%hg;tﬂ st — #—— Include classification autharity block
L ol - a " I ication

Ermirrtfy o 1, SHI ' an all classified e-malls

spcrer
Ej Classification marking of title of attachment

[ L T P E— Mol This is the cassification of the tthe of the

of Everts.doc attachrnent, and not the classification of the file itself.

Mast titles should be unclassified, but this example shows
an attachment with a classified title

| Partion Mark Overall classification of the e-mail 1o include attachments —

Fioure 17. Examples of URL with Included Portion Mark

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

http://www.center.xyz/SECRET/filename_(S).html
http://www.center.xyz/flename2_(TS).html
http://www.center.xyz/flename_(TS//NF).html

104



Figure 18. Example of Portion-Marked URL Embedded in Text

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

(TS) Further information on this project may be obtained at
http://www.organization.mil/projectname_(TS).html which is
available to registered users.

Figure 19. Warning Statement for Dynamic Documents

This content is classified at the [insert highest classification level of the source data]
level and may contain elements of information that are unclassified or classified at a
lower level than the overall classification displayed. This content shall not be used as
a source of derivative classification; refer instead to [cite specific reference, where
possible, or state “the applicable classification guide(s)”]. [Add a point of contact
when needed. |

Figure 20. Markings on Maps

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

Classified By: T. Lee, Dir, Agency Name
Derived From: ODNI World Map Collection

Dated 20071210
Declassify On: 20171210

SECRET
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Figure 21. Markings on Charts

UNCLASSIFIED = CLASSIFICATION MARKINGS FOR ILLUSTRATION FURPOSES ONLY

CONFIDENTIAL

(U} Webchart Control Sample

0 Jan Feb Mar  Apr

May Jun Jul &ug Sep Ock Moy  Dec

| CONFIDENTIAL

Classified By: J. Doe, Dir, DISA
Derived From: ASD(NI) Memo, did 20060105, Subj: Charts
Declassify On; 20230105

Figure 22. Markings on Photographs

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

Classified By: John Smith, Dir, ABC

Agency

Derived from: ABC Memo, 2008010

Subj: Pictures
Declassify on: 20230101

fe
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Figure 23. Markings on IT Systems and Media

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Markings on IT Systems and Media

Marked with the highest classification
level of information stored on the
device

Marked with the highest classification level
of information authorized to be processed
on the device

Place the appropriate
classification label on
IT storage media and
devices that retain
data.
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Fioure 26. Example of US. Classification Markings

UHNCLASSIFIFT) — CLASSIFICATION MARETMGES FOR ILLUSTRATION PURPOSES OMLY

TOP SECRET
MEMORANDUM FOR XDV NY

SUBRJECT: (1) Delegation of TOP SECRET Original Classification
Authority (OCA)

(T5) You are hereby delegated amthority to classify information ap to TOP
SECEET for information wmder your area of responsibility in accordance
with Executive Order 13528, “Classified Natonal Secunty Informaton™ (the
Cirdar).

(C) As an OCA vou are required fo recelve TADE I origimal
clazzification as provided by the Order and immplementing directives prior to
exercising thiz awthomiry. Youor Security Manger will facilitate this maining.

Claszified By: B Smuith, Sac. of Amry

Derived From: Armoy Memorandom XVE, dated 20071215,
same subject

Declazsify Ome 201712135

TOF SECRET
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Figure 27. Example of Markings for Non-U.S. Documents

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

/IDEU SECRET

(/DEU S) This is the marking for a portion which is classified German SECRET. This
portion is marked for training purposes only. Use approved country or international
organization codes.

(/DEU U) Note: When release markings are not specified, it cannot be assumed that the
information is releasable back to the source country.

(/DEU U) Note: All non-US classified material is excluded from E.O. 13526 marking
requirements. Therefore, non-US classified material does not carry a classification
authority block. The DoD Component Designated Disclosure Authority shall make
release determinations pursuant to DoD Directive 5230.11.

/IDEU SECRET

Fioure 28, Examples of WATO Markinos

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

NATO Banner Ling NATO Portion Marking
COSMIC is applied
NCOSMIC TOP SECRET (VCTS) to TOP SECRET
i material that
HCOSMIC TOP SECRET BOHEMIA  (IICTS-B) \\. belongs to NATO.
BOHEMIA is used
HINATO SECRET (ITNS) only with NATO TOP
SECRET information
HNATO CONFIDENTIAL (TNC) that is SIGINT
/INATO RESTRICTED (IINR) derived.
{INATO UNCLASSIFIED {IINU)
ATOMAL applies to
/ICOSMIC TOP SECRET ATOMAL  (NCTS-A) U.S. Restricted Data or
Formerly Restricted
SECRET ATOMAL (NS-A) Data, or UK ATOMIC
information, that has
ICONFIDENTIAL ATOMAL (TNC-A) been officially
released to NATO
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Figure 29. CONFIDENTIAL-Modified Handling Example

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

A French document marked
“Diffusion Restreinte” would be marked:

IIFRA RESTRICTED

Protect as
CONFIDENTIAL - Modified Handling

Figure 30. Example of Joint Classification Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

/IJOINT SECRET CAN GBR USA

(/INOINT S) This is the marking for a portion which is classified Joint Canadian,
British, and U.S. SECRET. This portion is marked for training purposes only.
Use ISO 3166 trigraphic country codes or registered international organization
codes.

(U) The JOINT marking in the banner line indicates co-ownership and implied
releasability of the entire document only to the co-owners. Further release
requires approval of the co-owners.

(U) The classification authority block is required on JOINT classified information
when the United States is one of the co-owners.

Classified By: Joe Doe, Dir., ABC Agency
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20321215

/IJOINT SECRET CAN GBR USA
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Figure 31. Example of Joint Classification Marking with REL TO

TNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES OMNLY

/IJOINT SECRET GER USA//REL TO USA, AUS, CAN, GBR, NZL

(IJOINT S//REL) This is the marking for a portion which is classified Joint British
and U.S. SECRET. The British and United States, as co-owners, have
authorized further release to Australia, Canada and New Zealand (same as
banner line). Use ISO 3166 trigraphic country codes or registered international
organization codes.

(U) The JOINT marking in the banner line indicates co-ownership and implied
releasability of the entire document ONLY to the co-owners. Further release
requires approval of the co-owners.

(V) {(REL) may be used if the portion's REL TO county list is the same as the
banner line REL TO country list. When extracting a JOINT portion marked
“(REL),” carry forward the country codes from the source document's banner line
to the new portion mark.

Classified By: Joe Doe, Dir, ABC Agency
Derived From: Memorandum xYZ, Dated 20071215
Declassify On: 20321215

[IJOINT SECRET GER USA//REL TO USA, AUS, CAN, GBR, NZL
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Figure 32, Example of Joint Classification Marking in a U.S. Derivative Document

TTHNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES OMNLY

SECRET//IFGI GER//REL TO USA, AUS, CAN, GBR, NZL

(/IJOINT S GBR USAJ//REL) This is the marking for a portion which is classified
JOINT British and U.5. SECRET. The British and United States, as co-owners,
have authorized further release to Australia, Canada and New Zealand (same as

banner line). Use ISO 3166 trigraphic country codes or registered international
organization codes.

(S//REL) This portion is classified U.S. SECRET and is authorized for release to
Australia, Canada, United Kingdom, and New Zealand (same as banner line).

(U) (REL) may be used if the portion's REL TO county list is the same as the
banner line REL TO country list. When extracting a JOINT portion marked
“(REL)." carry forward the country codes from the source document's banner line
to the new portion mark.

Clazsified By: Joe Doe, Dir, ABC Agency
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20321215

SECRET//FGI GER//REL TO USA, AUS, CAN, GBR, NZL

Figure 33. Examples of SCI Control Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Banner Line Portion Marking
TOP SECRET//HCS//NOFORN (TSI/HCSIINF)
SECRET//SI/TK//RELIDO (S/ISITKI//IRELIDO)

TOP SECRET//SI-GAMMA//ORCON/NOFORN (TS/ISI-G//OC/NF)

CONFIDENTIAL//SI//REL TO USA, AUS, FRA (C//SI//REL TO USA, FRA)

TOP SECRET//SI-XXX//REL TO USA, AUS (TS/SI-XXX//REL)
SECRET//HCS-O XYZ//NOFORN (SIIHCS-O XYZI/NF)
SECRET//KDK/NOFORN (S/TKDKI//NF)
SECRET/ABC/COMINT//RELIDO (S//ABC/SI//IRELIDO)
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Figure 34. Examples of SAP Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Banner Line Portion Marking

TOP SECRET//SPECIAL ACCESS REQUIRED-BUTTERED POPCORN or
TOP SECRET/SPECIAL ACCESS REQUIRED-BP or

TOP SECRET//SAR-BP (TSIISAR-BP)
TOP SECRET/SAR-SWAGGER (TSI/ISAR-SWAGGER)
TOP SECRET/TK//SAR-BP (TSITK/ISAR-BP)
TOP SECRET/SAR-BP/GBITC (TS/ISAR-BP/GBITC)
TOP SECRET//SAR-MULTIPLE PROGRAMS (TSISAR-MULTIPLE)

Use "Multiple Programs” only when four or more
SAPs are referenced in the document or portion

TOP SECRET//SAR-TGH//WAIVED (TS/ISAR-TGH//WAIVED)
TOP SECRET//SAR-DAGGER//WAIVED (TS/ISAR-DAGGER//WAIVED)
SECRET//HVSACO

UNCLASSIFIED/HVSACO
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Fioure 35. Declassification Markings for SAP Information

INFORMATION CLASSIFIED BY AN ORIGINAL CLASSIFICATION AUTHORITY

e For matenal dated prior to January 1, 1982

Declassify on: 25X[", 20211231
Authority; FSE dtd 30 Mar 2005

e For material dated on or after January 1, 1982

Declassify on: 25X[*], [insert 40" anniversary of the document]
Authority: FSE dtd 30 Mar 2005

INFORMATION WHICH IS DERIVATIVELY CLASSIFIED

e For material dated prior to January 1, 1982

Declassify on: 25X[*], 20211231
Authority: FSE dtd 30 Mar 2005

e For material dated on or after January 1, 1982

Declassify on: 25X[*], [insert 40" anniversary of the document]
Authority: FSE dtd 30 Mar 2005

* List appropriate 25X exemption code

Figure 36. Example of RD Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Required Warning Notice (must be placed on
front/cover page of document)

SECRET//RESTRICTED DATA

(S//RD) This is the marking for a portion that is classified SECRET - RESTRICTED
DATA.

Classified By: John Smith, Dir., Applied RESTRICTED DATA.
Technology This document contains RESTRICTED
Derived From: DOE document. date DATA as defined in the Atomic Energy Act

of 1954. Unauthorized disclosure subject
to administrative and criminal sanctions.

SECRET/RESTRICTED DATA

r i

No declassification date Is
annotated if only RD
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Figure 37. Example of FRD Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Required Warning Notice (must be placed on

front/cover page of document)

SECRET/FORMERLY RESTRICTED DATA

(S/IFRD) This is the marking for a portion that is classified SECRET - FORMERLY
RESTRICTED DATA.

FORMERLY RESTRICTED DATA

: ; Unauthorized disclosure subject to
Classified By ‘;Z';:nso'gg Dir., Applied administrative and criminal sanctions
Derived From: DOE/DoD Joint Handle as RESTRICTED DATA in foreign

_ dissemination, Section 144b, Atomic
Classification guide, date Energy Act of 1954

SECRET/FORMERLY RESTRICTED DATA

Z

Only DOEDoD Joint Classification guldes may be used for derivative classification of FRD.
No declassification date is annotated on documents whese contents are only RD or FRD.

Figure 38. Example of CN'WDI Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

Both warning notices are required
{(must be placed on front/cover page

of document)
|
SECRET/RESTRICTED DATA-N
(SIIRD-M) This is the marking for a portion that is classified SECRET RESTRICTE
DATA - CRITICAL NUCLEAR WEAPON DESIGHN INFORMATION.
Critical Nuclear Weapon Design Information
DoD Directive 5210.2 applies.
Classified By: John Smith, Dir., Applied Tech. RESTRICTED DATA.
Derived From: DOE classification guide, date This document contains
RESTRICTED DATA as defined in
the Atomic Energy Act of 1954
Unauthorized disclosure subject to

Mo declassification date administrative and criminal
is required sanctions.

SECRET/RESTRICTED DATA-N
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Figure 39. Example of SIGMA Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//RD-SIGMA 12

(S//RD-SG 1) This is the marking for a portion that is classified SECRET - RESTRICTED
DATA, SIGMA 1.

(S//RD-SG 2) This is the marking for a portion that is classified SECRET - RESTRICTED
DATA, SIGMA 2.

RESTRICTED DATA.
This document contains RESTRICTED

DATA as defined in the Atomic Energy Act
Classified By: John Smith, Dir, Applied Tech of 1954, | %

Derived From: DOE classification quide, date 10 administ and &t 1

SECRET//RD-SIGMA 12 \

A
Required warning notice (must be placed
on front/cover page of document)

Figure 40. Example of SIGMA 14 Markings

UNCLASSIFIED ~ CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET/FRD-SIGMA 14

(S//FRD-SG 14) This is the marking for a portion that is classified SECRET -
FORMERLY RESTRICTED DATA, SIGMA 14,

This document may not be reproduced or
disseminated beyond onginal distribution
without approval of the originator, the

FORMERLY RESTRICTED DATA

originating agency Use Control Site
Coordnator. or the Natonal Nuciear it gl
Control Program Coordinator

Classified By: John Smith, Dir, Applied Tech
Derived From: DOE classification guide, date
SECRET//FRD-SIGMA 14

Required notice and handling instruction (must
be placed on front/cover page of document)
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Figure 41. Example of DoD UCNI Marking in a Classified Document

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//DOD UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION

(U/DCNI) This is the marking for a portion containing only DoD UNCLASSIFIED
CONTROLLED NUCLEAR INFORMATION.,

(S} An expanded statement, substantially similar to the one shown below, is required on
the face of documents and other materials containing DoD UCHI that are transmitted
outside the Department.

Department of Defense
Unclassified Controlled Nuclear Information
Exempt From Mandatory Disclosure nnder
5 USC 552 (bp(3). as anthorized by 10 USC 128
Unauthorized dissemination subject to civil and criminal sanctions wnder
Section 145 of the Atomic Energy Act of 1954, as amended (42 USC 2168).

SECRET//DOD UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION

Ficure 42. Example of DOE UCNI Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

UNCLASSIFIED//DOE UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION

(U/JUCNI) This is the marking for a portion for an unclassified DOE UNCLASSIFIED
CONTROLLED NUCLEAR INFORMATION portion.

(U) Place the following warning statement on the face of the document:

Unclassified Controlled Nuclear Information
Exempt From Mandatory Disclosure under
5 USC 552 (b)(3), as authorized by 10 USC 128
Unauthorized dissemination subject to civil and criminal sanctions under
Section 148 of the Atomic Energy Act of 1954, as amended (42 USC 2168).

UNCLASSIFIED//DOE UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION
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Figure 43. Example of FGI Marking

UNCLASSIFIED ~ CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//FGI DEU GBR

(TS) This is the marking for a portion which is classified TOP SECRET. This portion
shall contain only US classified information.

(/DEU 8) This is the marking for a German SECRET portion within a US classified
document. This portion shall contain only German SECRET FGI.

(/GBR U) This is the marking for a British UNCLASSIFIED portion within a US
classified document. This portion shall contain only British UNCLASSIFIED FGI.
Classified By: J. Jones, Dir., Ofc of Good Works
Derived From: Multiple Sources
Declassify On: 20321215
TOP SECRET//FGI DEU GBR

Ficure 44. Example of FGI Marking with NATO Information

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//FGI DEU GBR NATO

(C) This is the marking for a portion which is classified CONFIDENTIAL. This portion shall
contain only US classified information.

(/DEU S) This is the marking for a German SECRET portion within a US classified document.
This portion shall contain only German SECRET FGI,

(/GBR 8) This is the marking for a British SECRET portion within a US classified document.
This portion shall contain only British SECRET FGI,

(/ICTS) This is the marking for a NATO COSMIC TOP SECRET portion within a US classified
document. This portion shall contain only NATO COSMIC TOP SECRET FGI.

Classified By: T. Smith, Pgm Mar THIS DOCUMENT CONTAINS
Derived From: Multiple Sources NATO TOP SECRET INFORMATION

Declassify On: 256X, 20571215
TOP SECRET//IFGI DEU GBR NATO
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Figure 45. Example of FGI Marking When Originating Country Is Concealed

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET/IFGI

(S) This is the marking for a portion which is classified SECRET. This portion shall contain only
U.S. classified information

(/DEU S) This is the marking for a German SECRET portion within a U.S. classified document.
This portion shall contain only German SECRET FGI.

(//FGI S) This is the marking for a portion which is FGI classified SECRET in cases where the
originating country must be concealed within a U_S. classified document. This portion shall
contain only SECRET FGI from that single, originating country. The banner line specifies only
FGI as it is the most restrictive marking.

Classified By: T. Smith, Pgm Mgr

Denved From: Memorandum XYZ,
Dated 20071215

Declassify On: 20321215

SECRET/IFGI

Figure 46. Example of FGI Marking with REL TO

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//IFGI CAN DEU

(S//REL TO USA, AUS) This is the marking for a portion that is releasable to Australia within a
U.S. classified document. This portion shall contain only U.S. classified information that is
releasable to Australia.

(//ICAN S//REL TO USA, AUS, CAN, GBR) This is the marking for a Canadian SECRET
portion for which Canada has allowed release back to Canada and further release to Australia
and Great Britain within a U.S. classified document. This portion shall contain only Canadian
SECRET FGl releasable to those countries listed.

(//IDEU TS) This is the marking for a German TOP SECRET portion within a U.S. classified
document. This portion shall contain only German TOP SECRET FGI.

Classified By: T. Smith, Pgm Mgr

Derived From: Memorandum XYZ,
Dated 20071215

Declassify On: 20321215

TOP SECRET//IFGI CAN DEU
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Figure 47. Example of FOUO Marking in a Classified Document

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

(S) This is the marking for a portion which is classified SECRET. This portion is marked
for training purposes only.

(U//FOUQ) This is the marking for a portion which is controlled as FOR OFFICIAL USE
ONLY. Note that within a classified document, FOUQ is not carried up to the banner line.

Classified by: Frank Brown, Senior Analyst
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

SECRET

Figure 48. Example of FOUO-LES Marking in a Classified Document

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

(S) This is the marking for a portion which is classified SECRET. This portion is marked
for training purposes only.

(U//IFOUO-LES) This is the marking for a portion which is controlled as FOR OFFICIAL
USE ONLY-Law Enforcement Sensitive. Note that within a classified document, FOUO-
LES is not carried up to the banner line.

Classified By: Frank Brown, Senior Analyst
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

SECRET

Figure 49. Example of ORCON Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//ORCON//NOFORN

(TS/IOC/NF) This is the marking for a portion which is classified as TOP SECRET
ORIGINATOR CONTROLLED. In accordance with ICD 710, a foreign disclosure marking
(NOFORN) is included. This portion is marked for training purposes only.

Classified By: J. Jones, Dir., Dept of Good Works
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

TOP SECRET//ORCON//NOFORN
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Figure 50. Example of REL TO Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//REL TO USA, EGY, ISR

(TS//REL) This is the marking for a portion that is classified TOP SECRET
AUTHORIZED FOR RELEASE TO USA, EGYPT, AND ISRAEL (same as page marking.)

Classified By: Jane Jones, Pgm Mgr
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

TOP SECRET//REL TO USA, EGY, ISR

Figure 51. Example of REL TO Marking When Not All Portions Are Equally Releasable

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//REL TO USA, NZL, NATO

(S//IREL TO USA, JPN, NZL, NATO) This is the marking for a portion that is classified
SECRET AUTHORIZED FOR RELEASE TO USA, Japan, New Zealand and NATO.
Note that the entire document is releasable to USA, NZL, and NATO, but this paragraph
is releasable to those countries plus JPN

(S/IREL) This is the marking for a portion that is classified SECRET AUTHORIZED FOR
RELEASE TO USA, New Zealand and NATO (the same as the page markings.)

Classified By: Jane Jones, Pgm Mgr
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20321215

SECRET//REL TO USA, NZL, NATO

Figure 52. Example of REL TO Marking When Portions Lack Explicit Release Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

(S//REL TO USA, JPN, NZL, NATO) This is the marking for a portion that is classified
SECRET AUTHORIZED FOR RELEASE TO USA, Japan, New Zealand, and NATO.

(S) This is the marking for a portion that is classified SECRET. Without a positive
release marking, it is not releasable to the countries and organizations listed in the above
paragraph. Thus, the banner line will reflect the U.S. classification only. (Note the IC
handles this situation differently; see text for discussion.)

Classified By: Jane Jones, Pgm Mgr
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171215

SECRET
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Figure 53. Example of DEA SENSITIVE Marking in a Classified Document

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//NOFORN/DEA SENSITIVE
(U//IDSEN) This is the marking for a portion that is UNCLASSIFIED DEA SENSITIVE.

(S/INF) This is the marking for a portion that is classified SECRET NOFORN.

Classified By: Jane Doe, Asst Dir., Drug Monitoring Ofc
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

SECRET//NOFORN/DEA SENSITIVE

Figure 54. Example of DISPLAY ONLY Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//DISPLAY ONLY AFG

(S/IDISPLAY ONLY AFG) This is the marking for a portion which is classified SECRET
and authorized for DISPLAY ONLY to Afghanistan.

(S/IDISPLAY ONLY AFG) This is the marking for a portion which is classified SECRET
and authorized for DISPLAY ONLY to Afghanistan.

CLASSIFIED BY: K. Green, MG, USA, CMDR. TF ZULU
REASON: 1.4(b). 1.4(d)
DECLASSIFY ON: 20361231

SECRET//DISPLAY ONLY AFG
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Figure 55. Example of DISPLAY ONLY Marking with REL TO

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//REL TO USA, GBR/DISPLAY ONLY AFG

(S//IREL TO USA, GBR/DISPLAY ONLY AFG) This is the marking for a portion which is
classified SECRET, authorized for release to the U.S. and United Kingdom, and
authorized for DISPLAY ONLY to Afghanistan.

(S//REL TO USA, GBR/DISPLAY ONLY AFG) This is the marking for a portion which is
classified SECRET, authorized for release to the U.S. and United Kingdom, and
authorized for DISPLAY ONLY to Afghanistan. REL TO and DISPLAY ONLY appear in
the banner line because all portions carry the same markings, to include the same country
lists.

CLASSIFIED BY: K. Green. MG, USA, CMDR. TF ZULU

REASON: 1.4(b), 1.4(d)
DECLASSIFY ON: 20361231

SECRET//REL TO USA, GBR/DISPLAY ONLY AFG

Figure 56. Example of DISPLAY ONLY Marking When Not All Portions are DISPLAY ONLY

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//REL TO USA, GBR

(S//REL TO USA, GBR/DISPLAY ONLY AFG) This is the marking for a portion which is
classified SECRET, authorized for release to the U.S. and United Kingdom, and
authorized for DISPLAY ONLY to Afghanistan.

(S//REL TO USA, GBR) This is the marking for a portion which is classified SECRET,
authorized for release to the U.S. and United Kingdom.

CLASSIFIED BY: K. Green. MG, USA. CMDR. TF ZULU
REASON: 1.4(b). 1.4(d)
DECLASSIFY ON: 20361231

SECRET//REL TO USA, GBR
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Fioure 57. Example of DISPLAY ONLY Marking In Mixed Releasability Situation

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET

(S//IREL TO USA, IRQ) This is the marking for a portion which is classified SECRET
authorized for release to the U.S. and Iraq.

(S/IDISPLAY ONLY AFG) This is the marking for a portion which is classified SECRET
and authorized for DISPLAY ONLY to Afghanistan.

(S) This is a portion which is classified SECRET. Further release and/or disclosure must
be determined by a foreign disclosure officer.

CLASSIFIED BY: K. Green, MG, USA, CMDR. TF ZULU
REASON: 1.4(b). 1.4(d)
DECLASSIFY ON: 20361231

SECRET

Ficure 58. Example of LIMDIS Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

UNCLASSIFIED//LIMITED DISTRIBUTION

(U//IDS) This is the marking for a portion that is UNCLASSIFIED LIMITED DISTRIBUTION.
This portion is marked for training purposes only.

(U) The notice below is required on the front of each document containing LIMDIS:
Distribution authorized to DoD, IAW 10 U.S.C.130 & 455. Release authorized to U.S. DoD
contractors IAW 48 C.F.R. 252.245-7000. Refer other requests to: Headquarters, NGA,
ATTN: Release Officer, Mail Stop S82-OIAD, 7500 Geoint Drive, Springfield, VA 22150-7500.
Destroy IAW DoDM 5200.01. Removal of this caveat is prohibited.

UNCLASSIFIED//LIMITED DISTRIBUTION
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Figure 59. Example of ACCM Markings

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//ACCM-FICTITIOUS EFFORT/TEA LEAF

(S/IACCM) This is the marking for a portion which is SECRET ACCM-protected
information with the nicknames “FICTITIOUS EFFORT” and “TEA LEAF” (same as
banner marking).

(S/IACCM-TEA LEAF) An ACCM-protected portion requiring only the nickname “TEA
LEAF” would be marked as shown in this paragraph.

(S//ACCM-FICTITIOUS EFFORT) This is the marking for a portion which is SECRET
ACCM-protected information requiring only the nickname “FICTITIOUS EFFORT.”

Classified By: Tom Brown, Chief, Tea Leaf Program Ofc
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20121215

SECRET//ACCM-FICTITIOUS EFFORT/TEA LEAF

Figure 60. Example of IMCON Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET/IMCON/RELIDO

(S/IMC/RELIDO) This is the marking for a portion that is classified SECRET
CONTROLLED IMAGERY and whose further release may be determined by a designated
intelligence disclosure official, or those to whom such authority has been delegated.

Classified By: J. Jones, Mgr., ABC Dept.

Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20321215

SECRET//IMCON
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Figure 61. Example of IMCON Banner Marking When There Are NOFORN Portions

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET/IMCON/NOFORN

(S/IMC//IREL TO USA, AUS, CAN) This is the marking for a portion that is classified
SECRET CONTROLLED IMAGERY, RELEASABLE TO Australia and Canada, and
carried forward to a derivative document.

(TS/INF) This is the marking for a portion which is classified TOP SECRET NOFORN.

Classified By: J. Jones, Mgr., ABC Dept.
Derived From: Memorandum XYZ, Dated 20030120
Declassify On: 20280120

TOP SECRET/IMCON/NOFORN

Figure 62. Example of NOFORN Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//NOFORN

(TS/INF) This is the marking for a portion that is classified TOP SECRET NOT
RELEASABLE TO FOREIGN NATIONALS. With two exceptions (NNPI and NPD-1),
NOFORN may be applied only to intelligence information.

Classified By: J. Jones, Mgr., ABC Dept.
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

TOP SECRET//NOFORN

Figure 63. Example of NOFORN Markings with REL TO Portions

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//NOFORN

(S/REL TO USA, JPN) This is the marking for a portion that is classified SECRET
RELEASABLE TO USA and JAPAN.

(S/INF) This is the marking for a portion which is classified SECRET NOT RELEASABLE
TO FOREIGN NATIONALS. Note that NOFORN takes precedence over REL TO in the
banner line.

Classified By: J. Jones, Mgr., ABC Dept.
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

SECRET//NOFORN
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Figure 64. Example of PROPIN Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

CONFIDENTIAL//NOFORN/PROPIN

(C/INFIPR) This is the marking for a portion that is classified CONFIDENTIAL
PROPRIETARY INFORMATION and which is not releasable to foreign nationals.

Classified By: J. Jones, Mgr., ABC Dept.
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

CONFIDENTIAL//INOFORN/PROPIN

Figure 65. Example of RELIDO Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//RELIDO

(S//IRELIDO) This is the marking for a portion that is classified SECRET which the
originator has determined is RELEASABLE BY INFORMATION DISCLOSURE
OFFICIAL. This marking explicitly states that a DIDO, or designee(s), may release the
material in accordance with existing foreign disclosure policy and procedures.

(S//REL TO USA, AUS, CAN/RELIDO) This is the marking for a portion that is classified
SECRET in which the coriginator has made a release decision for the listed countries.
RELIDO allows a DIDO, or designee(s), to make the decision to further release the
information to other countries.

(U) The RELIDO marking is carried in the banner line because it is stated in all portions.

Classified By: J. Jones, Mgr., ABC Dept.
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171231

SECRET//RELIDO
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Figure 66. Example of FISA Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

TOP SECRET//NOFORN/FISA

Applicable FISA Warning or Caveat (contact the cognizant legal office for wording of the
required warning or caveat.)

(TS//INFIFISA) This is the marking for a portion which is TOP SECRET, is not releasable
to foreign nationals, and contains FOREIGN INTELLIGENCE SURVEILLANCE ACT
(FISA) information.

Classified By: J. Jones, Mgr., ABC Dept.
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20171215

TOP SECRET//NOFORN/FISA

Figure 67. Example of EXDIS Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//EXDIS

(S/IXD) This is the marking for a portion that is SECRET EXCLUSIVE DISTRIBUTION. This
portion is marked for training purposes only.

Classified By: J. Jones, Dir., DoS
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20321231

SECRET//EXDIS

Figure 68. Example of NODIS Marking

UNCLASSIFIED — CLASSIFICATION MARKINGS FOR ILLUSTRATION PURPOSES ONLY

SECRET//NODIS

(S//ND) This is the marking for a portion that is SECRET NO DISTRIBUTION. This portion is
marked for training purposes only.

Classified By: T. Smith, Dir_, DoS
Derived From: Memorandum XYZ, Dated 20071215
Declassify On: 20321231

SECRET//NODIS
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Figure 69. Example of SBU Marking

UNCLASSIFIED//SBU

(U//SBU) This is the marking for a portion that is SENSITIVE BUT UNCLASSIFIED. This
portion is marked for training purposes only.

UNCLASSIFIED//SBU

Figure 70. Example of SBU-NF Marking

UNCLASSIFIED//SBU NOFORN

(U//SBU-NF) This is the marking for a portion that is SENSITIVE BUT UNCLASSIFIED
NOFORN. This portion is marked for training purposes only.

UNCLASSIFIED//SBU NOFORN
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APPENDIX H

INTERNATIONAL INFORMATION SECURITY STANDARDS
SECURITY CONTROL MAPPINGS FOR ISO/EC 27001 AND 15408

security control coverage with respect to ISO/IEC 27001, Information technology—-Security

techniques-Information security management systems—Requirements’" and ISO/IEC
114

The mapping tables in this appendix provide organizations with a general indication of

15408, Information technology — Security techniques -- Evaluation criteria for IT security.
ISO/IEC 27001 may be applied to all types of organizations and specifies requirements for
establishing, implementing, operating, monitoring, reviewing, maintaining, and improving a
documented information security management system (ISMS) within the context of business
risks. NIST Special Publication 800-39 includes guidance on managing risk at the organizational
level, mission/business process level, and information system level, is consistent with ISO/TEC
27001, and provides additional implementation detail for the federal government and its
contractors. ISO/IEC 15408 (also known zs the Common Criteria) provides functionality and
assurance requirements for developers of mformation systems and information system
components (i.e., information technology aroducts). Since many of the technical security controls
defined in Appendix F are implemented in hardware, software, and firmware components of
information systems, organizations can obtain significant benefit from the acquisition and
employment of information technology products evaluated against the requirements of ISO/IEC
15408. The use of such products can provide evidence that certain security controls are
implemented correctly, operating as intenced, and producing the desired effect in satisfying stated
security requirements.

Previously, the ISO/IEC 27001 mappings were created by relating the primary security topic
identified in each of the Special Publication 800-53 base controls to a similar security topic in the
ISO/IEC standard. This methodology resu ted in a mapping of security control relationships
rather than a mapping of equivalent securicy control requirements. The ISO/IEC 27001:2013
update provided an opportunity to reassess whether the implementation of a security control from
Special Publication 800-53 satisfied the in:ent of the mapped control from ISO/IEC 27001 and
conversely, whether the implementation o7 a security control from ISO/TEC 27001 satisfied the
intent of the mapped control from Special Publication 800-53. To successfully meet the mapping
criteria, the implementation of the mapped controls should result in an equivalent information
security posture. However, this does not mean that security control equivalency based solely on
the mapping tables herein should be assuired by organizations. While the revised security control
mappings are more accurate, there is still some degree of subjectivity in the mapping analysis
because the mappings are not always one-0-one and may not be completely equivalent. The
following examples illustrate some of the mapping issues:

o Example 1: Special Publication 800-53 contingency planning and ISO/IEC 27001 business
continuity management were deemed 10 have similar, but not the same, functionality.

¢ Example 2: In some cases, similar topics are addressed in the two security control sets but
provide a different context, perspective, or scope. Special Publication 800-53 addresses

" ISO/EC 27001 was published in October 2013 by the International Organization for Standardization (ISO) and the
[nternational Electrotechnical Commission (IEC).

14 ISOMEC 15408 was published in September 2012 by the International Organization for Standardization (ISO) and
the Intemational Electrotechnical Commission (IECY.

APPENDIX H PAGE H-1
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information flow control broadly in terms of approved authorizations for controlling access
between source and destination objectz, whereas ISO/TEC 27001 addresses information flow
more narrowly as it applies to intercomected network domains.

e Example 3: Security control A.6.1.1, Irformation Security Roles and Responsibilities, in
ISO/IEC 27001 states that “all inform:tion security responsibilities shall be defined and
allocated™ while security control PM-10, Security Authorization Process. in Special
Publication 800-53 that is mapped to 4.6.1.1, has three distinct parts. The first part states that
the organization “designates individua's to fulfill specific roles and responsibilities...” If
A.6.1.1 is mapped to PM-10 without providing any additional information, organizations
might assume that if they implement A.6.1.1 (i.e., all responsibilities are defined and
allocated), then the intent of PM-10 would also be fully satisfied. However, this would not be
the case since the other two parts of PIM-10 would not have been addressed. To resolve and
clarify the security control mappings, when a security control in the right column of Tables
H-1 and H-2 does not fully satisfy the intent of the security control in the left column of the
tables, the control in the right column s designated with an asterisk (*).

In a few cases, an ISO/IEC 27001 security control could only be directly mapped to a Special
Publication 800-53 control enhancement. In such cases, the relevant enhancement is specified in
Table H-2 indicating that the correspondinz ISO/IEC 27001 control satisfies only the intent of the
specified enhancement and does not address the associated base control from Special Publication
800-53 or any other enhancements under that base control. Where no enhancement is specified,
the ISO/TEC 27001 control is relevant only to the Special Publication 800-53 base control.

And finally, the security controls from ISC/IEC 27002 were not considered in the mapping
analysis since the standard is informative rather than normative.

APPENDIX H PAGEH-2

133



Special Publication 800-53 Revision 4

Saecurity and Prvacy Controls for Federal irformation Systems

and Organizations

Table H-1 provides a mapping from the security controls in NIST Special Publication 800-53 to

the security controls in ISO/IEC 27C01. Please review the introductory text at the beginning of
Appendix H before employing the mappings in Table H-1.

TABLE H-1: MAPPING NIST SP 800-53 TO ISONEC 27001

A51.1,A512 A6.11.AB11, A1211, A18.1.1,

AC-1 | Access Control Policy and Procedures
A1822
AC-2 | Account Management AB21, A822 A923 AB25A926
AC-3 | Access Enforcement AB22 A0912 A941 A044 AD45 A1311,
A1412 A1413,A1813
AC-4 | Indoemation Flow Enforcement A13.1.3 A1321,A1412 A1413
AC-5 | Separaion of Duties AB.1.2
AC-6 | Least Privilege A91.2 AB23 AL44 A045
AC-7 | Unsuccessful Logon Attempts A942
AC-8 | System Use Notification A942
AC-9 | Previous Logon (Access) Notificalion AS42
AC-10 | Concurrent Session Control Nona
AC-11 | Session Lock A 1128 A11.29
AC-12 | Session Termination Nane
AC-13 | Withdrawn -
AC-14 | Permitted Acticns withcut Identification or Nane
Authentication
AC-15 | Withdrawn —
AC-18 | Security Aftributes None
AC-17 | Remote Access AB21,A622 A131.1,A1321,A141.2
AC-18 | Wiraless Access AB21,A131.1,A13.21
AC-19 | Access Controfl for Mobde Davices AG21,A1126 A1321
AC-20 | Use of External Information Systans A11.26 A13.11, A1321
AC-21 | Information Sharing Nene
AC-22 | Pudiicly Accessible Content Nene
AC-23 | Data Mlm! Protection None
AC-24 | Access Cantrol Decisions Ag41*
AC-25 | Refarance Monitor None
AT-1 | Security Awaraness and Tralning =olicy and AS11AS512 A6 1, A121.1, A1811, A1822
Procedures
AT-2 | Security Awareness Training AT722 A1221
AT-3 | Role-Based Secwrity Training AT7.22*
AT-4 | Security Training Records Nona
AT-5 | Withdrawn -
AU-1 | Audit and Accountablity Policy and Procedures | AS5.1.1, A51.2 A6.1.1, A 12.1.1, A 1811, A 1822
AU-2 | Audit Events Nonea
AU-3 | Content of Audit Records Al241*
AJ-4 | Audit Storage Capacity A12.1.3
AU-5 | Response to Audit Processing Falures None
AU-6 | Aucit Review, Analysis, and Repo-ting A1241, A1612 A1614
AU-7 | Augit Reduction and Report Ganatation None
AU-8 | Time Stamps Al244
AU-8 | Protection of Audit Information A1242 A1243 A1613
AU-10 | Non-repudation Noae
AU-11 | Audit Record Retention A1241, A16.17
AU-12 | Audit Generation A124.1,A12413
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AU-13
AU-14 | Session Audit Al124.1°
AU-15 | Altamate Audit Capability None
AU-16 | Cross-Organizational Auditing Nene
CA-1 Security Assessment and Authorization Folicies | AS1.1,A51.2 AB1.1, A 1211, A18.1.1, A1822
and Procadures
CA-2 | Securlty Assessments A1428, A 1822 A1823
CA-3 | Systam Interconnections A131.2 A13.21,A1322
CA-4 | Withdrawn -
CA-5 | Plan of Action and Milestones None
CA-8 | Security Authorization None
CA-7 | Continucus Monitaring None
CA-8 | Penetration Testing None
CAG | Intemal System Connactions None
CM-1 | Configuration Management Policy and AS511,A512 A61.1.A121.1, A181.1,A1822
Procedures
CM-2 | Baseine Configuration None
CM-3 | Configuration Change Control A121.2 A1422 A1423, 81424
CM-4 | Securty Impact Analysis A1423
CM-5 | Access Restrictions for Chanp AB23 ABA45 A1212 A12.14 A1251
CM-6_ | Configuration Settings None
CM-7 | Least Functionasity A251°
CM-8 | Information System Component Inventar AB11,A812
CM-8 | Configuration Management Plan AG.1.1*
CM-10 | Software Usage Restriciions A18.1.2
CM-11 | Usar-insialled Software AI251,A1262
CP- Caontingency Planning Policy and Procedires AS511,A512 A611,A1211,A181.1, A18.22
CP- Contingency Plan AB11, AITAI AITZA
CP-3 | Contingency Training AT22"
CP-4 Conlngenoy Plan Testing A171.3
CP-5 | Withdrawn —
CP-6_| Altemate Storage Site A11.14,A17.1.2,A.17.2.1
CP-T | Allemate Processing Site A114 A1T.1.2, AI7.21
CP-8 | Telecommunications Services AI1.22 AT 2
CP-2 | Informadion System Backup A1231,A17.1.2, A181.3
CP-10 | Informasion System Recovery and AlTA2
Reconssiution
CP-11 | Alemate Communicalions Protocols AITAZ
CP-12 | Safe Made None
CP-13 | Alternative Securlty Machanisms AT
A1 Identiication and Authentication Polcy and AS511,A512A61.1, A121.1, A 18.1.1, A1B22
Proceduree
A-2 Identification and Authentication A9.21
{Organzational Users)
IA-3 | Devica |dentification and Authantication None
1A-4 Identifier Management A9.21
1A-5 | Authenticator Management A921,A824 A831,A843
1A-6 | Authenticator Feedback AS42
14-7 | Cryptographic Module Authenfication A18.1.5
1A-8 | identification and Authentication (Non- A9.21
Organizational Users)
1A-3 Service Idenfification and Authentication None
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IA-11 | Re-authenticaSion Nene
IR-1 Incident Response Policy and Procedues AS51.1,A512 AB11 A1211A18.1.1, A 1822
IR-2 Incident Responsa Training AT7.22"
R-3 Incident Response Testng None
IR-4 Incident A161.4 A1615 A 1616
IR-5 Incident Monilofing Nons
IR-6__| Incident Reporting A6.1.3.A16.1.2
IR-7 Incident Response Assistance None
IR-8 Incident Response Plan A.16.1.1
IR-8 | Information Spillage Response Nona
IR-10_| Integrated Informaticn Security Analysk Team None
MA-1 | System Maintenance Policy and Procedures AS511,AS12 A61.1,A121.1,A181,1,A1822
MA-2 | Confrolied Maintenance Af1124% AN1125
MA-3 | Maintenance Teools None
MA-4 | Nonlccal Maintenance Noae
MA-5 | Maintenance Personnal None
MA-§ | Timely Maintenance A11.24
MP-1 | Media Prosection Policy and Procedures AS511,A512 A61.1, A1211,A18.1.1, A 1822
MP-2 | Media Accass AB823 AB831,A1129
MP-3 | Meda Marking Ad.22
MP-4 Media Storage AB8.23 ABE31,A1129
MP-5 | Modia Transport AB23 AE31,AB33 A1125 A1126
MP-6 | Media Sanitization AB23 A831,AB32 A1127
MP-7 | Media Usa AB23 AB31
MP-8 | Media Downgrading None
PE-1 | Physical and Environmental Protection Solicy AS11, AS1.2A61.1, A121.1,A181,1, A 1822
and Procedures
PE-2 | Physical Access Authorizations A11.1.2*
PE-3 | Pnysical Access Control A11.1.1,A11.12, A11.1.3
PE-4 | Access Control for Trensmission Medun A11.1.2,A11.23
PE-5 Access Control for Cutput Devices A111.2, A1113
PE-8 | Monitoring Physical Access None
PE-7 | Withdrawn —
PE-B | Visitor Access Records None
PE-9 | Power Equipment and Cabling A1114, A11.21,A11.22 A1123
PE-10 | Emergency Shuloff AT12.2
PE-11 | Emergency Power Atl122
PE-12 | Emeargency Lighting Allzz
PE-13 | Fire Protection All14 A1121
PE-14 | Temperature and Humidity Controls AN1I4 ATI21 A1122
PE-15 | Water Damage Proteciion AT11.14, A11.21,A11.22
PE-16 | Dslivery and Removal AB823 A11.1.6 A11.25
PE-17 | Altemnate Work Site AB22 A11.26 A13.21
PE-18 | Location of information System Comporants AB23,A1114 AT11.21
PE-18 | Information Lukag Al114 A1121
PE-20 | Asse! Monitoring and Tracking AB.23"
PL-1 Security Pi-m'ugPdicy and Procedures AS11,A51.2 A61.1,A121.1,A181.1,A.1822
PL-2 | System Security Plan A14.11
PL-2 | Withdrawn -
PL-4 | Rufes of Bahavior AT12, AT21,AB13
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PL-5 | Withdrawn -
PL-6 | Withdrawn —
PL-7 | Security Concept of Cperations Al14.1.1*
PL-8 | Information Security Architecture Al14.1.1*
PL-9 | Central Management None
PS-1 Personnel Security Policy and Procedures AS511,A512 A6.1.1,A12.1.1,A18.1.1,A.182.2
PS-2 | Position Risk Designation None
PS-3 | Personnel Screening AT711
PS4 Personnel Termination AT731,A814
PS-5 | Personnel Transfer AT731,A814
PS-6 | Access Agreements AT12 AT21,A1324
PS-7 | Third-Party Personnel Security AB.1.1% AT7.21"
PS-8 | Personnel Sanctions AT23
RA-1 | Risk Assessment Policy and Procedures AS51.1,A512 A6.1.1,A.12.1.1,A.18.1.1, A.1822
RA-2 | Security Categorization AB821
RA-3 | Risk Assessmeant A1261°
RA-4 | Withdrawn —
RA-5 Vulnerability Scannlﬂ A126.1*
RA-8 | Technical Survelllance Countermeasures None
Survey
SA-1 | System and Services Acquisition Policy and AS51.1,A512 A6.1.1, A12.1.1 A18.1.1, A18.2.2
Procedures
SA-2 | Allocation of Resources Naone
SA-3 | System Development Life Cycle AG11,AB15 A1411, A1421, A 1426
SA4 | Acquisition Process Al411, A1427 A1429 A 1512
SA-5 | Information System Documentation A121.1°
SA-6 | Withdrawn —
SA-7 | Withdrawn —
SA-8 | Security Engineering Principles A 1425
SA-9 | External Information System Services 26; 21..2 AB1S5 AT21, A1312 A1322 A1521,
1
SA-10 | Developer Oonﬁguraﬁon Managemem A121.2 A1422 A14.24 A 1427
SA-11 | Developer Security Testing and Evaluation A1427 A1428
SA-12 | Supply Chain Protections A14.2.7, A151.1,A151.2 A.15.1.3
SA-13 | Trustworthiness None
SA-14 | Criticality Analysis Nene
SA-15 | Development Process, Standards, and Tools A6.1.5 A14.21,
SA-16 | Developer-Provided Training None
SA-17 | Developer Security Architecture and Design A14.21,A.14.25
SA-18 | Tamper Resistance and Detection None
SA-19 | Component Authenticity None
SA-20 | Customized Development of Critical None
Components
SA-21 | Developer Screening AT7.1.1
SA-22 | Unsupported System Components None
SC-1 | System and Communications Protection Policy | A.5.1.1, A5.1.2, A6.1.1, A.12.1.1, A.18.1.1, A.18.2.2
and Procedures
SC-2 | Application Partitioning None
SC-3 | Security Function isolation None
SC~4 | Information In Shared Rasources None
SC-5 | Denial of Servica Protection None
SC-6 | Resource Availability None
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SC-8 Transmission Confidentiality and Integrity AB823 A13.1.1,A1321, A1323 A14.1.2 A 1413
SC-9 | Withdrawn —
SC-10 | Network Disconnect A13.1.1
SC-11 | Trusted Path None
SC-12 | Cryptographic Key Establishment and A10.1.2
Management
SC-13 | Cryptographic Protection A10.11,A141.2 A 1413 A181.5
SC-14 | Withdrawn -
SC-15 | Collaborative Computing Devices A.13.2.1*
SC-16 | Transmission of Security Attributes None
SC-17 | Public Key Infrastructure Certificates A.10.1.2
SC-18 | Mobile Code None
SC-19 | Voice Over Internat Protocol None
SC-20 | Secure Name/Address Resolution Service None
(Authoritative Source)
SC-21 | Secure Name/Address Resolution Service None
(Recursive or Caching Resolver)
SC-22 | Architecture and Provisioning for None
Name/Address Resolution Service
SC-23 | Session Authenticity None
SC-24 | Fail in Known State None
SC-25 | Thin Nodes None
SC-26 | Honeypots None
SC-27 | Platform-Independent Applications None
SC-28 | Protection of Information at Rest AB23"
SC-29 | Heterogeneity None
SC-30 | Concealment and Misdirection None
SC-31 | Covert Channel Analysis None
SC-32 | information System Partitioning None
SC-33 | Withdrawn -
SC-34 | Non-Modifiable Executable Programs None
SC-35 | Honeycllents None
SC-36 | Distributed Processing and Storage None
SC-37 | Qut-of-Band Channels None
SC-38 | Operations Security A12x
SC-39 | Process Isolation None
SC-40 | Wireless Link Protection None
SC-41 | Port and I/O Device Access None
SC-42 | Sensor Capabiiity and Data None
SC-43 | Usage Restrictions None
SC-44 | Dstonation Chambers None
SI-1 | System and Information Integrity Policy 2nd A51.1,A512 A6.1.1,A121.1,A18.1.1, A.18.22
Procedures
SI-2 Flaw Remediation A126.1,A1422 A 1423 A.16.1.3
SI-3 Malicious Ccde Protection A.12.2.1
514 Information System Monitoring None
S1-5 Security Alerts, Advisorias, and Diractives AB.1.4"
SI-6 Security Function Verification None
SI-7__ | Software, Firmware, and Infermation Integrity None
Si1-8 Spam Protection None
Si1-9 Withdrawn —
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SI-10 | Information Input Validation

Sl-11 Error Handling

Si-12 Information Handling and Retenticn

S1-13 | Predictable Failure Prevention

Si-14 | Non-Persistence

SI-15 | Information Output Filtering

S1-16 Memory Protection

SI-17 | Fail-Safe Procedures

PM-1 Information Security Program Plan A5.1.1,A5.1.2 A6.1.1,A.18,1.1, A.182.2

PM-2 | Senior Information Security Officer A6.1.1*

PM-3 | Information Security Resources None

PM-4 | Plan of Action and Milestones Process None

PM-5 Information System Inventory None

PM-8 | Information Security Measures of Performance None

PM-7 | Enterprise Architecture None

PM-8 | Critical Infrastructure Plan None

PM-9 | Risk Management Strategy None

PM-10 | Security Authorization Process AB6.1.1*

PM-11 | Mission/Business Process Definition None

PM-12 | Insider Threat Program None

PM-13 | Information Security Workforce A722"

PM-14 | Testing, Training, and Monitoring None

PM-15 | Contacts with Security Groups and AB.14

Associations

PM-16 | Threat Awareness Program None
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Table H-2 provides a mapping from the security controls in ISO/IEC 27001 to the security
controls in Special Publication 800-53.'" Please review the introductory text at the beginning
of Appendix H before employing the mappings in Table H-2.

TABLE H-2: MAPPING ISO/IEC 27001 TO NIST SP 800-53

L e )
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A.5.1 Management direction for information security

A5.1.1 Policies for information security

All XX-1 controls

A.5.1.2 Review of the policies for information security

All XX-1 controls

A.8 Organization of information security

A.6.1 Internal organization

A.6.1.1 Information security roles and responsibilities

All XX-1 controls, CM-9, CP-2,PS-7, SA-3, SA-9, PM- 2,
PM-10

A.6.1.2 Segregation of duties AC-5
A.6,1.3 Contact with authorities IR-6
A.6.1.4 Contact with special interest groups SI-5, PM-15

A.8.1.5 Infermation security in project management

SA-3, SA-8, SA-15

A.6.2 Mobile devices and teleworking

A6.2.1 Mobile device policy

AC-17, AC-18, AC-19

AB.2.2 Teleworking

AC-3, AC-17, PE-17

A.7 Human Resources Security

A.7.1 Prior to Employment

A.7.1,1 Screening

PS-3, SA-21

A.7.1.2 Terms and conditions of employment

PL-4, PS-6

A.7.2 During employment

A.7.2.1 Management responsibilities

PL-4, PS-6, PS-7, SA-9

A.7.2.2 Information security awareness, education, anc
training

AT-2, AT-3, CP-3, IR-2, PM-13

A.8.2.2 Labelling of Information

A.7.2.3 Disciplinary process PS-8
A.7.3 Termination and change of employment
A.7.3.1 Termination or change of employment PS-4, PS-5
responsibilities
A.8 Asset Management
A.8.1 Responsibility for assets .
A.8.1.1 Inventory of assets CM-8
A.8.1.2 Ownership of assets CM-8
A.8.1.3 Acceplable use of assels PL4
A.8.1.4 Return of assels PS-4, PS-5
A.8.2 Information Classification
A.8.2.1 Classification of information RA-2

MP-3

A.8.2.3 Handling of Assets

MP-2, MP-4, MP-5, MP-6, MP-7, PE-16, PE-18, PE- 20
SC-8, sC-28

A.8.3 Media Handling

A.8.3.1 Management of removable media

MP-2, MP-4, MP-5, MP-6, MP-7

A.8.3.2 Disposal of media

MP-6

A.8.3.3 Physical media transfer

MP-5

A.89 Access Control

' The use of the term XX-1 controls in mapping Table H-2 refers to the set of security controls represented by the first
control in each family in Appendix F, where XX is a pleccholder for the two-letter family identifier.
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Note: An asterisk (*} indicates that the ISO/IEC control does not
fully satisfy the intent of the NIST control.

A.9.1 Business requirement of access control

A.9.1.1 Access control policy

AC-1

A9.1.2 Accass to networks and network services

AC-3,AC-8

A.9.2 User access management

A9.21 User registration and de-registration

AC-2, IA-2, IA4, IA-5, IA-8

A9.22 User access provisioning AC-2

A9.23 Management of privileged access rights AC-2, AC-3, AC-6, CM-5
A9.2.4 Management of secret authentication informaion IA-5

of users

A.8.25 Review of user access rights AC-2

A.9.2.6 Removal or adjustment of access rights AC-2

A.9.3 User responsibilities

A.8.3.1 Use of secret authentication information 1A-5

A 9.4 System and application access control

A.8.4.1 Information access restriction AC-3, AC-24

A.8.4.2 Secure logon procedures AC-7, AC-8, AC-9, |IA-6
A.9.4.3 Password management system 1A-5

A.89.4.4 Use of privileged utility programs AC-3, AC-6

A.9.4.5 Access control to program source code

AC-3, AC-6, CM-5

A.10 Cryptography

A.10.1 Cryptographic controls

A.10.1.1 Policy on the use of cryptographic controis SC-13

A.10.1.2 Key Management SC-12, SC-17

A.11 Physical and environmental security

A.11.1 Secure areas

A.11.1.1 Physical security perimeter PE-3*

A.11.1.2 Physical entry controls PE-2, PE-3, PE-4, PE-5
A 11.1.3 Sacuring offices, rooms and facilities PE-3, PE-5

A.11.1.4 Protecting against external and envircamental
threats

CP-8, CP-7, PE-9, PE-13, PE-14, PE-15, PE-18, PE- 19

A.11.1.5 Working in secure areas

SC-42(3)"

A.11.1.6 Delivery and loading areas

PE-16

A.11.2 Equipment

A.11.2.1 Equipment siting and protection

PE-8, PE-13, PE-14, PE-15, PE-18, PE-19

A11.2.2 Supporting utilities

CP-8, PE-9, PE-10, PE-11, PE-12, PE-14, PE-15

A.11.2.3 Cabling security

PE-4, PE-9

A 11.2.4 Equipment mainteanance

MA-2, MA-6

A11.2.5 Removal of assets

MA-2, MP-5, PE-16

A.11.2.6 Security of equipment and assets off-premises

AC-19, AC-20, MP-5, PE-17

A.11.2.7 Secure disposal or reuss of equipment

MP-6

A.11.2.8 Unattended user equipment

AC-11

A.11.2.9 Clear desk and clear screen policy

AC-11, MP-2, MP-4

A.12 Operations security

A.12.1 Operational procedures and responsibilities

A.12.1.1 Documented operating procedures

All XX-1 controts, SA-5

A.12.1.2 Change management

CM-3, CM-5, SA-10

A.12.1.3 Capacity management

AU-4, CP-2(2), SC-5(2)

A.12.1.4 Separation of development, testing, and
operational environments

CM-4(1)", CM-5*

A.12.2 Protection from malware

A.12.2.1 Controls against malware

AT-2, SI-3
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A.12.3.1 Information backup

CP-9

A.12.4 Logging and monitoring

A.12.41 Event logging

AU-3, AU-6, AU-11, AU-12, AU-14

A.12.4.2 Protecticn of log information AU-9
A.12.4.3 Administrator and operator logs AU-9, AU-12
A.12.4.4 Clock synchronization

AU-8

A.12.5 Control of operational software

A.12.5.1 Installation of software on operational systems

CM-5, CM-7(4), CM-7(5), CM-11

A.12.6 Technical vulnerabllity management

A.12.6.1 Management of technical vulnerabilities

RA-3, RA-5, Si-2, SI-56

A.12.6.2 Restrictions on software installation CM-11
A.12.7 Information systems audit considerations .
A.12.7.1 Information systems audit controls AU-5*

A.13 Communications security

A.13.1 Network security management

A.13.1.1 Network controls

AC-3, AC-17, AC-18, AC-20, SC-7, SC-8, SC-10

A.13.1.2 Security of network services

CA-3, SA-9

A.13.1.3 Segregation in networks

AC-4, SC-7

A.13.2 Information transfer

A.13.2.1 Information transfer policles and procedures

AC-4, AC-17, AC-18, AC-19, AC-20, CA-3, PE-17, SC-7,
SC-8, SC-15

A 1322 Agroements on information transfer

CA-3, PS-6, SA-9

A.13.2.3 Electronic messaging

SC-8

A.13.2.4 Confidentiality or nondisclosure agreements

PS-6

A.14 System acquisition, development and
maintenance

A.14.1 Security requirements of information systems

A.14.1.1 Information security requirements analysis and
specification

PL-2, PL-7, PL-6, SA-3, SA4

A.14.1.2 Securing application services on public networks

AC-3, AC4, AC-17, SC-8, SC-13

A.14.1.3 Protecting application services transactions

A.14.2 Security in development and support
processes

AC-3, AC4, SC-7, SC-8, SC-13

A.14.2.1 Secure development palicy

SA-3, SA-15, SA-17

A.14.2.2 System change control procedures

CM-3, SA-10, SI-2

A.14.2.3 Technical review of applications after operaing
platform changes

CM-3, CM4, SI-2

A.14.2.4 Restrictions on changes fo software packagss CM-3, SA-10
A 14 25 Secure system engineering principles SA-8
A.14.2.6 Secure development environment SA-3*
A.14.2.7 Outsourcad development SA-4, SA-10, SA-11, SA-12, SA-15
A.14.2.8 System security testing CA-2, SA-11
A.14.2.9 System acceptance testing SA-4, SA-12(7)
A.14.3 Test data ¥ 7 Tl
A.14.3.1 Protection of test data SA-15(9)"
A.15 Supplier Relationships 33
A.15.1 Information security in supplier relationships 5
A.15.1.1 Information security policy for supplier SA-12
relationships

SA-4, SA-12

A.15.1.2 Address security within supplier agreeaments
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ISO/IEC 27001 CONTROLS

NIST SP 800-53 CONTROLS
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fully satisfy the intent of the NIST control.

A 15.1.3 Information and communication technology SA-12
supply chain

A.15.2 Supplier service delivery management

A.15.2.1 Monitoring and review of supplier services SA-9
A.15.2.2 Managing changes to supplier services SA-9

A.16 Information security incident management

A.16.1 Managing of information security incidents and
improvements

A.16.1.1 Responsibilities and procedures IR-8
A.16.1.2 Reporting information security events AU-6, IR-6
A.16.1.3 Reporting information security weaknesses Sl-2
A.16.1.4 Assessment of and decision on information AU-8, IR-4
security events

A.16.1.5 Response to information security incidents IR-4
A.16.1.6 Leamning from information security incidents IR-4
A.16.1.7 Collection of evidence AU-4", AU-9%, AU-10(3)*, AU-11*

A.17 Information security aspects of business
continuity management

A.17.1 Information security continuity

A.17.1.1 Planning information security continuity

CP-2

A.17.1.2 Implementing information security continuky

CP-6, CP-7, CP-8, CP-9, CP-10, CP-11, CP-13

A.17.1.3 Verify, review, and evaluate information security
continuity

cP-4

A.17.2 Redundancies

A.17.2.1 Availability of information processing facilites

CP-2,CP-6, CP-7

A.18 Compliance

A.18.1 Compliance with legal and contractual
requirements

A.18.1.1 Identification of applicable legislation and
contractual requirements

All XX-1 controls

A.18.1.2 Intellectual property rights

CM-10

A.18.1.3 Protection of records

AC-3, AC-23, AU-8, AU-10, CP-8, SC-8, SC-8(1), SC-13,
SC-28, SC-28(1)

A.18.1.4 Privacy and protection of personal information

Appendix J Privacy controls

A.18.1.5 Regulation of cryptographic controis

IA-7, SC-12, SC-13, SC-17

A 18.2 Information security reviews

A.18.2.1 Independent review of information security

CA-2(1), SA-11(3)

A 18.2.2 Compliance with security policies and standards

All XX-1 controls, CA-2

A.18.2.3 Technical compliance review

CA-2

Note: The content of Table H-3, the mapping from the functional and assurance requirements in ISO/IEC 15408 (Commeoen Criteria)
to the security controls in Special Publication 800-53, 1s unaffected by the changes above.
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Table H-3 provides a generalized mapping from the functional and assurance requirements in
ISO/TEC 15408 (Common Criteria) to the security controls in Special Publication 800-53. The
table represents an informal correspondence between security requirements and security controls
(i.e., the table is not intended to determine whether the ISO/TEC 15408 security requirements are
fully, partially, or not satisfied by the associated security controls). However, the table can serve
as a beneficial starting point for further correspondence analysis. Organizations are cautioned that
satisfying ISO/IEC 15408 security requirements for an particular evaluated and validated
information technology product as represented by the presence of certain security controls from
Appendix F, does not imply that such requirements have been satisfied throughout the entire
information system (which may consist of multiple, integrated individual component products).
Additional information explaining the specific mappings that appear in Table H-3 is available at
the National Information Assurance Partnership (NIAP) website at: http://www.niap-ccevs.org.

TABLE H-3: MAPPING ISO/IEC 15408 TO NIST SP 800-53

ISO/IEC 15408 REQUIREMENTS
Functional Requirements
FAU_ARP.1 Security Audit Automatic Response Response to Audit Processing Fallures
Security Alarms AU-5(1) Response to Audit Processing Failures
Audit Storage Capacity
AU-5(2) Response to Audit Processing Fallures
Real-Time Aleris
AU-5(3) Response to Audit Processing Fallures
Configurable Traffic Volume Thresholds
AU-5(4) Response to Audit Processing Fallures
Shutdown on Failure
PE-6(2) Monitoring Physical Access
Automated Intrusion Recognition / Responses
SI-3 Malicious Code Protection
SI-3(8) Malicious Code Protection
Destect Unauthorized Commands
S1-4(5) Information System Monitoring
System-Generated Alerts
SI-4(7) Information Systems Monitoring
Automated Response to Suspliclous Events
S1-4(22) Information Systems Monitoring
Unauthorized Network Services
S1-7(2) Software, Firmware, and Information
Integrity
Automated Notifications of Integnty Violations
SI-7(5) Software, Firmware, and Information
Integrity
Automated Response to integrity Viotations
SI-7(8) Software, Firmware, and Information
Integrity
Auditing Capability for Significant Events
FAU_GEN.1 | Security Audit Data Generation AU-2 Audit Events
Audit Data Generation AU-3 Content of Audit Records
AU-3(1) Content of Audit Records
Additional Audit information
AU-12 Audit Generation
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ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS
FAU_GEN.2 | Security Audit Data Generation AU-3 Content of Audit Records
User Identity Association
FAU_SAA.1 Security Audit Analysis Sl-4 Information System Monitoring
Potential Violation Analysis
FAU_SAA2 Security Audit Analysis AC-2(12) Account Management
Profile-Based Anomaly Detection Account Monitoring / Atypical Usage
Si4 Information System Monitoring
FAU_SAA3 | Security Audit Analysis SI-3(7) Malicious Code Protection
Simple Attack Heuristics Non Signature-Based Protection
Si-4 Information System Monitoring
FAU_SAA4 | Security Audit Analysis SI-3(7) Malicious Code Protection
Complex Attack Heuristics Non Signature-Based Protection
Si4 Information System Monitoring
FAU_SAR.1 Security Audit Review AU-7 Audit Reduction and Report Generation
Audit Review
FAU_SAR.2 | Security Audit Review AU-9(6) Protection of Audit Information
Restricted Audit Review Read Only Access
FAU_SAR.3 | Security Audit Review AU-7 Audit Reduction and Report Generation
Selectable Audit Review AU-7(1) Audit Reduction and Report Generation
Automatic Processing
AU-7(2) Audit Reduction and Report Generation
Automatic Sort and Search
FAU_SEL.1 Security Audit Event Selection AU-12 Audit Generation
Selective Audit
FAU_STG.1 Security Audit Event Storage AU-9 Protection of Audit Information
Protected Audit Trall Sterage
FAU_STG.2 | Security Audit Event Storage AU-9 Protection of Audit Information
Guarantees of Audit Data Availabiity Alternate audit capability
FAU_STG.3 | Security Audit Event Storage AU-5 Response to Audit Processing Failures
Action In Case of Possible Audit Data | Ay.5(1) Response to Audit Processing Failures
ERuR Audit Storage Capacity
AU-5(2) Response To Audit Processing Failures
Real-Time Aleris
AU-5(4) Response To Audit Processing Failures
Shutdown on Failure
FAU_STG.4 Security Audit Event Storage AU-4 Audit Storage Capacity
Prevention of Audit Data Loss AU-5 Response to Audit Processing Failures
AU-5(2) Response To Audit Processing Fallures
Real-Time Alerts
AU-5(4) Response To Audit Processing Failures
Shutdown on Failure
FCO_NRO.1 | Non-Repudiation of Origin AU-10 Non-Repudiation
Selective Proof of Origin AU-10(1) Non-Repudiation
Association Of Identitles
AU-10(2) Non-Repudiation
Validate Binding of Information Producer
Identity
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ISO/IEC 15408 REQUIREMENTS _ NIST SP800-53 CONTROLS
FCO_NRO.2 | Non-Repudiation of Origin AU-10 Non-Repudiation
Enforced Proof of Origin AU-10(1) Non-Repudiation
Association Of ldentities
AU-10(2) Non-Repudiation
Validate Binding of Information Producer
Identity
FCO_NRR.1 | Non-Repudiation of Receipt AU-10 Non-Repudiation
Selective Proof of Receipt AU-10(1) Non-Repudiation
Association Of Identities
AU-10(2) Non-Repudiation
Validate Binding of Information Producer
Identity
FCO_NRR.2 | Non-Repudiation of Receipt AU-10 Non-Repudiation
Enforced Proof of Receipt AU-10(1) Non-Repudiation
Association Of Identities
AU-10(2) Non-Repudiation
Validate Binding of Information Producer
Identity
FCS_CKM.1 | Cryptographic Key Management SC-12 Cryptographic Key Establishment and
Cryptographic Key Generation Management
FCS_CKM.2 | Cryptographic Key Management SC-12 Cryptographic Key Establishment and
Cryptographic Key Distribution Management
FCS_CKM.3 | Cryptographic Key Management SC-12 Cryptographic Key Establishment and
Cryptographic Key Access Management
FCS_CKM.4 | Cryptographic Key Management SC-12 Cryptographic Key Establishment and
Cryptographic Key Destruction Management
FCS_COP.1 Cryptographic Operation SC-13 Cryptographic Protection
Cryptographic Operation
FDP_ACC.1 Access Control Policy AC-3 Access Enforcement
Subset Access Control AC-3(3) Access Enforcement
Mandatory Access Control
AC-3(4) Access Enforcement
Discretionary Access Control
AC-3(T) Access Enforcement
Role-Based Access Control
FDP_ACC.2 | Access Control Policy AC-3 Access Enforcement
Complete Access Control AC-3(3) Access Enforcement
Mandatory Access Control
AC-3(4) Access Enforcement
Discretionary Access Control
AC-3(7) Access Enforcement
Role-Basead Access Control
FDP_ACF.1 Access Control Functions AC-3 Access Enforcement
Security Attribute Based Access AC-3(3) Access Enforcement
Control Mandatory Access Control
AC-3(4) Access Enforcement
Discretionary Access Control
AC-3(7) Access Enforcement
Role-Based Access Control
AC-16 Security Attributes
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ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS
SC-16 Transmission of Security Attributes
FDP_DAU.1 | Data Authentication SI-7 Software, Firmware, and Information
Basic Data Authentication Integrity
SI-7(1) Software, Firmware, and Information
Integrity
Integrity Checks
SI-7(8) Software, Firmware, And information
Integrity
Cryptographic Profection
SI-10 Information Input Validation
FDP_DAU.2 Data Authentication SI-7 Software, Firmware, and Information
Data Authentication With Identity of Integrity
Guarantor SI-7(1) Software, Firmware, and Information
Integrity
Integrity Checks
SI-7(6) Software, Firmware, And Information
Integrity
Cryptographic Protection
SI-10 Information Input Validation
FDP_ETC.1 Export from the TOE No Mapping.
Export of User Data without Security
Attributes
FDP_ETC.2 Export from the TOE AC-4(18) Information Flow Enforcement
Export of User Data with Security Secunty Aftnbute Binding
- AC-16 Security Attributes
AC-16(5) Security Attributes
Attribute Displays for Outlput Devices
SC-16 Transmission of Security Attributes
FDP_IFC.1 Information Flow Control Policy AC-3 Access Enforcement
Subset Information Flow Control AC-3(3) Access Enforcement
Mandatory Access Control
AC-4 Information Flow Enforcement
AC-4(1) Information Flow Enforcement
Object Securily Attributes
FDP_IFC.2 Information Flow Control Policy AC-3 Access Enforcement
Complete Information Flow Control AC-3(3) Access Enforcement
Mandatory Access Control
AC-4 Information Flow Enforcement
FDP_IFF.1 Information Flow Control Functions | AC-3 Access Enforcement
Simple Security Attributes AC-3(3) Access Enforcement
Mandatory Access Control
AC-4 Information Flow Enforcement
AC-4(1) Information Flow Enforcement
Object Secunty Attributes
AC-4(2) Information Flow Enforcement
Processing Domains
AC4(7) Information Flow Enforcement
One-Way Flow Mechanisms
AC-16 Security Attributes
SC-7 Boundary Protection
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ISO/IEC 15408 REQUIREMENTS : CONTRC
FDP_IFF.2 Information Flow Control Functions | AC-3 Access Enforcement
Hierarchical Security Attributes AC-3(3) Access Enforcement
Mandatory Access Control
AC-4(1) Information Flow Enforcement
Object Security Aftribuies
AC-16 Security Attributes
FDP_IFF.3 Information Flow Control Functions | SC-31 Covert Channel Analysis
Limited Illicit Information Flows SC-31(2) Covert Channel Analysis
Maximum Banawidth
FDP_IFF.4 Information Flow Control Functions | SC-31 Covert Channel Analysis
Partial Elimination of lllicit Information SC-31(2) Covert Channel Analysis
Flows
Maximum Bandwidth
FDP_IFF.5 Information Flow Control Functions | SC-31 Covert Channel Analysis
No llicit Information Flows SC-31(2) Covert Channel Analysis
Maximum Bandwidth
FDP_IFF.6 Information Flow Control Functions | SC-31 Covert Channel Analysis
Ilicit Information Flow Monitoring S1-4(18) Information System Monitoring
Analyze Traffic / Covert Exfiltration
FDP_ITCA Import from Outside of the TOE AC-4(9) Information Flow Enforcement
Import of User Data without Security Human Reviews
Attributes AC-4(12) Information Flow Enforcement
Data Type ldentifiers
FDP_ITC.2 import from Outside of the TOE AC-4(18) Information Flow Enforcement
Import of User Data with Security Security Attribute Binding
AMEERERS AC-16 Security Attributes
SC-16 Transmission of Security Attributes
FDP_ITT.1 Internal TOE Transfer SC-8 Transmission Confidentiality and Integrity
Basic Intemnal Transfer Protection SC-8(1) Transmission Confidentiality and Integrity
Cryptographic or Aiternate Physical Protection
SC-5 Denial of Service Protection
FDP_ITT.2 Internal TOE Transfer SC-8 Transmission Confidentiality and Integrity
Transmission Separation by Attributs | sc.g(1) Transmission Confidentiality and Integrity
Cryplographic or Alternate Physical Protection
SC-5 Denial of Service Protection
AC-4(21) Information Flow Enforcement
Physical / Logical Separation of Information
Flows
FDP_ITT.3 Internal TOE Transfer SI-7 Software, Firmware, and Information
Integrity Monitoring Integrity
SI-7(1) Software, Firmware, and Information
Integrity
Integrity Checks
SC-8(1) Transmission Integrity
Cryptographic or Alternate Physical Protection
SI-7(5) Software, Firmware, and Information
Integrity
Automated Response to Integnty Violations
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ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS
FDP_ITT 4 Internal TOE Transfer S1-7 Software, Firmware, and Information
Attribute-Based Integrity Monitoring Integrity
SI7(1) Software, Firmware, and Information
Integrity
Integnty Checks
SC-8(1) Transmission Integrity
Cryptographic or Aiternate Physical
Protection
AC-4(21) Information Flow Enforcement
Physical / Logical Separation of Information
Flows
SI-7(5) Software, Firmware, and Information
Integrity
Automnated Response to Integrity Violations
FDP_RIP.1 Residual Information Protection SC-4 Information in Shared Resources
Subset Residual Information
Protection
FDP_RIP.2 Residual Information Protection SC4 Information in Shared Resources
Full Residual Information Protection
FDP_ROL.1 Roliback CP-10(2) Information System Recovery and
Basic Rollback Reconstitution
Transaction Recovery
FDP_ROL.2 Rollback CP-10(2) Information System Recovery and
Advanced Roliback Reconstitution
Transaction Recovery
FDP_SDI.1 Stored Data Integrity SI-7 Software, Firmware, and Information
Stored Data Integrity Monitoring Integrity
SI-7(1) Software, Firmware, and Information
Integrity
Integnty Scans
FDP_SDI.2 Stored Data Integrity SI-7 Software, Firmware, and Information
Stored Data Integrity Monitoring and Integrity
Action SI7(1) Software, Firmware, and Information
Integrity
Integrity Scans
SI-7(5) Software, Firmware, and Information
Integrity
Autornated Response to Integrity Violations
FDP_UCT.1 Inter-TSF User Data Confidentiality SC-8 Transmission Confidentiality and Integrity
;am‘:' Protaction P o SC-8(1) Transmission Confidentiality and Integrity
sic Data Exchange Confidentiality Cryptographic or Altemate Physical Protection
FDP_UITA Inter-TSF User Data Integrity SC-8 Transmission Confidentiality and Integrity
Trambir Frotection SC-8(1) Transmission Confidentiality and Integrity
Data Exchange Integrity Cryptographic or Alternate Physical Protection
SI-7 Software, Firmware, and Information
Integrity
SI-7(8) Software, Firmware, and Information
Integrity
Cryptographic Protection
FDP_UIT.2 Inter-TSF User Data Integrity No Mapping.
Transfer Protection
Source Data Exchange Recovery
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FDP_UIT.2 | Inter-TSF User Data Intagrity
Transfer Protection
Destination Data Exchange Recovey _
FIA_AFL.1 Authentication Failure AC-7 Unsuccessful Logon Attempts
Authentication Fadlure Handling
FIA_ATDA User Attribute Definition AC-2 Account Management
User Attribute Definition IA-2 Identification and Authentication
(Organizational Users)
FIA_SOS1 Specification of Secrets IA-S Authenticator Management
Verification of Secrets IA-5(1) Authenticator Management
Password-Based Authentication
IA-5(12) Authenticator Management
Biometric Authentication
FIA_SOS.2 Specification of Secrets IA-S Authenticator Management
TSF Generation of Secrets 1A-5(1) Authenticator Management
Password-Based Authentication
1A-5(12) Authenticator Management
Biometric Authentication
FIA_UAU1 User Authentication AC-14 Permitted Actions without Identification or
Timing of Authentication Authentication
1A-2 Identification and Authentication
(Organizational Users)
IA-8 Identification and Authentication (Non-
Organizational Users)
FIA_UAU2 User Authentication AC-14 Permitted Actions without Identification or
User Authentication Before Any Action Authentication
1A-2 Identification and Authentication
(Organizational Users)
1A-8 Identification and Authentication (Non-
Organizational Users)
FIA_UAU.3 User Authentication 1A-2(8) Identification and Authentication
Unforgeabie Authentication (Organizational Users)
Network Access To Privileged Accounts -
Replay Resistant
1A-2(9) Identification and Authentication
(Organizational Users)
Netwaork Access To Non-Pnvileged Accounts -
Replay Resistant
FiA_UAU 4 User Authentication 1A-2(8) Identification and Authentication
Single-Use Authentication (Organizational Users)
Mechanisms Network Access To Privileged Accounts -
Replay Reslstant
1A-2(9) Identification and Authentication
(Organizational Users)
Network Access To Non-Pnvileged Accounts -
Replay Resistant
FIA_UAUS User Authentication 1A-2(1) Identification and Authentication
Multiple Authentication Mechanisms (Organizational Users)
Network Access To Privileged Accounts
1A-2(2) Identification and Authentication

(Organizational Users)
Network Accaess To Non-Privileged Accounts
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ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS
1A-2(3) Identification and Authentication
(Organizational Users)
Local Accass To Privileged Accounts
1A-2(4) Identification and Authentication
(Organizational Users)
Local Access To Non-Privileged Accounts
IA-2(8) Identification and Authentication
(Organizational Users)
Network Access To Privileged Accounts -
Separate Device
IA-2(7) Identification and Authentication
(Organizational Users)
Network Access To Non-Privileged Accounts -
Separate Device
1A-2(11) Identification and Authentication
(Organizational Users)
Remote Access - Separate Device
FIA_UAUB User Authentication 1A-11 Re-authentication
Re-Authenticating
FIA_UAU.7 User Authentication 1A-6 Authenticator Feedback
Protected Authentication Feedback
FIA_UID.1 User Identification AC-14 Permitted Actions without Identification or
Timing of Identification Authentication
IA-2 Identification and Authentication
(Organizational Users)
IA-8 Identification and Authentication (Non-
Organizational Users)
FIA_UID.2 User Identification AC-14 Permitted Actions without Identification or
User Identification Before Any Action Authentication
I1A-2 Identification and Authentication
(Organizational Users)
IA-8 Identification and Authentication (Non-
Organizational Users)
FIA_USBE.1 User-Subject Binding AC-16(3) Security Attributes
User-Subject Binding Maintenance Of Attribute Associations By
Information System
FMT_MOF.1 | Management of Functions in TSF AC-3(7) Access Enforcement
Management of Security Functions Role-Based Access Control
Babavior AC-S Least Privilege
AC-6(1) Least Privilege
Authorize Access To Security Functions
FMT_MSA.1 Management of Security Attributes AC-6 Least Privilege
Management of Security Attributes AC-8(1) Least Privilege
Authorize Access To Security Functions
AC-16(2) Security Attributes
Attribute Value Changes By Authorized
Individuals
AC-16(4) Security Attributes
Association of Attributes By Authorized
Individuals
AC-16(10) Security Attributes

Attribute Configuration By Authorized
Individuals

APPENDIX H

191

PAGE H-20




Special Publication 800-53 Revision 4 Security and Privacy Controls for Federal Information Systems

and Organizations
ISO/IEC 15408 REQUIREMENTS _ NIST SP800-53 CONTROLS
FMT_MSA.2 | Management of Security Attributes AC-16 Security Attributes
Secure Security Attributes CM-6 Configuration Settings
SI-10 Information Input Validation

FMT_MSA.3 | Management of Security Attributes | No Mapping.
Static Attribute Initialization

FMT_MSA.4 | Management of Security Attributes | No Mapping.
Security Attribute Value Inharitance

FMT_MTD.1 | Management of TSF Data AC-3(7) Access Enforcement
Management of TSF Data Role-Based Access Control
AC-8 Least Privilege
AC-6(1) Least Privilege
Authorize Access To Security Functions
AU-8(7) Audit Review, Analysis, and Reporting
Pemmitted Actions
AU-8{4) Protection of Audit Information
Access By Subset of Privileged Users
FMT_MTD.2 | Management of TSF Data AC-3(7) Access Enforcement
Management of Limits on TSF Data Role-based Access Control
AC-6 Least Privilege
AC-6(1) Least Privilege
Authorize Access To Security Functions
FMT_MTD.3 | Management of TSF Data SI-10 Information Input Validation
Secure TSF Data
FMT_REV.1 | Revocation AC-3(7) Access Enforcement
Revocation Rose-based Access Control
AC-3(8) Access Enforcement
Revocation Of Access Authorizations
AC-6 Least Privilege
AC-8(1) Least Privilege
Authorize Access To Security Functions
FMT_SAE.1 Security Attribute Expiration AC-3(T) Access Enforcement
Time-Limited Authorization Role-based Access Control
AC-S Least Privilege
AC-5(1) Least Privilege
Authorize Access To Security Functions
FMT_SMF.1 | Specification of Management No Mapping.
Functions :
Specification of Management
Functions
FMT_SMR.1 | Security Management Roles AC-2(7) Account Management
Security Roles Role-based schemes
AC-3(7) Access Enforcement
Role-Based Access Control
AC-5 Separation of Duties
AC-8 Least Privilege
FMT_SMR.2 | Security Management Roles AC-2(T) Account Management
Restrictions on Security Roles Role-based schemes
AC-3(7) Access Enforcement
Raole-Based Access Control
AC-5 Separation of Dutlies
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AC-8 Least Privilege
FMT_SMR.3 | Security Management Roles AC-5(1) Least Privilege
Assuming Roles Authorized Access to Security Functions
AC-6(2) Least Privilege
Non-Privileged Access For Nonsecurity
Functions
FPR_ANO.1 | Anonymity No Mapping.
Anonymity
FPR_ANO.2 | Anonymity No Mapping.
Anonymity Without Soliciting
Information
FPR_PSE.1 Pseudonymity Ne Mapping.
Pseudonymity
FPR_PSE.2 | Pseudonymity No Mapping.
Reversible Pseudonymity
FPR_PSE.3 Pseudonymity No Mapping.
Alias Pseudonymity
FPR_UNL.1 Unlinkability No Mapping.
Unlinkability
FPR_UNO.1 | Unobservability No Mapping.
Unobservability
FPR_UNO.2 | Unobservability No Mapping.
Allocation of Information Impacting
Unobservability
FPR_UNO.3 | Unobservability No Mapping.
Unobservability Without Soliciting
Information
FPR_UNO.4 | Unobservability No Mapping.
Authorized User Observability
FPT_FLSA Fail Secure SC-7(18) Boundary Protection
Failure with Preservation of Secure Fail Secure
s sC-2a Fail in Known State
FPT_ITAA Availability of Exported TSF Data CP-10 Information System Recovery And
Inter-TSF Avaliabllity within a Defined Reconstitution
Availability Metric Restore Within Time Period
SC-5 Denial of Service Protection
SC-5(2) Denial of Service Protection
Excess Capacity/Bandwidth/Redundancy
SC-5(3) Denial of Service Protection
Detection/Monitoring
FPT_ITCA Confidentiality of Exported TSF SC-8 Transmission Confidentiality and Integrity
f::- T R T SC-8(1) Transmission Confidentiality and Integrity
Transmission 9 Cryptographic Or Alternate Physical Protection
FPT_ITIL1 Integrity of Exported TSF Data SC-8 Transmission Confidentiality and Integrity
Inter-TSF Detection of Modification SC-8(1) Transmission Confidentiality and Integrity
Cryptographic Or Alternate Physical Protection
SI-7 Software, Firmware, and Information
Integrity
SI-7(1) Software, Firmware, and Information

Integrity
Integrity Scans
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SI-7(5) sman. Flrmwnre, and Informatlon
Integrity
Automated Response to Integrity Violations
SI-7(8) Software, Firmware, and Information
Integrity
Cryptographic Protection
FPT_ITIL2 Integrity of Exported TSF Data SC-8 Transmission Confidentiality and Integrity
m—TSF Detection and Correction of | g¢.8(1) Transmission Confidentiality and Integrity
Mication Cryptographic Or Alterate Physical Protection
SI1-7 Software, Firmware, and Information
Integrity
Si-7(1) Software, Firmware, and Information
Integrity
Integrity Scans
SI-7(5) Software, Firmware, and Information
Integrity
Automated Response to Integrity Violations
SI-7(6) Software, Firmware, and Information
Integrity
Cryptographic Protection
FPT_ITTA Internal TOE TSF Data Transfer SC-8 Transmission Confidentiality and Integrity
Basic Internal TSF Data Transfer SC-8(1) Transmission Confidentiality and Integrity
Proteciion Cryptographic Or Altemate Physical Protection
FPT_ITT.2 Internal TOE TSF Data Transfer AC-4(21) Information Flow Enforcement
TSF Data Transfer Separation Physical / Logical Separation Of Information
Flows
SC-8 Transmission Confidentiality and Integrity
SC-8(1) Transmission Confidentiality and Integrity
Cryptographic Or Alternate Physical Protection
FPT_ITT.3 Internal TOE TSF Data Transfer SI-7 Software, Firmware, and Information
TSF Data Integrity Monitoring Integrity
SI-7(1) Software, Firmware, and Information
Integrity
Integrity Scans
SI-7(5) Software, Firmware, and Information
Integrity
Automated Response to Integrity Violations
SI-7(6) Software, Firmware, and Information
Integrity
Cryptographic Protection
FPT_PHP 1 TSF Physical Protection PE-3(5) Physical Access Control
Passive Detection of Physical Attack Tamper Protection
PE-6(2) Monitoring Physical Access
Automated Intrusion Recognition / Responses
SA-18 Tamper Resistance and Detection
FPT_PHP.2 | TSF Physical Protection PE-3(5) Physical Access Control
Notification of Physical Attack Tamper Protection
PE-6(2) Monitoring Physical Access
Automated Intrusion Recognition / Responses
SA-18 Tamper Resistance and Detection
FPT_PHP.3 | TSF Physical Protection PE-3(5) Physical Access Control
Resistance to Physical Attack Tamper Protection
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ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS
SA-18 Tamper Resistance and Detection
FPT_RCV.1 Trusted Recovery CP-10 Information System Recovery and
Manual Recovery Reconstitution
cP-12 Safe Mode
FPT_RCV.2 | Trusted Recovery CP-10 Information System Recovery and
Automated Recovery Reconstitution
CcP-12 Safe Mode
FPT_RCV.3 | Trusted Recovery CP-10 Information System Recovery and
Automated Recovery Without Undus Reconstitution
Loss CP-12 Safe Mode
FPT_RCV.4 Trusted Recovery SI-6 Security Function Verification
Function Recovery SI-10(3) Information Input Validation
Predictable Behavior
SC-24 Fail in Known State
FPT_RPL.1 Replay Detection 1A-2(8) Identification and Authentication
Replay Detection (Organizational Users)
Network Access To Privileged Accounts -
Replay Resistant
1A-2(9) Identification and Authentication
(Organizational Users)
Network Access To Non-Privileged Accounts -
Replay Resistant
SC-23 Session Authenticity
SI-3(9) Maliclous Code Protection
Authenticate Remote Commands
FPT_SSP.1 State Synchrony Protocol No Mapping.
Simple Trusted Acknowledgement
FPT_SSP.2 State Synchrony Protocol No Mapping.
Mutual Trusted Acknowledgement
FPT_STM.1 Time Stamps AU-B Time Stamps
Reliable Time Stamps
FPT_TDCA Inter-TSF TSF Data Consistency AC-16(7) Security Attributes | Consistent Attribute
Inter-TSF Basic Data Consistency Interpretation
AC-16(8) Security Attributes
Association Techniques/Technologies
FPT_TEEA Testing of External Entities SI-6 Security Functionality Verification
Testing of External Entities
FPT_TRC.1 Internal TOE TSF Data Replication SI-7 Software, Firmware, and Information
Conslstency Integrity
Intemal TSF Consistency
FPT_TSTA TSF Self-Test SI-6 Security Functionality Verification
TSF Testing SI-7 Software, Firmware, and Information
Integrity
FRU_FLT .1 Fault Tolerance AU-15 Alternate Audit Capability
Dugded Rt ooy CP-11 Alternate Communications Protocols
SC-24 Fail in Known State
SI-13 Predictable Failure Prevention
S1-13(1) Predictable Failure Prevention

Transferring Component Responsibilities
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S1-13(2)
Time Limit on Process Execution Without
Supervision
SI-13(3) Predictable Failure Prevention
Manual Transfer Between Components
SI-13(4) Predictable Failure Prevention
Standby Component Installation/Notification
SI-13(5) Predictable Failure Prevention
Failover Capability
FRU_FLT.2 Fault Tolerance AU-15 Alternate Audit Capability
Limited Fault Tolerance CP-11 Alternate Communications Protocols
SC-24 Fail in Known State
SI-13 Predictable Failure Prevention
S1-13(1) Predictable Fallure Prevention
Transferring Component Responsibilities
SI-13(2) Predictable Fallure Prevention
Time Limit on Process Execution Without
Supervision
SI-13(3) Predictable Failure Prevention
Manual Transfer Between Components
SI-13(4) Predictable Failure Prevention
Standby Component Installation/Notification
SI-13(5) Predictable Failure Prevention
Failover Capability
FRU_PRS.1 Priority of Service SC-6 Resource Availability
Limited Priority of Service
FRU_PRS.2 | Priority of Service SC-6 Resource Availability
Full Priority of Service
FRU_RSA.1 Resource Allocation SC-6 Resource Availability
Maximum Quotas
FRU_RSA.2 | Resource Allocation SC-6 Resource Availability
Minimum and Maximum Quotas
FTA_LSA1 Limitation on Scope of Selectable AC-2(8) Account Management
Attributes Dynamic Privilege Management
RN 11 SRopRat Benciabi AC-2(11) | Account Management
Usage Conditions
FTA_MCS.1 Limitation on Multiple Concurrent AC-10 Concurrent Session Control
Sessions
Basic Limitation on Multiple
Concurrent Sessions
FTA_MCS.2 | Limitation on Multiple Concurrent AC-10 Concurrent Session Control
Sessions
Per-User Limitation on Multiple
Concurrent Sessions
FTA_SSL.1 Session Locking and Termination AC-11 Session Lock
TSF-Initiated Session Locking AC-11(1) Session Lock
Pattern-Hiding Displays
FTA_SSL.2 Session Locking and Termination AC-11 Session Lock
User-Initiated Locking AC-11(1) Session Lock

Pattern-Hiding Displays
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FTA_SSL3 Session Locking and Termination AC-12 Session Termination
TSF-Initiated Termination SC-10 Network Disconnect
FTA_SSL4 Session Locking and Termination AC-12(1) Session Termination
User-Initiated Termination User-Initiated Logouts / Message Displays
FTA_TAB.1 TOE Access Banners AC-8 System Use Notification
Default TOE Access Banners
FTA_TAH.1 TOE Access History AC-9 Previous Login (Access) Notification
TOE Access History AC-9(1) Previous Login (Access) Notification
Unsuccessful Logons
FTA_TSE.1 TOE Session Establishment AC-2(11) Account Management
TOE Session Establishment Usage Conditions
FTP_ITC.A Inter-TSF Trusted Channel 1A-3(1) Device Identification and Authentication
Inter-TSF Trusted Channel Cryptographic Bidirectional Authentication
SC-8 Transmission Confidentiality and Integrity
SC-8(1) Transmission Confidentiality and Integrity
Cryptographic or Alternate Physical Protection
FTP_TRP.1 Trusted Path SC-11 Trusted Path
Trusted Path
Assurance Reauirments R e T e S
ASE_INT.1 ST Introduction SA4 Acquisition Process
EAL1 ST Introduction
EAL2
EAL3
EAL4
EALS
EALS
EAL7
ASE_CCL.1 Conformance Claims PL-2 System Security Plan
EAL1 Conformance Claims SA-4(7) Acquisition Process
ag NIAP-Approved Protection Profiles
EAL4
EALS
EALS
EAL7
ASE_SPD.1 Security Problem Definition PL-2 System Security Plan
EAL1 Sacurity Problem Definition SA-4 Acquisition Process
EAL2
EAL3
EAL4
EALS
EALB
EAL7
ASE_OBJ.1 Security Objectives PL-2 System Security Plan
EAL1 Security Objedives for the oﬂemal SA-4 Mqub“’oﬂ Process
Environment
ASE_OBJ.2 Security Objectives PL-2 System Security Plan
&g Security Objectives SA-4 Acquisition Process
EAL4
EALS
EALS
EAL7
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ASE_ECD.1 | Extended Components Definition ' NoMapplnq
EAL1 Extended Components Definition '
EAL2
EAL3
EAL4
EALS
EALB
EAL7
ASE_REQ.1 Security Requirements PL-2 System Security Plan
EAL1 Stated Security Requirements SA-4 Acquisition Process
ASE_REQ.2 | Security Requirements PL-2 System Security Plan
EEQLLg Derived Security Requirements SA-4 Acquisition Process
EAL4
EALS
EALS
EAL7
ASE_TSS.1 TOE Summary Specification PL-2 System Security Plan
EAL1 TOE Summary Specification SA-4(1) Acquisition Process
&% Functional Properties of Security Controls
EAL4
EALS
EALS
EALT
ASE_TSS.2 TOE Summary Specification PL-2 System Security Plan
TOE Summary Specification with SA-4(1) Acquisition Process
Architectural Design Summary Functional Properties of Security Controls
SA-4(2) Acquisition Process
Design / Implementation Information For
Security Controls
SA-17 Developer Security Architecture and
Design
ADV_ARC.1 | Security Architecture AC-25 Reference Monitor
EAL2 Security Architecture Description SA-17 Developer Security Architecture and
s Desin
EALS SA-18 Tamper Resistance and Detection
E:t?l SC-3 Security Function Isolation
SC-3(1) Security Function Isolation
Hardware Separation
SC-3(2) Security Function Isolation
Minimize Nonsecurity Functionality
SC-41 Process Isolation
ADV_FSP.1 Functional Specification SA-4(1) Acquisition Process
EAL1 Basic Functional Specification Functional Properties of Security Controls
SA-4(2) Acquisition Process
Design / Implementation Information for
Security Controls
ADV_FSP.2 Functional Specification SA-4(1) Acquisition Process
EAL2 Security-Enforcing Functional Functional Properties of Security Controis
Specification SA-4(2) Acquisition Process
Design / Implementation Information for
Security Controls
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SA-17(4) Developer Security Architecture and
Design

Informal Correspondence

ADV_FSP.3
EAL3

Functional Specification

Functional Specification With
Complete Summary

Acquisition Process
Functional Properties of Security Controls

SA-4(1)

SA-4(2) Acquisition Process
Design / Implementation Information for

Security Controls

SA-17(4) Developer Security Architecture and
Design

Informal Correspondence

ADV_FSP.4
EAL4

Functional Specification
Complete Functional Specification

Acquisition Process
Functional Properties of Security Controls

SA-4(1)

SA-4(2) Acquisition Process
Design / Implementation Information for

Security Controls

SA-17(4) Developer Security Architecture and
Design

Informal Correspondence

ADV_FSP.5

EALS
EAL6

Functional Specification
Complete Semi-Formal Functional

Specification with Additional Error
information

SA-4(1) Acquisition Process

Functional Properties of Security Controls

SA-4(2) Acquisition Process
Design / Implementation Information for

Security Controls

SA-17(4) Developer Security Architecture and
Design

Informal Correspondence

ADV_FSP.6
EAL7

Functional Specification
Complete Semi-Formal Functional
Specification with Additional Formal
Specification

Acquisition Process
Functional Properties of Security Controls

SA-4(1)

SA-4(2) Acquisition Process
Design / Implementation Information for

Security Controls

SA-17(3) Developer Security Architecture and
Design

Formal Correspondence

SA-17(4) Developer Security Architecture and
Design

Informal Correspondence

ADV_IMP.1

EAL4
EALS

Implementation Representation

Implementation Representation of he
TSF

SA-4(2) Acquisition Process
Design / Implementation Information for

Security Controls

ADV_IMP.2

EALG
EAL7

Implementation Representation
Complete Mapping of the
Implementation Representation of the
TSF

Acquisition Process

Design / Implementation Information for
Security Controls

SA-4(2)

SA-17(3) Developer Security Architecture and

Design
Formal Correspondence

ADV_INT.1

TSF Internals

Well-Structured Subset of TSF
Internals

SA-8 Security Engineering Principles

SC-3(3) Security Function Isolation

Minimize Nonsecurity Functionality

SC-3(4) Security Function Isolation

Module Coupling and Cohesiveness

SC-3(5) Security Function Isolation

Layered Structures
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ADV_INT.2 TSF Internals SA-8 Security Engineering Principles
EALS Wall-S!l’uctufed Internals 80‘3(3) s“umy Funwm ho"uon
Minimize Nonsecurity Functionality
SC-3(4) Security Function Isolation
Module Coupling and Cohesiveness
SC-3(5) Security Function Isolation
Layered Structures
ADV_INT.3 TSF Internals SA-8 Security Engineering Principles
EALS Minimally Complex Internals SA-17(5) Developer Security Architecture and
EAL7 Design
Conceptually Simple Design
SC-3(3) Security Function Isolation
Minimize Nonsecurity
Functionality
SC-3(4) Security Function Isolation
Module Coupling and Cohesiveness
SC-3(5) Security Function Isolation
Layered Structures
AC-25 Reference Monitor
ADV_SPM.1 | Security Policy Modeling SA-17(1) Developer Security Architecture and
EALB Formal TOE Security Policy Model Design
EAL?7 Formal Policy Model
SA-17(3) Developer Security Architecture and
Design
Formal Correspondence
ADV_TDS.1 TOE Design SA-4(2) Acquisition Process
EAL2 Basic Design Design / Implementation Information for
Security Controls
SA-17 Developer Security Architecture and
Design
ADV_TDS.2 | TOE Design SA-4(2) Acquisition Process
EAL3 Architectural Design Design / Implementation Information for
Security Controls
SA-17 Developer Security Architecture and
Design
ADV_TDS.3 | TOE Design SA-4(2) Acquisition Process
EAL4 Basic Modular Design Design / Implemaentation Information for
Security Controls
SA-17 Developer Security Architecture and
Design
ADV_TDS4 | TOE Design SA-4(2) Acquisition Process
EALS Semiformal Modular Design Design / Implementation Information for
Security Controls
SA-17 Developer Security Architecture and
Design
SA-17(2) Developer Security Architecture and
Design
Security Relevant Components
SA-17(4) Developer Security Architecture and
Design
Informal Correspondence
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ADWV TDES | TOE Design SA-4(2) Acquisition Process
EALSG Complele Semiformal Medular Design | Design ! Implementation Information for
Security Controls
SA-1T Developer Security Architecture and
Design
SA-1T(2) Developer Security Architecture and
Design
Security Relevant Components
SA-1T(4) Developer Security Architecture and
| Design
Informal Correspondence
ADY _TDS.6 TOE Design ShA-42) Acquisition Process
EALY Complete Semiformal Medular Design Design / Implementation Information for
with Farmal High-Level Design Securty Contrals
Presentation SA-1T Developer Security Architecture and
Diesign
SA-17(2) Developer Security Architecture and
Design
Security Relevant Componants
SA-17(3) Developer Security Architecture and
Design
| Farmal Correspondence
{ SA-17(4) Developer Security Architecture and
Design
Informal Correspondance
AGD OPE.1 | Operational User Guidance S5A-5 Information System Documentation
EAL1 Operational User Guidance
EALZ
EAL3Z
EAL4
EALS
EALS
EALT
AGD_PRE.1 Preparative Procedures SA-D Information System Documentation
EAL1 Preparative Proceduras
EALZ
EAL3
EAL4
EALS
EALE
EALT
ALC CMC.1 CM Capabilities CM-8 Configuration Management Plan
EAL1 Labaling of the TOE SA-10 Developer Configuration Management
ALC CMC.2 | CM Capabilities CM-9 Configuration Management Plan
EALZ Use of a CM System SA-10 Developer Configuration Management
ALC CMOC.3 | CM Capabilities CM-3 | Configuration Change Control
EAL3 Authorization Controls CM-8 Configuration Management Plan
| SA-10 Developer Configuration Management
ALC_CMC.4 | CM Capabiiities Ch-3 Configuration Change Control
E:t; Emdudhn SHPFT. Acceptance CM-3(1) Configuration Change Contral
o S O PRt Automated Document / Notification /
Prohibition of Changas
Ch-3{3) Configuration Change Control
Automated Change Implemantation
CM-9 Configuration Management Plan
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SA-10 DTvobpeTCon;l-gunﬂon Ma;agomont
ALC_CMC.5 | CM Capabilities CM-3 Configuration Change Control
Eﬁ? Advanced Support CM-3(1) Configuration Change Control
Automated Document / Notification /
Prohibition of Changes
CM-3(2) Configuration Change Control
Test / Validate / Document Changes
CM-3(3) Configuration Change Control
Automated mechanisms to field and deploy
CM-9 Configuration Management Plan
SA-10 Developer Configuration Management
ALC_CMS1 CM Scope CM-8 Configuration Management Plan
EAL1 TOE CM Coverage SA-10 Developer Configuration Management
ALC_CMS.2 | CM Scope CM-9 Configuration Management Plan
EAL2 Parts of the TOE CM Coverage SA-10 Developer Configuration Management
ALC_CMS.3 | CM Scope CM-8 Configuration Management Plan
EAL3 Implementation Representation CM SA-10 Developer Configuration Management
Coverage
ALC_CMS 4 CM Scope CM-8 Configuration Management Plan
EAL4 Problem Tracking CM Coverage SA-10 Developer Configuration Management
ALC_CMS.5 | CM Scope CM-9 Configuration Management Plan
g:tg Development Tools CM Coverage SA-10 Developer Configuration Management
EALY
ALC_DEL1 Delivery MP-5 Media Transport
EAL2 Delivery Procedures SA-10(1) Developer Configuration Management
gti Software / Firmware Integrity Verification
EALS SA-10(6) Developer Configuration Management
EAALLg Trusted Distribution
SA-18 Tamper Resistance and Detection
SA-19 Component Authenticity
ALC_DVS.1 Development Security SA-1 System and Services Acquisition Policy
EAL3 Identification of Security Measures and Procedures
g:t; SA-3 System Development Lifecycle
SA-12 Supply Chain Protection
ALC_DVS.2 Development Security CM-5 Access Restrictions for Change
E:tg Sufficiency of Security Measures SA-3 System Development Lifecycle
SA-12 Supply Chain Protection
ALC_FLR.1 Flaw Remediation SA-10 Developer Configuration Management
Basic Flaw Remediation SA-11 Developer Security Testing / Evaluation
SI-2 Flaw Remediation
ALC FLR.2 Flaw Remediation SA-10 Developer Configuration Management
Flaw Reporting Procedures SA-11 Developer Security Testing / Evaluation
Si-2 Flaw Remediation
ALC_FLR.3 Flaw Remediation SA-10 Developer Configuration Management
Systematic Flaw Remediation SA-11 Developer Security Testing / Evaluation
Si-2 Flaw Remediation
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ALC_LCD.1 Life-Cycle Definition SA-3 System Development Life Cycle
EAL3 Developer Defined Life-Cycle Model SA-15 Development Process, Standards, and
EAL4 Tools
EALS
EALS
ALC LCD.2 Life-Cycle Definition SA-3 System Development Life Cycle
EAL7 Measurable Life-Cycle Model SA-15 Development Process, Standards, and
Tools
ALC TATA Tools and Techniques SA-15 Development Process, Standards, and
EAL4 Well-Defined Development Tocls Tools
ALC_TAT.2 Tools and Techniques SA-15 Development Process, Standards, and
EALS Compliance with Implementaticn Tools
Standards
ALC_TAT.3 Tools and Techniques SA-15 Development Process, Standards, and
EALS Compliance with Implementation Tools
EAL7 Standards — All Parts
ATE_COV.1 Coverage SA-11 Developer Security Testing and Evaluation
EALZ Evidence of Coverage SA-11(7) Developer Security Testing and Evaluation
Verify Scope of Testing / Evaluation
ATE_COV.2 | Coverage SA-11 Developer Security Testing and Evaluation
EAL3 Analysis of Coverage SA-11(7) Developer Security Testing and Evaluation
EAL4 Verify Scope of Testing / Evaluation
EALS
ATE_COV.3 Coverage SA-11 Developer Security Testing and Evaluation
EALG Rigorous Analysis of Coverage SA-11(7) Developer Security Testing and Evaluation
EAL7 Verify Scope of Testing / Evaluation
ATE_DPTA Depth SA-11 Developer Security Testing and Evaluation
EAL3 Testing: Basic Design SA-11(7) Developer Security Testing and Evaluation
Verify Scope of Testing / Evaluation
ATE_DPT.2 Depth SA-11 Developer Security Testing and Evaluation
EAL4 Testing: Security Enforcing Modules SA-11(7) Developer Security Testing and Evaluation
Verify Scope of Testing / Evaluation
ATE_DPT.3 Depth SA-11 Developer Security Testing and Evaluation
EALS Testing: Modular Design SA-11(7) Developer Security Testing and Evaluation
EALE Verify Scope of Testing / Evaluation
ATE_DPTA4 Depth SA-11 Developer Security Testing and Evaluation
EAL7 Testing: Implementation SA-11(7) Developer Security Testing and Evaluation
Representation Verify Scope of Testing / Evalustion
ATE_FUN.1 Functional Tests SA-11 Developer Security Testing and Evaluation
EAL2 Functional Testing
EAL3
EAL4
EALS
ATE_FUN.2 Functional Tests SA-11 Developer Security Testing and Evaluation
EALS Ordered Functional Testing
EALY
ATE_IND.1 Independent Testing CA-2 Security Assessments
EAL1 Independent Testing — Conformance CA-2(1) Security Assessments
Independent Assessors
SA-11(3) Developer Security Testing and Evaluation
Independent Venfication of Assessment Plans
/ Evidence
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ATE_IND.2 Independent Testing CA-2 Security Assessments
EE:LLZ Independent Assessors
EALS SA-11(3) Developer Security Testing and Evaluation
EALG Independent Verification of Assessment Plans
/ Evidence
ATE_IND.3 Independent Testing CA-2 Security Assessments
EAL7 Independent Testing — Complete CA-2(1) Security Assessments
Independent Assessors
SA-11(3) Developer Security Testing and Evaluation
Indspendent Vernfication of Assessment Plans
/ Evidence
AVA_VAN.1 Vulnerability Analysis CA-2(2) Security Assessments
EAL1 Vulnerability Survey Specialized Assessments
CA-8 Penetration Testing
RA-3 Risk Assessment
SA-11(2) Developer Security Testing and Evaluation
Threat And Vulnerability Analyses / Flaw
Remediation
SA-11(5) Developer Security Testing and Evaluation
Penetration Testing
AVA_VAN.2Z | Vulnerability Analysis CA-2(2) Security Assessments
EAL2 Vulnerability Analysis Specialized Assessments
EALS CA8 Penetration Testing
RA-3 Risk Assessment
SA-11(2) Developer Security Testing and Evaluation
Threat And Vulnerability Analyses / Flaw
Remediation
SA-11(5) Developer Security Testing and Evaluation
Penetration Testing
AVA_VAN.3 | Vulnerability Analysis CA-2(2) Security Assessments
EAL4 Focused Vulnerability Analysis Specialized Assessments
CA-8 Penetration Testing
RA-3 Risk Assessment
SA-11( 2) Developer Security Testing and Evaluation
Threat And Vulnerablility Analyses / Flaw
Remediation
SA-11(5) Developer Security Testing and Evaluation
Penetration Testing
AVA_VANA4 Vulnerability Analysis CA-2(2) Security Assessments
EALS Methodical Vulnerability Analysis Types of Assessments
CA-8 Penetration Testing
RA-3 Risk Assessment
SA-11(2) Developer Security Testing and Evaluation
Threat And Vulnerability Analyses / Flaw
Remediation
SA-11(5) Developer Security Testing and Evaluation
Penetration Testing
AVA VAN.S | Vulnerability Analysis CA-2(2) Security Assessments
EALS Advanced Methodical Vulnerability Types of Assessments
EAL7 Analysis CA-8 Penetration Testing
RA-3 Risk Assessment
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SA-11(2) Developer Security Testing and Evaluation

Threat And Vuinerabllity Analyses / Flaw
Remediation

SA-11(5) Developer Security Testing and Evaluation
Penetration Testing
ACO_COR.1 | Composition Rationale SA-17 Developer Security Architecture and
Composition Rationale Design
ACO_DEV.1 Development Evidence SA-17 Developer Security Architecture and
Functional Description Design
ACO_DEV.2 | Development Evidence SA-17 Developer Security Architecture and
Basic Evidence of Design Design
ACO_DEV.3 | Development Evidence SA-17 Developer Security Architecture and
Detailed Evidence of Design Design
ACO_REL.1 Reliance on Dependent Component | SA-17 Developer Security Architecture and
Basic Refance Information Design
ACO_REL.2 Reliance on Dependent Component | SA-17 Developer Security Architecture and
Rellance Information Design
ACO_CTT A1 Composed TOE Testing SA-11 Developer Security Testing and Evaluation
Interface Testing
ACO_CTT.2 | Composed TOE Testing SA-11 Developer Security Testing and Evaluation
Rigorous Interface Testing
ACO_VUL.1 Composition Vulnerability Analysis CA-2 Security Assessments
Composition Vuinerabliity Review CA-8 Penetration Testing
RA-3 Risk Assessment
SA-11 Developer Security Testing and Evaluation
ACO_VUL.2 Composition Vulnerability Analysis CA-2 Security Assessments
Composition Vulnerability Analysis CA-8 Penetration Testing
RA-3 Risk Assessment
SA-11 Developer Security Testing and Evaluation
ACO_VUL.3 | Composition Vulnerability Analysis CA-2 Security Assessments
Enhancec-Basic Compoesition CA-8 Penetration Testing
Vuinerability Review
RA-3 Risk Assessment
SA-11 Developer Security Testing and Evaluation
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