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O MM Ay VT =7 THERHAI N, BMEBAN, AT AT ATHKIN-EES V7
SORBE Y AT 21d, $AN—WEEZIFIIL WEEZSNTEZ, LaL, e, &
A T FICBTBHE Y AT L OFEAEDME, Hil#H S R T LAOMOEHR Y AT A
EOMBEOTR, BEA V75 ORI Y AT LR BURT B TEICET A IEROILEATT
bNbEII ol & T, BEAL V7 IOHIHY AT 2120 55 4 N —BURD W HE
o/ EZHNTWAS,

@ HAN—BBICKVEEAL 7 FICHEHRRERENRA LS L LTI, 2010 41247
biv7zA T ¥ OIREHRM R 3 2 B8 GaO o BER 2 BREAREIC L72), 2015 4R &
2016 SEIZATONTZY 7 T4 F OBIHI T 2B (WIS 27 2B AL, 2015 413k
K6 B, 2016 4EIZIK 1 BT 15 0B E25 1 &I L) BBITF5N5,

@ KENZBWT, 7Y ¥ M rEMHE BEA VT TREOLEMIIN T AREOET D
EEHIT, ML AN—LEotF2) T4 2 EmD LR EED, HHREEL Y b
=7 OREEROEEEOM EZR L0070 75 M ERE L, Ty ¥ o Bk
. mBEA V7 7 R ELREREREOEE GO 1 oL UEMT, EEA VT T
PO EIR MG, PRERTH 2 LFE ST FNTEME, A N—kF2) 71 %20k
SHLOIERMTREFHZ BRI, A N—A 2TV PADORIE Y AT LDk
HLUXVOFPHELZ o720 72, BERA2LSOHEADOWILE A N—tF 2
T AEMOLEALICHO AT, P77V TEHEZ VAZERT 70 —FOL RV &
EoN ﬁ4n~ﬁﬁ@%ﬁ#%*l%¢6tb®ﬁ TREEBUOR 2 B8 L 72, WAL T
. BB R EE D SEICE W # LTV,

@ FEAEOHAKIL, HARKECIZABEEELERL B, 2 OERFENDOEE
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I ENGAETHORPECHEIBTRZRELEZ T 2 8. e EoBLE

MEVIEIZ R > TWhde HATIE. B30 EFRED [T A 8N—LF 2 5 1 ik,
[EEA 7 TOEHEF 20 7 4 3 WITHRZ 8 4 RATEEHE ] (2D WK 25 D
LNTWS, L, ¥4 N—tF )74 1B LTI, HffroER»#H L, 72T
O3 REFHE NI T EEV L LA L . 57 ABICHEEHROATZKD |
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200949 H 6 Hy T ANVF—PHD = 2 — 244 b [E&E News | (&, 43 5 HIZKREE
HOEIHH L THAN—BOP b, FEEIEI L Z L3 b o7, BHEMHE Y
F—HEIK L RNV OREZRIZF L2 28 LY, LREIEFEER S (North American
Electric Reliability Corporation: NERC) ® 1%, H A /N—IH(Z X O FEHEFT N O LEE [ Ol K V5 E
Fre BEH Y vy — M O@EHERER (5 5K EIEXEohbs 22200 KE L
T 774774 =VYDT7 7 =27 27 VORELREH., 1 &7 —3% v MIHERT A HEHED
WHEZRIRY OWIE. 77 A4 774+ — VTS AHICZE NS 749 29% 74 05 Y 7D
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(3) NERC &, Atk E Y A7 20FEERYF 2 74 2 L35 HIYT 1968 SIS, BIER
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North American Electric Reliability Corporation, “Lesson Learned: Risks Posed by Firewall Firmware Vulnerabilities,”

2019.9.4. E&E News HP <https://www.eenews.net/assets/2019/09/06/document ew 02.pdf>

(9) KRENZBWT, HEA 7T (Critical Infrastructure) & 13 [, SAEWZ LT, € OMARTILIT RS
ER D4, #RFE R, ARETE, BB 2N SO O h 5 KRENZ L o THRO TEER Y X T
LR O] (42 US.C. 5195¢c(e) & EFE S, 2013 IS S N7 K BEBUORIE S 21 5 (“Presidential Policy
Directive - Critical Infrastructure Security and Resilience,” 2013.2.12. White House President Barack Obama HP <https://
obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-
resil>) IZBWT, AT HEMME LT ALy, Bk, W5, EREGRIGERE, ¥ A, BifigE i, i —
EA, TARVE—, SRl — YA, i - 236, BUTIERe. BN - SR, B, 0 R OB - 18
W, B AT A, ETKEY AT A0 16 HMHEE STV 5,

1) ELZEREEE (DHS) OFA N—tF 2 T4 - A 275 - F2) T 47 (CISA) FEL L I3#R) oMlik
T, Y 2T 2 DHETEHRE O R BBEBANDOFIS L Z T > T b,
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7oL EORBNPHEFIIREVEEZEZONLBE NP ORI L HITHHT %,

I BEREA7I1CHT B2 YA N-HEBEOES

1 BEA 7T VAN EIFAREE LB R

WERVEEA V7 TOHIHY AT 23 A V7 =%y FNEDL SRS NZHBEN R A Y T —
J TSN, ORI AT A LRLRY, £ OMAFGN. MEY AT ATHEI L TY
5720, PAN—LBEZIFIIL WEEZLNTEZY, LAL, EE OFEES V77128
B HE S AT A o L, PLHAL. — P bR, @QEEA 7 7 ORI S 2T A O
DIEMY AT 2 & OHMBEDER (A~v— MR OEBICHT 28 ), QFEEA ¥ 77 ORI
AT A EBET L TFHICHET 2RO »MThNhb LX) Ikl 8T, HEA VT TD
HH > AT 21T A N—HENIRRIC 72 EZONTW 5,

YA N—HBO TR, B JEFREFICES T EROBG LN D r—A 3BT
500, EEEBRAEIHLTORREAAENT S 2 LS TEX ZYUEET, WITEMISTE, L
WY 7 F 27O E VLR R LTV AT ANORAZRAALD, vV =27 (EE
DHBHVTI b xT) REBLTHBIEH L) T5%E, Bifllo—REnF2FoZ L
TE b, YAN—REOFHIIH 2 #L2Z T, EROBG»EEDOND 75— A TlE, SERE
Mipfibi, ZREFHE TR MEPTTHHLBLEIITDONLEANIIH 5,

PAN—ZBIZLVEEAS V7500 Y AT LI ELZT 4 Fr ol LT
(. 2010 4EICA T > OFZIRERRA X O 35 D BERE AR AR I e o 72 B &L 2015 4F & 2016
FIZT 7 54 FTEEIGISREI SNLFAPBTFTONE Z L%V, ARTH, OIS, Th
LDA YTV FOENE N 5.

2 A7 ORI T S HE
20010 4E 11 H30 HV A F v D774 %Y % F (Mahmoud Ahmadinejad) KifE#HAY, + % » X

1) HFAN=ZAX=ZLZBT 24 7 beid, WHREOHEY 27 208TCBF 5+ 71 LOREL
LTIRZONZHLT, HHGH. AERA V727 (BEOHZV 7 b7 x27) EEL Web 1 FEHEA,
DoS./DDoS K% (H.4L (DoS B%) I3k (DDoS M) O3 Y ¥ 2= pLERINE 2B — /N =12 LA v b
T=2 &N L TCRKEOMBERZ %D EICENF—UAZRELEETLE ) KR S0HEDH2 (Vv F
v M&IE] JPCERT 2—74 A —3 3 ¥+~ ¥ — HP <https://www.jpcert.or.jp/aboutincident.html> %),

(12 #l 21X, Scott Kelly et al., Integrated Infrastructure: Cyber Resiliency in Society, Mapping the Consequences of an
Interconnected Digital Economy, Cambridge: University of Cambridge, 2016, pp.22, 36. University of Cambridge Judge
Business School HP <https://www.jbs.cam.ac.uk/fileadmin/user upload/research/centres/risk/downloads/crs-integrated-infra
structure-cyber-resiliency-in-society.pdf> 13, ZEE ORI OHIFR OB L A N—BEDITb Nz LCE L.
32003 F ) F 2w L TRIFENEEHEHZ AL T b, WEE 2T 5 SAEMITH 2 ) #kied 2 RFIHEE
B, S1 > F U A (65 BEHTABE., 5 10.5 H) T490 A F, S2 ¥ F U4 (95 BEIAHE, HE 21 H)
T 1290 8K ¥ By X1 ¥ U4 (125 FEEAHDHE, H#E 42 H) T4420 K> FTHL CP 3144 1 1 Hi#H
DEFL—ME 1HEY F= 148 1),

13 DLFOARBEHFOLIBICOVTIE, MAE [EEA 7 THEZVIHF T H2EF A N—tF 2 7 1 OB ]
[SEJ 183 7, 2016.6, pp.21-22. ¥&E 44T EWEHT HP <http://www.i-s-l.org/shupan/pdf/SE183 4 open.pdf> % ZHi
L7z

1) DFORBEFEORLIBIZOWTIEZ, BWMEE A N—F2U 5 1] H¥EIE, 2018, pp.8-13 &ML 72,
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2D HIGIREHERIERE D ¥ AT A<y = TIZES L7 2 812 X 0 w0 B 1 R E A3 58 2k
L7zZtz@oztHionzz®, HEIHICREI IO 4 7Ty PZBWTiE
[Stuxnet] &MHEN B EELBEMZET 2~V = 7olib7209, BEFIX, Stuxnet 1A
ATZUSB A EY) ZHixNICIEHHME . Thzfo ok BN o3 v ¥ a— % TR
L7270, &G L7728 ZZ 6N TWwh, Stuxnet i, USB AEY #/8Y 3(2%L, ¥Ya— |
Ny FENTZT 7 ANVERE LT TERETLEHIICR-TEBY, RAKIE FI
Windows " DS EZ A L FIH Sz 5 hosEEo ) b 4 R RmodboTh-72), [FH—
29 NI = NIZHBBEEDY 7 Mo 27 (=R A (Siemens) #:25HI% - Wige L7=H# s 27
LEWY 7 b 27 [SIMATIC WinCCl) DS EIN/za v ¥ 2 —F IR LT 720 Z DG
Kz, V7 by o 7 HICERERLER SN TW282 7 — K24 LT SIMATIC WinCC A3FH L
TWbLTF—=FRX=2Zurz7f L, =% X—=AHIZ Stuxnet # I¥— L THEITT A LITL
Diibiize LT, ¥ —X ¥ 2%t® Y — )V [SIMATIC STEP 7] % FJJf] L T PLC (Programmable
Logic Controller) "% 2 RIEIZH#AE L. PLC IO %M 54 v /N— 7 %% VAEBZERLEE) ORFWEK
REFE L2 LT K 8,400 B DL BERE DR B AHE I 22 o 726

3 TITAFTDOEHBICHT 2HE

77 4T OB 2 WY A N—HEEZITTWD, 2015 4F 12 HOBIEIZOWTIE, 1
V=R NeDRPoTWDLIT Y AT ADLEIEY AT LAN\OEE %I S8 72721 T,
FIH Y AT A2 ERBETAZLIITE TV o7 (FEIR. WEEPFHTHEREILZ) &
TERTEHHDITH L, 2016 4F 12 HOBBEIL, IT Y AT 206l A7 ABALTH
BTSN ELZEICX ) Y AT AZINEL ST A EITHIILTED,
ANDFAANSTEELIIERI LTS, 2016 4F 12 HOWE b7z [ CrashOverride |
(3% [Industroyer)) &FFIEN A~V = 7id, Hll# S A7 AT 5 VA & #E IO W
THELNZZEDT, BHY AT AMIFICHABEINZLEONTWEY, N TU T I ALE2MAS

&0, BODANOEZES V7 FICHEEZD LTI LML T L0 H 5,

(1) 2015 F 12 BICRELE1 DT B
0ISENR2HBH. AN 7S VATAT, F2IV )TV 4, FLTDIODEHHIZBNT

(15)  Parisa Hafezi, “Iran admits cyber attack on nuclear plants,” 2010.11.30. Reuters HP <https://www.reuters.com/article/us-
iran/iran-admits-cyber-attack-on-nuclear-plants-idUSTRE6AS4MU20101129>

16 LLFOAREREOGLBIZOWTIE, WEPHE T4 N8B —1y MEROBEMTRE TWE 2 L—] Gkt
2018, pp.224-228 B L 72,

17 <4 27wV 7 (Microsoft) #2524t3 % OS (Operating System) T, I Y2 —F DI AT AEKEEHRT S
EERY 7 by 2T,

18 JISBUKIZHBWT, PLCIE, [T4 Y VX7 Fu s Az L, fic OB L7 1t 2 2§17 % f’
. B MR, EHER RHEOROSEAEHEO X9 AR 2 ST L. BN D e 2 IRICELR T 5 720
A=A 77“»} EV ML, TERET TS 2720I0G ST 1 VY VEEET VAT 5o (f&m@))
LEFESNTWD (JISB3501 [7urI~7haybu— 7—~ﬁ"ra$ﬁj p.2. [JIS MR | HAPE SRR HE SR A2 HP
<https://www.jisc.go.jp/app/jis/general/GnrJISSearch.html> T, JIS %5 [B3501] # AT L LMET L LA TE
%0)o

19 T OAREREDLBIZOWTIE, BEFEEAHHMBORD 2GR OF 1 EEY A N—tF 1) 7 1 0
P2 BEER) 2017.12.27, p.8. <https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/pdf/001 s01_00.
pdf> B L7,
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AT 2 A4 N =B T b, KBIBEEDS T &R Sz, FEOHEIHE TIC
IR 6 I Z 2L, 225 5 FADPELZ 2T 720 WEH L, YA N—WBONLE KOG
(T A7 DG AR, AR WS 2 6 2 AU ERI2OMAL, 1 7 —% v |k
SFCIUE LA B &2 BRI X — L V2 %A L, EBM KO~V Y = TG %
FHolze TOH EBMALKHEY — N — AP SOFRISH L TH—ERAZRMET 2T 02—
5) NEG PR SE LD O NEBEMOER - PR T o722 128D HHY A7 201 £—
M ERED IEBLIERRETE TR ¥ A 7 ARERU R 2 AT L. ARARE A (Virtual Private Network: VPN) 22
FEH THIE > 2 7 AANDRAZ AL, BRSO ¥ AT 2 BB O Z L THE O #E i 2
Wizo LT, BRI 728 A3 o 7B RS CL il S 2 7 2 N O fill i K 2 AS IS H#E L
72EEZEZLNTVS (RO & 912, SHED 5 OBEERIEICIIRD LT 20765 5), %
7o WRHIL, BBOFEEZHWTHRIZHA N—BLZFEITL T EALNR, BHENRHE
FEOFREZFEHLTWTRED RIS Tw 2,

(2) 2016 £12 BICRELA1OT 2B

2016 4E 12 H 17 HIZF Z 7 I2BWTITb N B RO A N =B IE, K 1K 15
SOEBEFASE, BITANIHEL G272, YA Y7V MPRETLIEHF» S, ¥
794 FDA VT TREFZANDH A N—BEPFER I N T V72, 2015 4F L FAROBETF P
X OHEY 2T 2R A L, HI#IR%Z CrashOverride (ZJ& 5 S8, BUEX REES O G2 UL
L. WEHGHEGRICEbE-ETa 75 L% BT L7 (CrashOverride I3 BFEITH £ T
#iR) . FREHICHBITIrbN 72 B I, CrashOverride 2> LIS 2 7 A7 L — 4 — %[
T5AX Y Pt LTEBTAZEICENITTbNAEEZ LN TWwA, CrashOverride I3,
Ny 7 F7 (EROFHERTICHIBICBAT A L), F— 7 HFEMeE, HE®hicw4 % DoS
WE (2 Ca— oL 5 —N—1 LAy bT—2 2 A LTREOMBIERZ %5 2 & 12
IH—EC2ZEESETLEIRE) BEEEZ TV 2 — b L7z (w72 uBkae 2 @) L CHLAGAT
CTERWEICLA) bOT, BUERTHEHINSGZ LS WwWT O b a V@ E2gER L Tni,

0 DLFOARBEEOFBIZOWTIE, HHILHEERELF 2 ) T2y — [HIBCAT20EF2) 5741 A
TOMAA FHEER Y A7 2O A N—4 Y7 FREBI 1—20154F w27 54 F KEEEE
—1 2019.7, pp.4-8. <https://www.ipa.go.jp/files/000076755.pdf> =S L 720

@) [HERREEE X — )V id, AREFELHICKEICESNE TA VA A=V EIZBR D, HEOHBERL N LrESN
BV, EFX2VT 4V T INOBRT 7 A IVICEBERINIHNENETEA-VZEHEETHYTLE). £
D7D, ZREHEPELF 2V T4V T M 2FHALTOTH, HEEBH I LWLV, T2 A—VZEAVAFEL
WEDPBWI YA BRBLOT 7 =y 7 BRI SN TWE 720, A= VZERIEIARYO A =) E#hEnw L TL
T, ANV REROMABT IS N2/ 7 7 A VRV ) RRIR S N7z 7 A )V RGO AT 25)E
SNTZHA MANDY 7R 7Yy 7 L7z LTLE ) RSV (HHRLIEERE 2 ) 712 v 7 —
[TPA 77 =V + v F [FEMEILIE X — L ofl & KT 771] 2015.1.9, p.1. <https://www.ipa.go.jp/files/000043
331.pdf>)

22 SELSOWHMEZ TR TOR HDb YIS, O —F—CET 2 RBME BN 2EH Ay bT—2 L L
THHTHEM B —E A, oAU Yy GEEAY N T—27 Lo 2 S EESE U S 7 AR 72 R [
EWMTHI L) Rh 7ML (HLBETIHCL L7 =5 BBOWEIC, lo7a havick s 57— Rz
WIAATIRRET A2 L), E ST FLRIEOHM 2 V5 2 & T WHOEDEH 720 b HHHO & 9 1224
WCHHATE2 L9105, VPNIZBEHTAEHRICE T, 4 v & =32y MNalE WA [4 % —% v b VPN
CBEHEZOMEA Y VT —27 2D [TP-VPN (Bl VPN) | @ 2 2IZKBIE NS ([VPN (Virtual Private
Network) &1 ? | NTT #H A HP <https://business.ntt-east.co jp/content/VPN-select/>) o

@) LIFOARBEEDBIZOWTIE, HHILHEERELF 2 T2y s — [HIBC AT 20EF2) 5741 R
ZORHA FHEEER SIS 27 ABEDOY A N—4 VT F 2 MBI 2—20164E T2 F54F <A TTIC
X 58— 2019.7, pp.4-7. <https://www.ipa.go.jp/files/000076756.pdf> %= ZH L 72,
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I KRKEICHSTFIEEA 77O AMN—tFxa1UT@BLE

KENCBWTIE, 1993 4E 2 A 26 HIZHELZMRE S X v ¥ — )L oM T B a5
HOLRE, TUOBBANORMEVEHRIND XD, BEES V7712200 TH, WENKL
YA N— LORERRIHE L SN TE e RETIX, HEA V7 788K, BH5E. HTFD
BRI, ERIAN—tF 2 T4 BILRETAN—A V7V VOB ELT ). —FBO
BEX2RE, AETHY FIF-BEX2ET LTI L OB LR RBREBONETH 5. %4
TRBE EORLEROFET ) L EDICEEA Y 7501F ) F 1k ED S, A4 N— LD
AP L TORESIND X)Xk o722 8 BEA V7 RO EIFREME & PR O FEFAL.
HIEA V7 THRFEZNICBT B IRERET DAL L FMOILEGDBH O NI Z LEPDD 5,

1 U2 b2BERF (1993.1.20-2001.1.20) DY A1 /N—tFx 21U F 1 #@{E%E

199647 A 15 H. 7V ¥ + ¥ (WilliamJ. Clinton) KFEHIE, {TE A4 13010 %5 [EE A >~ 7
7 OF#E | (EO-13010) 20 &2 56 L 727, EO-13010 Tl #E. BT AT A, TR - AHORF
- Bs, SRAT - Al EE, KOG O AT AL B - B - HEoMET - A, BUFY—
CADSHHAEEA V753N, TNOLOEEAS V7120 T e LT, WHHE
R TRATFAN—ED QFHICENINT, T LT EHES V7 7 ORERIEZ KET 5720,
[EEA 7512 T 5 KHEHEZTE S (President’s Commission on Critical Infrastructure Protection:
PCCIP) 7%EXiE S M7z,

PCCIP 1. 1997 4F 10 A2, [EEIME  KE DA > 75 O#E ] L ET 2 MAE 2 KH
IR L7z MEHEFHICB VT, PCCIP X, A N—KBENPLDL V7 FIREDTDITHR DR
R DE, A 7 IS - EEE EBUEBE OB D/N— tF— 2 v IS T &R
HHEOWMBTHL L L, HEYZXAT ARED 72D OEM B ORMEE 2 BOFIT ROz, T O
HEAZIT. 1998 4E 8 HIZ, KM ERS 63 5 [HEA ¥ 7 7 O#E M3 —74 x—
5 ] (PDD-63) @A Sz, FEAICEID, BEA Y77 OMEAH - BEHOFREEZRET
x5 X9, B2 —5 1 &2 — % (Sector Coordinators: SCs) & ) R ERPI D(CFEREZ DN E D41, SCs
ORI B D 1 DL LT, BEREHR - a32=r—Ya o4 77183 5EHEEOMR

@) FIZIEABRELHHS AT LLEOMDOT =5 OR) L) D20 fibh 2 TMHZ & 72 [IEC 60870-5 ] ([
EHE Y 2T DR ABOBREE L 725T IV 2T (4 Y FA A Y —]] 2017.620. ¥¥ /) v=3—r T4~
7Y w28 VR HP <https://eset-info.canon-its.jp/malware_info/trend/detail/170620.html>)

@5 199342 H 26 HIZ, =2 —3—27OMFRRSL » & — CN O FEEHE CREIEIE L, 6 A2BEL L. 1,000
NP RS L3 PSRRI T a3 SRR EYHEE O 720 O AR H/NGIA | 2014.1, p.36. <htips:
//www.anzen.mofa.go.jp/pamph/pdf/pamph_08.pdf>)

2600 “Executive Order 13010 of July 15, 1996, Critical Infrastructure Protection.” govinfo HP <https://www.govinfo.gov/con
tent/pkg/WCPD-1996-07-22/pdf/WCPD-1996-07-22-Pg1242-2.pdf>

Q) KMHEIFHEH T 25 ORMTH S [ KHETHS (presidential directive) | M9 B [executive order] DFRE LT, A&
fald (7B ] 2 v KREAIZOWTE, TR [7 2 ) A RREOL=F 7 7 V7% (HMTo) Bok
FEHRFER—ABESZPOIC—] RO 7 2 ) h—REGHAREE—] GIAEER 2018-3) E 7 E & MEHA,
2019.3, pp.25-40. <http://dl.ndl.go.jp/view/download/digidepo 11254533 po 20180304.pdf?contentNo=1> % M,

(28) President’s Commission on Critical Infrastructure Protection, “Critical Foundations: Protecting America’s Infrastructures,”
1997.10. Federation of American Scientists HP <https://fas.org/sgp/library/pccip.pdf>

29 “Presidential Decision Directive 63 on Critical Infrastructure Protection: Sector Coordinators,” Federal Register, vol. 63
no.150, August 5, 1998, pp.41804-41806. <https://www.govinfo.gov/content/pkg/FR-1998-08-05/pdf/98-20865.pdf>
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ST OB DB Z EHBFTFT SN,

HEA 7 7 ORERKEZED L —FH T, HHEF Ay M7 — 7 O0REWROEEEOR -
Z X5 HIT, 2000 FICBUFAFEER L 72DD [T Y A T L IRFED 72 O EIFKET H—xt 5~ D
BEIOTH L, B WTIRRENRZT a7 T 2k, OEELRA V7 5 &L OHEAK
FRR AR L. BEatEIC LT 2, @QHBROAIERAZHRNT 5, OEELREHRY AT A
RS 2 72D I IBIRIIERE ) R OEUTHE I 2 D 5. OBUBEL - e s 4 20 — %)
THETE, OEBICHRFIIHIG L, Y AT L EHFREME, HHOTE2HEEZMAS. ©
Tu 77 LAO~E% R — M HUERE L MILT 5. @Y R Ao F ) 7 4 B
REBR - EHT A, OERICHA N—tF 1) 5 1 WHEOLEM L2 RS &5 720 DK
HEir). O70 77 00~@% K- M3 HEHELEML. PRLHRT 5. OFtHOLT
OBV T, EROTRWEHB, 754 13y —12hd 2H8H8, a7 — % OREeIH$ 5
MR DEELRELHEIRT S, Tho7,

2 Jv ¥ aBiERF (2001.1.20-2009.1.20) DY A /N—tF 21U F 1 @{LK

(1) BXReFREERERES

BHesc it 2001 459 A 11 HIKREITHA L 22 WIS 7 a GO K b REIR OB T
T4, PO BBV T 2B EICE T 5 & BEA ¥ 7 T IREDE T LA PREE O ik
HEGHO 1 DL LTHREICALEN U 5N ize FREZ 3T o fEDHi2 5. BOFBARE I,
FREA YT T EVRAT AP AN—ZEEITF L THA VDL W) Bilkdsd b, FRZER
[ B R = 25 Y %E 2> (National Security Telecommunications Advisory Committee: NSTAC) B33 TR
Y= HROWEH Y AT APRARBROERIZMA SN 2nwbDOTHLZ L2 ) U}
RMMBENABRZ T W72 F 72, FULEH)E (Central Intelligence Agency: CIA) 13, 4|2 EAEE
AV 70057 0DBEBBEITRIVGLEEZEZ, A N—kF2) T4 EHF A N—TF
DA % XL OFER 24 Dk L. BRI % 5l &2 KD T 720

7 v ¥ 2 (George W. Bush) KAtHHIE, 2002 4F 7 AU [H 224 fRmE EI RN |00 2 AR L7
[, E e mEOEEHE LT, OKRENIZEIT 27 0 BBoOPE, @F miZxs
HIEF DR, @BRIZL 55 A =V OR/MLE BB E 2T ROEIH, 228172, 72,

(B0 White House, “National Plan for Information Systems Protection Version 1.0: An Invitation to a Dialogue,” 2000.
Federation of American Scientists HP <https://fas.org/irp/offdocs/pdd/CIP-plan.pdf>

G IKHZER 4 BANA DXy 7 SN, TO) LD 2 =2 —F =7 OWRR Y L v & —EIVITHER, 1 T
Y b Y OFEBEIZRA VY y 8= ZARAHNIEEE L £ 2,800 ADVET - AT E 2o 728 ULEBA
B RFBANT T RE HiETE, p35.)o

) KREMHOMEELEZ O5NS [ETZEME | (homeland security) 1%, 2R 9 5 [[FE % EZR K] 128
W, RENO T ) 2 FoBREEPiE L. KEO T a~OEigME 2 K S &, Th N7z S OHEL T/
L CHEHHES MM EERE )] L EkE N TWwb (Office of Homeland Security, “National Strategy for
Homeland Security,” 2002.7, p.2. Department of Homeland Security HP <https://www.dhs.gov/sites/default/files/publica
tions/nat-strat-hls-2002.pdf>)

B3 1982 AEITRXAL S, BUEIR IR § 2 W 44 fREE4 (DHS) ICHTE T %, Bl S <, Z4T, HIHhodb %
WG REDHIFTE S L), KIBICEIG 24T ) B2 Fo0 A PN —1d, A 304 T, IT R, @fEHER T
RFETHLHEEL LTIHEL SN S (“President’s National Security Telecommunications Advisory Committee Charter.” ibid.
<https://www.dhs.gov/sites/default/files/publications/NSTAC%20Charter%20Renewal%20CMOts_filed%2013NOV2017.
pdf>) o

BY LUF OARBE ORLIZ oW T, THHALEHEAERE, [ A > 7 F Pa® (2B 248 it ] 2004.8,
p.18. <https://www.ipa.go.jp/security/fy15/reports/infra/documents/infra_2004.pdf> % £,

(859  Office of Homeland Security, op.cit.32
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[FHNETlE. COHMERICB T 2HEGBHEPHLMIIZESNTBY), BEEpHO 1L LT[E
A V77 EREEORE] BT O NIz FEIEIZOWWTIX, 2007 45 10 JICHETIRCY 2345
ENTWEA, 22T OF BB LZPIL - #iFHT 5, OKER, £EA 75, FEEE
RET D, OBELA Ty MIin L, HIHAKSE, @RI 2RI 2 M523 572
DOIEBEEIL LT 5. L) HESEIT S,

| -2 A PR AR O T & H A9 & LT 2002 4F 11 JIZHAZ L7z [2002 47+ 22 4 i |07
[ZHS &, 2003 4F 1 H 24 HICE LR RENEE) O T H 5 [ 1% 2 RE2 (Department
of Homeland Security: DHS) 33§ /& L 720 F 72, 2002 4E[E + %2 4R D Subtitle B {2 [2002 4FH
B4 7 FE#HGE: | (Critical Infrastructure Information Act of 2002: CIIA) O EEITONI-Z &1C
I, BIFEEEA V7 70EEMREL OB THRLF 2 74 IZHT2EHRSLEEINE &
Nl olze TR, BHEA V77 OEEMEXBUFICIHERZ RIS 2 & LEEHD [1HH
HH#: ] (Freedom of Information Act) 12 3B1F A THMB/RE RO R E Lo THRENTLE )
BENET2720, CHA IZBWTIE, HREUAEDSBUFICRIE TS HEHA [EEA 7 b
(critical infrastructure information) 2355 S 725 d. THHE HFII BT A 15 R KO @
Brih e 3 28 (6 US.C. § 133 (a)(1)(A) ASENNIZ0Y,

(2) BFHREFRICHT 2 2003 FDYAN—12OT 0 bME

20034E 1 H 25 H. ANAFTMOF—E R - Xy X FETHEEHO Y A5 L2, VPN Hfhiz
ML TT—2BIRE 7T 275 24 [WORM _SQLP1434 ] G#F [Slammer]) %2 A L. SCADA™
VAT ADHKY SR, L TER R - ¥ a—F @K 6 EIET A4 VYT PR
L7=®, thoBNMZEZHESEENT 74 v 7 BRELL, BEORBERERNIZ BV IA T N7,
Slammer (. ¥4 70V 7 MLOT—F X— 248 X7 4 [SQL Server 2000 ] DfiEgglk % F
HALT == 7F— &~ EHERIR AR, &y N7 =27 RICKRE&ED 7 v b (F—=% D
AR ZREL TRy NI — 78BS 2 ¥y v 8872, BEBTOVF—N—1Z, 77477 +—
WIZE AR Y b7 =2 EERTENTWZA, 7747745 —=VHERO A v b — 7 128
ENTWIANBa vy v FEFORY a U HPEGER & 7 5 Tz, Slammer [XX)IRT 5 72

(86 Homeland Security Council, “National Strategy for Homeland Security,” 2007.10. Department of Homeland Security HP
<https://www.dhs.gov/xlibrary/assets/nat_strat homelandsecurity 2007.pdf>

(87 Homeland Security Act of 2002, P.L.107-296. <https://www.congress.gov/107/plaws/publ296/PLAW-107publ296.pdf>

BY 1966 4FIZIKAL Ly 1967 4 JtifT S 7z ik (P.L.89-487) T, ATEBUEBIOHMARICOWTHEL T2 (TH
BT v 7 — [FRIMENC BT 2 THRAHBIEE IS 3 2 HAEAIZE  REH] 2019.3, pp.3-54. #HA HP <http:/
WWW.soumu.go.jp/main_content/000628852.pdf>) o

BY) KEFHHE DREOEEAS 7 FIZHT LI A N—tFa Y7474 - 207 T AR (1)) TARH
BREGEAE] 19 1 5, 2018.12, p.19. EBURFEMFER ) AR MY HP <https://hosei.repo.nii.ac.jp/?action=reposito
ry_uri&item id=21926&file id=22&file no=1>

W) HHEBEL O Y AT JIEHRT 2UE LTy 270 BistS (774 Vv, o Tar s L) o
WHAARD T 7 F A E LTEHET 2T/ VA L3RRS,

1) [ Supervisory Control And Data Acquisition| OBEFRT, BERLEEDOHY T 7 0t AHIH & EPES 2179 .

42 FEEFICBWT, I OO PR K, BIERAE 2 &2 B LR T — 4 & LR E
IZECER L. T ORI NEET — 5 2T, FEIEICE D L9 ISR Z WIIET 2 B T i 723 v
Ya—% (HIEPF— [N RER %S X OB s O IR ariat ik | [HFRFAH) 2011.3.9. <https://patents.
google.com/patent/JP4649122B2/ja>) o

4y LT OAREFEOGIBIZOVTIE, EHAHHEERE S 2) T4 20y —[EEA V7 ORI AT ¥ 2
U714 & IT H— ¥ AHBUC RIS 23878 ] 2009.3, pp.22-23. <https://www.ipa.go.jp/files/000025097.pdf> % B L 72,
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D@ SQL Server 2000 D73y F I RFFEATH o 725 WEBEZF2HBIHO Y AT L1121
HHIN TV o7,

DX ) RAIRW O TEHFIX, 2003 4E 2 HIZ, 2002 4 0 [ 422 4 PR [E R MM 12 36O < BOR
N=X—=b LT, [HEA V7 I ROEEEEOYHIIRED 72D O FEFKEENE | % 5K L7z,
FRIEICB W ORI N B, OER L NVORREE - 48, HNF v AL B BRE
RIS o TIRDEERA V7 TG BHEORHEZRIET L L. @F 1 L) —HBiE24T
AT EIIZE), ELHSBBICETLTWAL Y75 L BHREORELZ LT A2 &, @
BOF. M - M BOfF R ORI E BT 24 75 LG R X 0 EUNRES AR %
R HIEIZED, FUYVAMDY =7y MR DLWREEOD MDA 75 L EHEOR#EE
RIETHZ &, THo720

(3) EXxREFREXMES7 5F

7y Y a KB, 2003 4 12 A 17 HIS, ElLZamBERmE s 7 7 THERA ¥ 7 7 Ok
B BESENAN, L OV ] (HSPD-7) “O % 56 L7zc HSPD-7 1%, H¥EA v 7 7 RO EEEEZFF
L THEEMMZ AT, 70 2 b OBED SIRET % 720 OEFRBUF RS O EI R BOK % #EAL
T5HDTHbH. HSPD-7 id. DHS REIKREDOER A ¥ 7 7 R TEEEEDOREZ HRILT 5
72 DERHERAEM OFHEZAT ) WAL Z AbE, DHS 2394 N—t F 2 7 4 ORI
ELTOEFMERZ LT ONS L HICTH I LaRDI T, WIBBUFHREIZ. & 4 25FT
H-EHHTLEEA 7 7 ORERE L T LD, ITEEHFHE (Office of Management and Budget:
OMB) EEIHRITLIE L EIN,

2006 4 6 1. DHS i3, OMB EEIZH S N7 @B BUF B O EE 4 > 7 7 RGERTH % &
W2 HEA V792 RET L7200 A7 EROBRMAZ ED Iz TERA 7 T it
(National Infrastructure Protection Plan: NIPP) 7 % 3¢ %€ L 72 [TMI1X, 2009 4 1 H. 2013 4£ 12 H
IZYETENTH D @, 2006 SEDFFENIIEE 1 IRKGEHH & V) 2 EI2% %o 5 1 KT, RIERE
EERZERBZ T T — NV A N— 4 27 FITRE AR L T2 L OFBFD T, DHS,
O3 BF B HH Y BOMF AR (Sector Specific Agencies: SSAs). R DA v 7 A H - BEZD K 4 HH
5350 dl 3, 2, BAXOBEIM & HMEAMEM DS — =Yy T OB L
&N, FAN=) 27 DEEHF A N—F 20 T 1 OHLERD & L7

(4) ALk N—txaUT1 - AZFF47T
2008 4E 1 A 8 HICIZ, A NN—tF 2 7 1 BWEEOMHA L 25 WK A N—&

W)y a2Ea2—FIIBNTTRT T LDO—H52 B L TNTBIERKREE 2179 72007 -5,

@5 White House, “The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets,” 2003.2.
Homeland Security Digital Library HP <https://www.hsdl.org/?view&did=1041>

46) “Homeland Security Presidential Directive 7: Critical Infrastructure Identification, Prioritization, and Protection,”
2003.12.17. Department of Homeland Security HP <https://www.dhs.gov/homeland-security-presidential-directive-7>

47 U.S. Department of Homeland Security, “National Infrastructure Protection Plan,” 2006. <https://www.dhs.gov/xlibrary/
assets/NIPP_Plan_noApps.pdf>

48 2009 4E D& 2 WEMHIZD W TIE, U.S. Department of Homeland Security, “National Infrastructure Protection Plan:
Partnering to Enhance Protection and Resiliency,” 2009. <https://www.dhs.gov/sites/default/files/publications/national-infra
structure-protection-plan-2009-508.pdf> % 2013 4E D& 3 KEFMWIIZD W Tld, U.S. Department of Homeland Security,
“NIPP 2013: Partnering for Critical Infrastructure Security and Resilience,” 2013. <https://www.dhs.gov/sites/default/files/
publications/national-infrastructure-protection-plan-2013-508.pdf> % Z:&,
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F2Y 574 4 =TT 4 7] (Comprehensive National Cybersecurity Initiative: CNCI) A%, [EFRZE 4R
KA 54 5/ [F L2 e RBE KRS 23 5 (NSPD-54/HSPD-23) & LT &7z, CNCI
BT A U IEAR BN N Ty 2008 SEITIZ AR SN H o 72509 BHER %D 2010
M3 IS, BB —EBERR S, BB OB REK S NIz, BEER TR, O5HOZELES
72B BT B AT O 2 M5, @b 5w AHEOZWMD ST 5, OO A
Nt X2 ) T4 REZBILT A, W) 3DOOHEE, 204 =774 7 (WD) 258 5 9
SN TWb, 204 =377 1471 OERBHHEBOAL Y b T —7 Z2BHTE 54 27—
v MEREMA R~y T —27 L LTEMT 2. @2 ToOEIFBUFREEIZE AR >
AT A EEMT 5. @& TOHEITEIFEE~NOR ALY A 7 5 0¥ 2 RS 5. @OHF5ER
%% (R&D) DHGH % 5% - 5 5, OIRWARFEZRILTE % L ) BED 55 4 N —1EIRENE
M EREET 5 OBIFEERDOT A N —Fhkat 2 5% - #1735 5. ORBEEHREZH A v T —
7O Fx ) T4 LT A, @A N—EBFEIKT 5. @7k 72 B B 5 Hmg L OV 7 1
75 L% ED, BT 5, WA RIIEEEE 707 A %kg8D, BT A, O7a— 3
YT IAF o= (BERLH—EC2ORMBICBVTHEEDL LHBEHICEL —HOWHN) DY A7
EROOOLMMN T 70 —F 2 REHT L, @A N—tF2) T4 2EEA V7 T OHEE
T CIIRT 5720 OMITEIFOXE LD L, TH b,

3 A/NVEBUEEE (2009.1.20-2017.1.20) DY A /N—tFx 2 7 1 LR

(1) BAN—ZFEBRLE 1 —%F

# /3<% (Barack Obama) KiK. 2009 4 5 2, HOMAVTE LA N—tF 2 T 4
HRBE A [ A N—ZZBORL C 2 — VOB TRE Lz, ML ¥ a—id, Eiid X E47E)
. 0sEE) (#1228 Sl (143HH) (F222H) 1250 TEHL TV,
FHATEY R THF S N2HEITOWTIE, 2011 45 F 12 HICBUF s & [BOfF o A /38—
tF ) T A BOROBR DB RELS N, ETERBHAERE SN TS, Fl2I1X FEUATH
FHE ORI ST Wz 4 N —t F 2 ) 7 4 BORIHYE & LT, 2009 4 12 B4 4
N—tF 2 7 4 Jf{#E (Cybersecurity Coordinator) 23X S, #MLIHEEL LTI 23I v b
(Howard Schmidt) FRASEEAEL 72V 720 8 FHICHEIF 5 NAHHIZOWTIE, 2010 49 A2
[P A N—4 22572 PP ElH ] (National Cyber Incident Response Plan: NCIRP) 54 233 2 E v

49 7Y UARA MR, 2008 4 24EE, EIREREENR (Office of the Director of National Intelligence: ODNI) (2 7%
FONDBI AT T+ —AD BOAYEa—5F « AT AT 244 N—BEDJRK Z K 5E T 5 720 DRI
ZBEL, TOMEO—EE LT, DHS 3 3¥ A7 APRGEIZHUY) #lA, EFEIRAZT T 5 IR 2 25T
% & UTw7: (Ellen Nakashima, “Bush Order Expands Network Monitoring,” Washington Post, 2008.1.26. <http://
www.washingtonpost.com/wp-dyn/content/article/2008/01/25/AR2008012503261.html1>)

60 U.S. Executive Office of the President, “The Comprehensive National Cybersecurity Initiative,” 2010.3. Homeland
Security Digital Library HP <https://www.hsdl.org/?view&did=28609>

(61 “Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications Infrastructure,” [2009]. U.S.
Department of Energy HP <https://www.energy.gov/sites/prod/files/cioprod/documents/Cyberspace Policy Review_final.pdf>

62 White House, Office of the Press Secretary, “FACT SHEET: The Administration’s Cybersecurity Accomplishments,”
2011.5.12. <https://obamawhitehouse.archives.gov/the-press-office/2011/05/12/fact-sheet-administrations-cybersecurity-
accomplishments>

63 “Welcoming the New Cybersecurity Coordinator,” 2009.12.22. U.S. Department of Homeland Security HP <https:/www.
dhs.gov/blog/2009/12/22/welcoming-new-cybersecurity-coordinator>

64 U.S. Department of Homeland Security, “National Cyber Incident Response Plan: Interim Version,” 2010.9. <https://fede
ralnewsnetwork.com/wp-content/uploads/pdfs/NCIRP_Interim_Version September 2010.pdf>
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K1 [VAN—ZFEBELE1—] ICBVWTRSNAERITEHESEOE AR

KEDHF A N—tF 29 7 1 BOK - [GHORELZHY T4 N—kF 2 ) 7 1 BORHYE LR T 5,
ER %L b4 (National Security Council: NSC) & EIZ#%i%435#% (National Economic Council: NEC) @ A
¥y 7B T ANt F ) T A BRIHYEEDIRROT T, 4 N—tF 20 7 1 BN - BOR
DB TR 70 B B % BAE 3 5 720 O )] e #1245 & NSC WIZ#&T %,

HHEEDA ¥ 7 7 2 RS 5720, KIKHOKR LG OEREEZ HET %, FEkigi2iE, S
2 | R AN—tF2) T4 - £ =77 47 (Comprehensive National Cybersecurity Initiative: CNCI) D% E)
DK 2 B2 E 5

FAN—tF2) 71 2 KREOEELELEBFIHD 1 D& LTLEMNT, /87 4 —< > 2Ol T1%
ZHELS %o

4 |[NSCOHAN—tFa)F 4 HYHEMIBNTTIANY—LHTROAMZHY T 2E2IELT S,

BREE T B AICBVWTHESINBREOE VT A N—F 2 7 1 B ORMEICHE L TEITHERY
5 | BIEWNGN R ERT 5720, @8R BITHEBIEAZ LT 2, EHBIFERO A N—tF21) T4
BRI T 28T ORE, TIEEZHEIC T2 —H LM —WREBRATA ¥ A2 RKET 5,

6 | TAN—tF2U T4 2EDL0, EENZEFIEH EHEF v v X— Y 2T %,

EE 2 A N = F 2) 7 1 BOROWMA B 2 KEBHF OS2 &0, Y4 3—kF 2 7 1 I12H

’ T HMEIAVIGE), BR, AT 54 =0 774 7T2IRET A0, BB 2R BGRZ LT 5,
g PAN—EF 2T 4 - AT FT Y MILFTHEZEMT 5. 720 i KBROKRE LT 5 7-00&HEOA
1t FEE, Az, BEROWMIIERZEILT 5 720052 G 3 5.
KARMENRF (Executive Office of the President: EOP) OHLEkFEL-THI L, V%NV - A v T75DkF2) T 1,
9 Tk, 18070, SHEME % iR 3 2 W RETE D & 2 MY 22 0 2R 0 % 24 C A IFZR B TSN 0D 72 3D O HEi A
EWET b, Tl V—IVORFE. HEOT A M, FEATRERFIROMR L AEHET B 72O OIEFHICHIZEE
DAI 2T ANT 7 HATEDLLHICT S,
0 TIANY—EHROHHOFARSICHBE L 72 A N—tF 2 F 4 - R—ADEHE Y 3 v - K EHEL,

EE&fkD 774Ny —igfbBifi 2 mo %,

(I 81) “Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications Infrastructure,”
[2009], p.37. U.S. Department of Energy HP <https://www.energy.gov/sites/prod/files/cioprod/documents/Cyberspace
Policy Review_final.pdf> % JEIZEH1ER,
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F2 [HAN-FEHBELE1—] SV TRENAFHITBEEOEEANE
1 | PAN—EHO 0 OFEROMR, BOE - HEROBEHIZET 28T B OA—B MR 70t 2 283§ %,

PAN—LF 1) 714 OHELERIZYS 7z - Tid, ITBETET )R (Office of Management and Budget: OMB)

2 pTu S AR E M L. &E O T RSN EGI IS b D E RS LD I .

, | THIERS ORI 50 CHAEOWSN & MEHT 2720, EREKET TS 7 4 LR - WIRIHT 2%
BEWKT Do

o REHROY A S—e %2 7 UMDV T, BRI 0 2R RO T O RALE 5
W % S5 B o

o | RUBOREE S 0 IR R L, £ S ISR & AT 2 72 O b AR o R AL
RS B

6 | UAZEH DKW BEINEHHE, BF7E - FIFEOBEENAMLIE IR 2 —HDO B Y ) & LIEEZ IS %,

7 | FAN—A T T ORI BRI WIS % SR 5 720 OB & RBEM OB O FIZ %R 5.

PAN—tFa) 71 HEFROLAHLEEZEZ, TITANY— RO SAHICET2BEITNLT 5 L

8l L s, WA RN > THRRDDET B,

o | BT ORTHERTR LA HIACE, SO AT > 72 & & R RIE S S0 T
12F B - ORI A ERT B,

" FEZFEWEEDAY b T =27 - L V72 P ROWEEEICET AEREG 2L, TROBBE 754

N —OHEMZREL A5, BHENFRE L e Lo 2UEEd 2 ZEMH - ZEMhE 28RS 5.

WEIE - BIFEIZ B0 B S Ol Ze SEHC AN 726kl S ONRE IR 2 15 2 7200 22 78T & RESEWEZE7T D [ O 17
TR %o

12 | ENKOHEBEWEECEGRO BEZ E0 5720, 4 > 7 7 OB OIISE - MIEORMAZRLH o

11

LD EIEE) (B2 1E, Bh oW 2 MM - FEMOM T2 SH# L TRty 2 A< — 1271 v F)
13 | O7DER Y AT A MEE TR L § M AZME L, MEA > T4 WG| D720 O % i
MLy TIANY—R#ELHRILT B,

BORFERIEZ R L. RETHEIBHIODHAN—F7 27 RV 7 by = TG, SRt tdF ) 71 8%
i HEEMINEY— 2D A v v 74 ThRRET S,

14

(I14) “Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications Infrastructure,”
[2009], p.38. U.S. Department of Energy HP <https://www.energy.gov/sites/prod/files/cioprod/documents/Cyberspace
Policy Review_final.pdf> % JEIZEEH1ERK,

726 NCIRP I&. HAFRET B A N—A 7V bAOEDOIIG, FEEDBIL Y AT 4% &
W3 518 % EEMIFHEALT 2 £ 9 RIS 5 720 OBtk O MBS KTt % g 72,

(2) HEMRICHT S 2012 FDY A N—1 2T b
2012 4E1C1E. KE D 2 DDOFEFTTUSB AEY DTN Y = TIEREIPMHER SN T WD, 1D
i3, BEIOHEERD, HSHDO USB XV ICRAAHIE L2720, ITHYEIZ USB A €Y O
BEERDTRELEDDTH S, COMERIL, BHYAFARED Ny 27y 72D
728, BB USB A®Y Zffio T, ITHYFEDN X2 T4V T T v 77— LT

65 DT, AREEICBIT AL IX, “Malware Infections in the Control Environment,” ICS-CERT Monitor, 2012.10-12, p.1.
<https://www.us-cert.gov/sites/default/files/Monitors/ICS-CERT Monitor Oct-Dec2012.pdf> % S L 72,
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LHEGICMO AT ZLDTELHD) OMHEZHIRT 5L V) BN LX) T4 - K) v —%
WL, Effid s L ERKDI,

B) BEBAI7I7DHAN—tXxaUT1EEDEHDIL—LT—V%

FoON KB EIZ, ZHHICAS L, BEA Y7501 F 2) 7 1 H#EICINT CTEROEHGE
otz M5 2 L 2EH L, 2AUIH KT 294 N—WBOEZ WIS T 5 720 O 5 %
REITRD B — e BEEHA S 24T 5722013 4E 2 H 12 HIZ, BHEA Y 75O A N—tF 1)
7 4 BALIC B A AT 4 13636 %5 (EO-13636) SV R UVEEA 75Dt 2 74 LHIHD
WZBES % RAEHEBURTR 4 21 % (President Policy Directive / PPD-21) % 2 5§} L 72,

EO-13636 13, fTEREEICA L, OF 7 /a8 YV —IKE L R VAR 4 N—tF 20 74
OMRAZREET L L, QA N—tF2) F A BITORMZREEL, THTL 28, O
AN—BEIEROIA DR, #EE, H2m B350, QEEAS V752 R#ET L0,
ETDAZYTTATITIANY =L HROAHOMN R E#E L ARG &, ®F 43—
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A2 T7T%IZFVTNVIA LTHREESE L7200, WHEK, YA NN—LOMEALXUNTEX S X
I, WRECRENZM LS5 2L, QEHNL A V7 IREOREZRET LI L, OFR

66 LDUF. AREEICBIT AR, “Virus Infection at an Electric Utility,” ICS-CERT Monitor, 2012.10-12, p.2 SR L 7=,

67 “Remarks by the President in the State of the Union Address,” 2013.2.12. White House President Barack Obama HP
<https://obamawhitehouse.archives.gov/the-press-oftice/2013/02/12/remarks-president-state-union-address>

68 “Executive Order 13636 of February 12, 2013, Improving Critical Infrastructure Cybersecurity.” govinfo HP <https://
www.govinfo.gov/content/pkg/DCPD-201300091/pdf/DCPD-201300091.pdf>; U —F—3 % [[7 A ) 4] 48—+
F 27T 41T KEES] MHE O H:] No.255-2, 2013.5, pp.2-3. <http://dl.ndl.go.jp/view/download/digidepo
8205972 po 02550201.pdf?contentNo=1>

(69 “Presidential Policy Directive/PPD-21 of February 12, 2013, Directive on Critical Infrastructure Security and Resilience.”
govinfo HP <https://www.govinfo.gov/content/pkg/DCPD-201300092/pdf/DCPD-201300092.pdf>

60 U.S. Department of Homeland Security, “Executive Order of (EO) 13636 Improving Critical Infrastructure Cybersecurity,
Presidential Policy Directive (PPD)-21 Critical Infrastructure Security and Resilience,” 2013.3. <https://www.dhs.gov/sites/
default/files/publications/eo-13636-ppd-21-fact-sheet-508.pdf>

6) EIHJ) (resilience) & i3, ZALd RN ZHE L THEMZIT WV, 2L 2 RPISHEIE L, REVREICHZ, £ 2
POFRRELEAT LD & T, BRI 25, Filg, LIARICRETL2E -4 > ¥ 7 ¥ Mz, €2h
SEIAS 2P EIN TS (ibid) o
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NS DOREZF, BN AEREFMFSEHT (National Institute of Standards and Technology: NIST) (62
M20144FE2H 12 HIZRELZOW [EEAL Y T750F A N—tF 2T 1M EDIDDT
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BT Z20—#HE LTHREIELILEZHEHL TS, 7L—27—271F, 7L —247—
7.7, 7L —0J—=27 T T 74, TL—LT =7 FEHELX)VD 3OO THEEIN
TWwhb, 7b—2T—=%7 - a7id, EEA V758K T L4 N—tF 29 74 1CHT
BIEE), Bk, ZEEMEELOLOT, H4xOMBPBH LD T T 7 4 VEIEKT HERD
PR AA T A ERMET L, TL—2T =7 - Tu T 7 ANV, aTHIIRLHEE AR
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o LNV LIZTEHTHTHL L LV 2E Y AZHERZHEHLTWS ] LV 3D
BLUBEHWMETHA ] T LAXVAD [HEELTWS ] X, VAZPERI N, We 70t A5
T - FATSN, VAZOZLIGEMTE 2B T, ROBVIHETH L, TOTL—LT—
71, 201844 H16 HIZN—=Ya v 1197 vy FF— FERTw5,

(4) RESPICHEF DA N—EF 212U T 1 1EHROEFRE
AN RBEHIE, 201548 2 A 13 HiZ, TREEFIC BT 294 N—tF 20 7 1 §HE A O

AL B 5 2 AT B4 13691 5] (EO-13691) 9 & FgH L 720 EO-13691 &, WHEE DFEBM - Hlsk,

B 0 7 2 WSS PE N D RFIE 48 00 S50 2% T 1 RLAR S U2 N 354 BT B (nformation

Sharing and Analysis Organizations: ISAOs) % iX i3 % Z & 0, (22002 4EFE L2 a2 3k0 X

MY ENTERY A N—tF 2 7 1 #lEHMRAE L & — (National Cybersecurity and

Communications Integration Center: NCCIC) A3 A )WN—[HD ) Z 7 KN, ¥ 7 ¥ M 5 EWMD

HHIZOWT, ISAOs Lk, My, Wi ZIT) 2 & B ISAOs DRZEMRAEIZL 7

V. DHS KB L. UeZ0BA OB, M7 BIHIRE ., FEIR %2 i AT SE

YA F ) 74 B OFRI IR & FO MO X T 5 2 L 2 L7

62 FEBSAAET OMEFSHFZCHRI T, WM, FA =t F 1) 5 1 5, ERWICEELRSHICBWCOREOBES
i b3 5B &% 17 o TWw % (“Performance Evaluation (Impacts Studies).” National Institute of Standards and
Technology HP <https://www.nist.gov/industry-impacts/performance-evaluation-and-economic-impact>) o

63 National Institute of Standards and Technology, “Framework for Improving Critical Infrastructure Cybersecurity, Version
1.0,” 2014.2.12. <https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02122014.pd>

64 National Institute of Standards and Technology, “Framework for Improving Critical Infrastructure Cybersecurity, Version
1.1,” 2018.4.16. <https:/nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf>; {f HALPLHE MMM [HE A > 7
TOHFAN—CF2) T4 2#WET L2007V —2T—2 LI KREEZEESMPIZEN 2018 44 H 16
H ] <https://www.ipa.go.jp/files/000071204.pdf>

65 “Executive Order 13691 of February 13, 2015, Promoting Private Sector Cybersecurity Information Sharing.” govinfo HP
<https://www.govinfo.gov/content/pkg/DCPD-201500098/pdf/DCPD-201500098 pdf>; ZH&EEE [[7 A1) #] A4 N —%
F 2974 BROIH ZRTIKHES ] [ME O] No.263-1, 2015.4, pp.2-3. <http://dl.ndl.go.jp/view/download/
digidepo 9218613 po 02630101.pdf?contentNo=1>

60 SKRIETIX, ZNUFIAL, EEA 7 FOFERIT L ITHRAMEIIECH T 2 HHOIE - 54T 2179 ISAC
(Information Sharing and Analysis Center) 2% S LTV 72, ISAO & ISAC % &b, BUE. 72 O HI A HKEE (b
WALAR 15, PESE T EPHLER 42, BB EPALEL 7. FOMAER 8) ATEkiE ST  (“Information Sharing Groups.”
ISAO Standards Organization HP <https://www.isao.org/information-sharing-groups/>) o
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2015 4F 12 12, 2015 4EH A4 N—t F 29 7 1 [H#HILA ] (Cybersecurity Information
Sharing Act of 2015) ALV LA N—tF 2) 7 4 OFBW I F 2 7 1 Offesstk % B,
Bk SIS % 7200, RESEERA, FHIC X 2 FEZAH T, o REFHEE OB
DIEH Y AT L OB RICE T 2 HM e 4§25 2 LAREIC R 720 TRIZX ), DHS i,
YA N—ZERIR L ERILA DB HE T DO N [ A N—FRIERILA > 2 7 4 ] (Cybersecurity
Automated Indicator Sharing: AIS) DEH ZBAMG L 720 HEA V7 THERIE, TOY AT L L)
TEDPFEBMTONTVEDIFTIREVA, AISITMALTWSHEERIZIE, HY AT AND
WMEBRBPRE LN TV D, AIS THA SN, A N—FRUIEH G > & — (Cyber
Threat Intelligence Integration Center: CTIIC) TZ3#T X 41, DHS % afl L CTREFM & A S 5 44
AU 5> TWV %),

AN RAFEIZ, 2016 4E 2 7 9 HIZiE, HSDOBHED 7EMDEIIO [5E4 ] (capstone) T
B [HAN—2F a7 4 BERITEE ] %2 FERT 5 &) ITBREBEICHRR Lz, BARIIZK
D7=DIiE, O5H 10 DY MBREFTHH T 2RE 2T (A —kF2) 7 1L
ZE %] (Commission on Enhancing National Cybersecurity) D&V, (2 31 f& NIV O1EHBM AL
S X BB IT DAL, @t F 1) 7 1 ALIC B W TAT RN 528 2 3 2 [EF T
g ¥ 2 ) 7 1 #H24°E | (Federal Chief Information Security Officer) DR A ks DFri%k, @/X A 7T —
FIZMR 7RIS AT 2O L 24> T4 - TAY ¥ +ORE, 62017 ZFHMEEEIC 190
BEVBOTHEOF A N—tF 1) 7 4 BILBHANOTY, FThHo,

(5) KEICH TR HAN—12>2FT > FORERICET 2 KRBEBRES 41 5%

F N KB IZ 2016 4E 7 H 26 HIZ, [PRENCBUT WA N4 7 bOFEICHT S
KAREBESG 4 41 5] (PPD-41) "0 % FgH L7z, PPD-41 Tld, A /X—A ¥ 7 bxbpsk &
U CHEFH BB ER T 2 E LT, OBV AR X A N—A Y7V bAFEL
7oA MCBIT Y R ERAT L AEHOFEM, @7y b - VAKRY R BERE IG5
PR, A N—A T MO B E L7 EFHIEE 1T 5 Eal =33z ot
@A 7T oy AR OGS ¢ B RORDLC BT A TEHOUE & . Bofbn - F
LOHH. BIRON KT /28 0M B, BT oz, 2 LT dIBUFRE 2 B
7 A, EITEUFRREIE, BINEE & LT, @EBoOMBEEOMR. B EOEFZBA
DR, T T4 N — O, BENEAONET, BE IR r 2T ALDaI = —
Ya v O, AT 4 TREXDVODOMEENOHIGESITH) 2 & & iz,

2016 4F 12 H30 H. W=t ¥ MHOE &M, N—=Y by L7 M) v 7 - 78— [ X
~ b (Burlington Electric Department) £LiZ, BiH ® 29 HIZ, HEOEEMW S A 7 2 IZHE RS NLTW
V8 2 YT, DHS 5B H 22T Tz vy = 7 2381 L7225 BEBEHRORMI %

67 [2016 4EHFE R ] (Consolidated Appropriations Act, 2016, P.L.114-113. <https://www.congress.gov/114/plaws/pub
1113/PLAW-114publ113.pdf>) @ DivisionN T@ 5 [H 4 N—+tF 21 F 1 # (Cybersecurity Act of 2015) | @ Title 1
2472 % i

68 AEJIPAIM L REHE T V— T [ A N—2ZHOPif b7 ey =7 b BORRS “HARISHA N—t
F2) 74 TOREEE | 7] 2018.10, p.15. <https://www.spf.org/global-data/20181029155951896.pdf>

69 White House, Office of the Press Secretary, “FACT SHEET: Cybersecurity National Action Plan,” 2016.2.9. <https://oba
mawhitehouse.archives.gov/the-press-oftfice/2016/02/09/fact-sheet-cybersecurity-national-action-plan>

(70 “Presidential Policy Directive/PPD-41 of July 26, 2016, Directive on United States Cyber Incident Coordination.” govinfo
HP <https://www.govinfo.gov/content/pkg/DCPD-201600495/pdf/DCPD-201600495.pdf>
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Molzl W FEEREIT->TWVBETY,

4 T UTHHERF (2017.1.20-) DY A N—tF 27 1 E{EE
(1) EHxYy NT—IRUVEBSA 75DV A4 NN—tF2 U7 1D

RERD S IMENOBMERITHRD, T4 NN—t X2 74 2 EHT 5 BORITHEG S L7z,
I Z >~ 7 (DonaldJ. Trump) A#EFHIE. 2017 4 5 J 11 HIZ, TEA4 13800 5 [#FR A v b7 —
I ROEREA T TOH A N—tF 2 74 O5ft] (EO-13800) " % 5 L 72. E0-13800 12
BUTE, OEFEFOLRY hT =2 DH A4 N—tFa) T4, QEES VT ITOH AL N—+
F2V74,.QEF - FRDOODHF A N—tF 21) 74 23D LIFShTnd ™, 2o b,
QEEA VT ITDOHFAN—tF 2 F4I2OVTIL, a) MEOEELS O 7500 AS - EHH
DHFAN—tF2) T4 D) A7 ERONME LIET S0, ZOMREEREZEHTLIZL
EATBHEBEORY) ¥ —TH b, b) KERV AV ZRZLEEAL V75 %K ET 5, o) EES
VIGHEHIZEIDBTFAN—kF ) T4 DY) A EHIEITOEWVER AT B 720 OMEFEL
WFOBSRDS 008 h#ET S5, d) £ ¥ 7 —F v PROEE Y AT 208IH %20 E S,
VAT AEHEALL 722 TPV BB BIICAIR T B & v ) BEEIZ AT, @) 2 Al
ERREIC L AITEERT-O0EY 2 70 2 BERT S, e) EENFE LS OIS
BE ORI 2479« ) HIPEFERIERIE, A N—tF 20 74 DY 27 BT %G
HERRECHRNT S5, FOREITFLEN TS,

f) 129w, B 21X, OMB (&, 2018 4 5 HIZ [HHH A N—tF 2 )74 - ) A7 Rt H
T OFTENETTH | (Federal Cybersecurity Risk Determination Report and Action Plan) SR RN F L7, HATL
BB DY A N—tF 2 T4 - YV AZEHDONIST D7 L — 247 — 7 ~OEJIRILE 76 DIF
B % H\ T OMB 2% L 72845 R 96 DEIBUFEE DO D H 7155 VA7 Dd 5 XY A7
DEWHTAN—LF2) T 1 - TUTTLAEHH LTSI ENHH L 2D L) 2RI %E
UiET A 720, OMB &, QEFFBEHFEBEA O 4 N—t X 2 7 4 - YA ZITRHT L0885
B, BHLCBELMEN 2, YA N—tF 2074 - VAZZEFEHT LA N7 L — L4
J—7%FEETH, @QAaAMearba— )L, BEEHZWUET L0, IT KA N—L
X TF 4 ORNZERELT S, O YT F Y OB ROWIGEE 2R E&E 5720, BT
PRI D% 4385 & ~ % — (Secure Operations Center: SOC) Z &9 4. W% S N7 7ot & |
MORLATONS Y A7 GHli. BOFHERIIR L CIRE %A 35 OMB OS5 %@ L. B
HEfRoOBHBEEEIZH EIEE, L LTWa,

(7) Neale Lunderville, “No Indication that Electric Grid or Customer Information Compromised,” 2016.12.30. Burlington
Electric Department HP <https://www.burlingtonelectric.com/news/46>

(72 “Executive Order 13800 of May 11, 2017, Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure.” govinfo HP <https://www.govinfo.gov/content/pkg/DCPD-201700327/pdf/DCPD-201700327.pdf>; 7k &
B8 7ECY, pp.61-73.

(7 EO-13800 DNE., Hik# Ol ZEIZOWTE, PTRE [ 7 Y TBHEC BT 2% A N—tF o) 7 1 B
OHIR] [=2—a—=272X 0] 2017.9, pp.1-12. EHUIHEERENE HP <https://www.ipa.go.jp/files/000061964.pdf>
WCFELCRESI TV B,

(74)  Office of Management and Budget, “Federal Cybersecurity Risk Determination Report and Action Plan,” 2018.5. White
House HP <https: //www.whitehouse.gov/wp-content/uploads/2018/05/Cybersecurity-Risk-Determination-Report-FINAL
May-2018-Release.pdf>
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(2) DHS DY A /IN—tFx 1 T 1 BBEE

2017 7H6H, =2—3—27 %4 25 XX, DHS & #FL ¥ )5 (Federal Bureau of
Investigaton: FBI) A5 L 758 AT £ 5 & . [4E 5 MBS, BTHREIED T 500
F—WikD I Ca—F - 2y NT—2 Moty X 7ML TEBY., 4 42N
WZHDHINT - 7)) — 7 HA N5 ERTEE 31 (Wolf Creek Nuclear Operating Corporation) (ZXf 3 5
LOREHLANVHFE NS NG Z LEE U,

ZNHORWDEE 2. DHS 1, 20184 5 H 15 HIZ [ A N—tF 2) 7 1 ik
(Cybersecurity Strategy) 7 % 563 L 720 MG TIEX, VA ZEHT 70 —F 2DV T 5 DO
RIFoh, TOOHBELZERT A ENHIEIN TS (E3 2B,

£3 [HAN—tX2UTHE] ICHT3EE
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I E479,
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12 fasstE O

3 BEOME/N H 4
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(W) U.S. Department of Homeland Security, “Cybersecurity Strategy,” 2018.5.15, p.3. <https://www.dhs.gov/sites/default/
files/publications/DHS-Cybersecurity-Strategy 1.pdf> % JEIZEEZER

HEE3 o [EEA 75008 ] 2B THEICHA»CEES B, OREES V7512
B EKRERIY) A 7T L7208, S A4 N—tF2) 74 OPFFLZRASE L, @F
A N—ZEARHE, i TB, oMoy A N—tF o) 71 HROEFEIRL, WFET S,
®F O IHEA OBFFEEE. BHIN R, BORSLZZPFHWEE R A N—t 2 7 1 OB
EHFEZUET S, Thbo

(75 Nicole Perlroth, “Hackers Are Targeting Nuclear Facilities, Homeland Security Dept. and FBI. Say,” New York Times,
2017.7.6. <https://www.nytimes.com/2017/07/06/technology/nuclear-plant-hack-report.html?referer=http://www.kansas.
com/news/local/article160030764.html>

(7 U.S. Department of Homeland Security, “Cybersecurity Strategy,” 2018.5.15. <https://www.dhs.gov/sites/default/files/pub
lications/DHS-Cybersecurity-Strategy 1.pdf>
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Q) EXRVRVERE L 4— DA

DHS 1. 2018 4£ 7 A 31 H. HRIFETH A NP Oy a ¥ 2HET 5 72012k
LZTHEFAN—tF 2074 - HF3Iy M IZBWT, HEAS Y7 70R#EZHE L7z [
K1) A7 &MY ¥ —] (National Risk Management Center: NRMC) # AliZ 35 Z & 25 L
727, NRMC 2YEROLFEEE ZRET 22 212X 0, fl2E, BEEAL v 7 7 OMEKRGFE%
RS2 2210k o TY A7 RO EELRKEEICH 2 2B R ET LI ENWRICRL EEZ
BNTWEY, T/, Fu— OVIZER SN EHEERNOY 794 F2—2 - VAT ITH
THMEZIE L, WLEZERT 5720, [ 10 JICREDP AR S NG E0RER Y 7
A Fz—> - YVAZEMY X7 7 4+ — A (Information and Communications Technology (ICT) Supply
Chain Risk Management Task Force) 1%, NRMC OZED F T, HELEFR/ -+ F—Y v 7L L
THRET 5 2 & HIfF ST 5 80,

(4) BExY 1 /N\—EiEE

2018 4E 9 H. B A N—22H OFA b KE % F 5 720 DRARBEECR 2 it L7z [ER Y A
JN—Hk W& | (National Cyber Strategy) 2S5 SN7zo BRI A /N—MkB&IZ, 2017 4 12 HIRE S
iz [ER RN S0 &g SNz ERY A N—HIE X, /N < 5 EHED Bl
FROBOR Z 3 L, AHED S O 4 N =Bt L TRBMIC [RENFE] 2L oTn
LT ERVWHEHZEN L 0T, a7, mE, 45 v, IOV T, A3 —
WEEITHI V7 by =72 L. REROCFHBEORR. REEJZELELZ V. M EZ &
H REWNT O LA ZWIT B ERE R LTW5E ),

ERF A N—HIEICBWTIE, Oy b T—=7, AT ARPT— I 2 Ri#ETHZLITLD,
EREZFAHHK QEETERWLTI I VEEREERL. EINICBT LM%,/ RX—= 3
VEMRETSHI LK), REOBREZHMAET LK, QORIUERO/ =M=, T52
ETC, EEDHLHNTHAN=Y —VEMHT L N4 ZHIEL. BEZRLEITLET 2 KEO
R &AL A EICK ), PRI ZEEZHMERET 2K, ORBIWTHEEHREDYSSD ). B
WAL, BRETHAHE VI V¥ =%y POREREREEZEINE,T 720, KEOHEIMIB
J2EENEROLHR, PRENTWE®, 2L T, EREZERRFEESHE (National Security
Council: NSC) DIk E . BRI A N—iklg %2 FEfE 3 5720 0@Y %) v — A (ANH., PH%) 5t
HOEEIZOWT, FEITHPTOMB EFEEZKLZ LIk TWwWh,

F72. F4E 11 HIZiZ, DHS I A N—tF 2V T4 - £ 7 F€F 21 5 4T (Cybersecurity

(77)  “DHS Hosts Successful First-Ever National Cybersecurity Summit,” 2018.8.1. U.S. Department of Homeland Security HP
<https://www.dhs.gov/news/2018/08/01/dhs-hosts-successful-first-ever-national-cybersecurity-summit>

(79 “National Risk Management Center.” Cybersecurity and Infrastructure Security Agency HP <https://www.cisa.gov/sites/de
fault/files/publications/NRMC%20100%20Days%20Fact%20Sheet%2020181115 CISA%20v2.pdf>

(@ NRMC (23 % #HL#E (ibid) Tl [Information and Communication Technologies (ICT) Supply Chain Risk
Management Task Force | & FKilI N Tz,

@0 “ICT Supply Chain Risk Management Task Force.” Cybersecurity and Infrastructure Security Agency HP <https://www.
cisa.gov/sites/default/files/publications/19 0305 cisa ICT-supply-chain-risk-management-task-force-fact-sheet.pdf>

(8)  White House, “National Security Strategy of the United States of America,” 2017.12. <https://www.whitehouse.gov/wp-
content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf>

82 White House, “National Cyber Strategy of the United States of America,” 2018.9, p.2. <https://www.whitehouse.gov/wp-
content/uploads/2018/09/National-Cyber-Strategy.pdf>

®3 ibid., p.3.
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and Infrastructure Security Agency: CISA) ASixiE S 72®Y, CISA &, EIRD) A7 7 KN A ¥ —
ELT, BRICEZLDZN= 1 F— RIS HOFWZ &, [$RO7-DI2X ) L4 THIE
DHBA Y7 TEWETL0DOMBETH L. CISAIZIE, OFA Nt Fa) 7 1#6: ER
2y NT—=2OFx )74 il b 5720, HIFEHFO [gov] Fx A 2L, REFRM
D [.com| FAAL YL HHHEEET L. QA Y T7FA NG 7 F X = HEL X TTD
A - EEBEEPEEAL 7570 A7 2 WL TS 5 DRGSR 2 17w,
WIS 2 Eme Rt L, ERS— M=% HE, VATA AV PT—T7 DY R
PRERTLORIRT LoDy — )b -l it s, ORA I —va Vi E
YA 7 FI2BT B RERIEE & KE R4S, HIHDMRZ Y5 2 BOFRE 2§ % 81E
AHR—TFT 5, M. @ERY R 7ERL Yy —  REOERES ¥ 7 10T 5RHEKX
) A B LTS 5720 05K E, 7508, WHH%E17H. PEINLTWE ),

5 BHAFIZHTB3HANN—tx2)F{LE
BHIZOWTIZ, A N—EZHILT 5720 OEFE VI R E Sz, EEX B
B EEREREBEICBIIAY T I Fr—r - YAZ L EHICEINL LI h>TW5S,

(1) FERC O [EEA > 7 FR#EICHADERMEEE]| ¥

BN L Cid, dEREDEEERHS NERC) ORI Th 2K ELREEMFHES North
American Electric Reliability Council) 2%, 2002 4 6 H 12, BIIERFT O T2 sk % W ELRY L O A4 /3N —
FOBEPSRESTLT2ODNXAL - FF7 774 AT Dz [BAKMDIZDDEF 21
TAHARIA Y] DON=T 3y L0 RIER L7z, FERTIE, MR 2 7 30, &
JWANDORIG, FERETE, FEMbe, WAt F ) 74, YA NN—tF ) 71 FOHHEI
DWT, HI EHNR, A FI74 VEPRENTEY, FAN—LF 271 ODEHHI,
B, VAZEH, 7722 -aryba—, 77477+ =), BABRHBIZGTShTw,
P A N—ZERITER T 2 b O TIEAWAS, 2003 4FE 8 14 HIZKEHLHFER & 4 F & BT
KBEBEENIEE L2 HH ), BT AV F - E S (Federal Energy Regulatory
Commission: FERC) 2* 5 BEITFM DYV A N—t F 2 ) 7 1 OEHHEEILEE T E A N—kF 2

B9 20184F 11 H 16 HITHOL L7z T2018 4EH A N—kF 2V F 1 - 4 V75 F 2 F 1 JFikiEHE] (Cybersecurity
and Infrastructure Security Agency Act of 2018, P.L.115-278. <https://www.congress.gov/115/plaws/publ278/PLAW-115
publ278.pdf>) 12350 %, DHS OEZKii# 7' 1 75 L) (National Protection and Programs Directorate: NPPD) % Kl
WU - IR T A TRE S e (BRE T ([T AU A] YA NN—tF 2 )T 14— A7 FaYT 14T
ik ] [HVE 037 No.278-2, 2019.2, pp.6-7. <http://dl.ndl.go.jp/view/download/digidepo 11239706 _po 02780203.pdf?
contentNo=1>)

85 “ABOUT CISA.” Cybersecurity and Infrastructure Security Agency HP <https://www.cisa.gov/about-cisa>

@6 North American Electric Reliability Council, “Security Guideline for the Electricity Sector Version 1.0,” 2002.6.14.
Information Warfare Site HP <http://www.iwar.org.uk/cip/resources/nerc/Security%20Guidelines%20for%20the%20Electri
city%20Sector%20-%20Version%201.pdf>

®) FEEAFELZOITKREE A F YOI =i, + 25 ) AL TH > 720 FEEIIZH 6180 J7 kW, #
FEHIEIH 5000 FACED EABIHE CIC2 HULEZZEL 720 BEFIRET 40 fE~100 8 Fv &g S hT
Who FERE LT OFEZFOENRMIZOVTOAR TG 2R (FHE & 7255 0B RMPLE W &
I WDHEFDF = v 7 A1), OQFEROAEY 2 RLE CRtEHEE OB, Ny 77 v 7RO
BkoOF v 7 O, QFEEOA T LB (BARZMIC X 2 XEHROUN), OFHEI—T1 42 —%
(RHEIZ D72 2 R OB BIZESE) OB Z2RKDCHET (e RBHEE R, A D HLA ZZEERRHISE) . 23

RS e (BIrhemfsent [RIEE, B AR LRA—ICR RS R RS2 B £ 2 T—] 2004.6.9. <https:
//criepi.denken.or.jp/koko/powerline/data/final.pdf>) o
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) 74 A ]) % KR A MERR 2 &R S 72 NERC (&, 2006 4E 3 HICE A N—tF =29 74
BEHEZ g Lz B A N—F 2y 7 1 FHEIL, JEEEJRM (Bulk Electric System: BES)
(BHI AT LONLE %% %E - IEZRM) OEH KT — MIUELBETFHEROZEIRIIBT
HEEVEZMHRL, EELYA NG Gk, T—1—%) ~NOWHP LI A N— EOAIE
T2 ARMIET 2 00FEEMHETTHHDTH S, NERC WP I 1% R HE#E o E <5
FHEDVDHY ., B LA EEIREONL, B A N—tF 2 7 1 I, 2008 4
1 H 18 HIZ FERC 12 X o TERINS N, [HEA ¥ 7 FR#EICLEADOFBIHEMEIAE | (FERC Order
No.706) 8 & L TRF I N7z,

FERC Order No.706 THLY FIiF S /zIHH X, O CIP-002—FHEH £ N—ZHEDFFE: ) A 7 -
N—ZDFHlFEO 2 W CEEEE L TEESA N—KELREET 5 2 EBLE, @ CIP-
003—t F 2. 1) 7 4 458 - il : CIP-002 129t » THEE SN EEH 4 N—BEZIRET 5720,
Xy T 4 HH - B R REE - ET S 2 LD, B CIP-004—k B M OV A
IN—BREIZT 72 ATELMBORNER KL ONLIEF = v 7, INBE2LE,. @ CIP-005—E T
MeF2) 7458  BFNEEF2) T AR LT 72 ARA U b O  OPREN L,
® CIP-006—HEEHS A N—ZEOYWIHMtF 1) 7T 1 t BT EF 2 T4 BRAOETOY
AN—KEDPRFESNWHEN X 2) 74 BRNICRFF SN S 2 L 2 RGET 2 WHMN L ¥ 2
V74 FHE R L MERET A Z EALEL, B CIP-007—Y AT A D+t F o) 7 1 8 - HEH
AN—KREL L THRNENIZV AT LAROPEFNELF 2) 7 A BERNOFEZETL WA N—&
EERRET L7200, 7ae R, FlEEED 52 EDWLE, D CIP-008—1 ¥ ¥ 7 ¥ b Ot
B R OKICETH - B A N—EEICEET 2 A NNt F 2 T4 - 4 VTV bRSEE,
S S, ST A &AW, B CIP-009—E EH A /N —EEDEIHATHE : BEAF O FE ke
BT f O EARIHET I O Fik A W CTEEY A N—GEREOBIHGHZ K ET 5 2 LB E, T
ﬁ) 2 (91)O

(2) NIACHEE [KEEHLSDERE  EXRDEEHERILT 25 %]
KKHEDOERA ~ 7 T M4 (President’s National Infrastructure Advisory Council: NIAC) ©? 1%,

89 JETRO [REO®EIL T ¥ —IIBIF B2 A N—tF 2 7 4122\ T] p4. <https://www.jetro.go.jp/ext_images/j
file/report/07000733/us_security.pdf>

@9  United States of America Federal Energy Regulatory Commission, “[Docket No. RM06-22-000; Order No. 706] Mandatory
Reliability Standards for Critical Infrastructure Protection,” 2008.1.18. <https://www.ferc.gov/whats-new/comm-meet/2008/
011708/E-2.pdf>

00 FRMHLHEWMLFTVAZITIT, HEIVATAITHLTED L) BWENEZ ONL D25 LI LT, t¥a
T A RS MR B Tk

@) CIP iZ [Critical Infrastructure Protection| DWs, 72k, A N—tF 21) 7 4 LIZBBEATHECEDOIHA S, [HL
HFTWY RF oo 72 H L, [CIP-001—5 8312 X 2 0% (FKY — P 2) o], [CIP-010—ik g 2 HE
B OWesS PR . TCIP-0n—1eHiRE ], [Crp-02—flflt > & —HMoaIa=r—2a ¥ ] [CIP-013—%7
FTAFz—rD) A7EM]] [CIP-014—H Y+ F 21 7 1 | (North American Electric Reliability Corporation, “CIP
Standards.” <https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx>) o

02 2001 4 10 AIZFEM S N7ATBA A 13231 5 [TEWIFROEE A >~ 7 7 Of#] (E0-13231) (“Executive Order
13231 of October 16, 2001, Critical Infrastructure Protection in the Information Age.” govinfo HP <https://www.govinfo.
gov/content/pkg/WCPD-2001-10-22/pdf/WCPD-2001-10-22-Pg1485.pdf>) 123D &3kl Sz, RMFEH LM - b
HBUF OB & o THEL S L, IR O A N— LY 27 2K L, EROEYA ¥ 7 MOt F 1)
TAEHEIBNER LSS HFEIZOWTETA MYy R E %479 (“National Infrastructure Advisory Council.”
U.S. Department of Homeland Security HP <https://www.dhs.gov/national-infrastructure-advisory-council>) o
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2018 4E 12 A, [ KIEE DS OFH : RO i b 5 Hik] LT 2 HEHEY 2 BEK L1,
S BEAEOERETHE, hISE R, A A s Tl [ 58] ISt &5,
Bz ERNFIODLEETZ L v ) R EZ H O NI Lz, FEEFTHEINTW S [N 2
58] &3 OB I EHE TS T RE 2 L AE OfEBR A M2 7= B OWEL b 7257,
@i LTHEIND DS, FAN—HREYBBEBENFRIITTDNLZ EIZL 5T
BHAL T A REMEDS D . A ¥ 7 I 2RI L7256, Boll 2 o8 HoENICH
725 Thed v OB T HIRIT D72 2 )L 2 I SR I B A2 T L, BT NI
525, OEEA 7T (EFAKEYAT A, @E, ik, KE, SR —Y2%) ORIz
BAL SRR 2 EPHIEELZT SR T, bDTH 5,

FEEEEL. COX) RN EEICHA, AL EHEAZTHEICT 512, FlAERO
ITEH LI D L2, OBRNZEE M. MG, EHIHT27-200EENT 7 u—7F
REL. BUFF, E¥ErbIIa=74, MACELZETOLANNVIZBW TSN TENIZWL
BRMIROTA ¥V A, B A v ryT4 7RSS, QEEA V7 52K BI) 5 M
17 BB EDMEIH S R G- 2 2 BT 28R 2RO 5. LWV 2 DO Txt
T 5 ERLz. ZOLET, HMEEE, 720REEToTW5 (K4 2BH),

x4 [RKEFEELPSOEE : EROBNEEILT 2HE] BT ZRE
e ) =5 — AR — MEE

BRI R EERENRMOREN 2 YT BAHEN AL L &
1 WA SN2 B BRI O MERR 2 WAk L L. BEL X)L — % — |DHS RB'E
Yy SEEERETOL AR PEICED D,

IANVF—H (F). H
B4 5

A NVF -4 (F).
NRMC. NIST f#IH 7" =
7N, REBMER

o

FEMA (). CISA (F).

RN R EBOBE LKL, HIHZK L7201, 4 27 FEM. #
2 |y 332254, BT L AR 2 HIR B Y% | DHS BE
ET 5o

TI2=74 - T LAT BN ZRERL, & LAz if
FL, BEAPTEDLCHETE LX) 10T 5720, BELT—

SR BRERRLTHBE) T) ERET o720, M. M, iy DISEE L F AL NISTH
DO AT L AR L, BEBERZ R 5,
3. RO, . RFEREED T oL A= MR E LT % 4T 0 5
4 |IMT B0 E R T B, WBIAIRETT) A WBCE - B WBRE | (), A= 3 ¥ —
LR I B B S - R E T - BRI H 2%
Ny 7Ty TRREMBIIRBNFRE S I LICE D, 2K, 3K . .
o [ MZMIRR £ R RO  W 2 2o & | =g | TEMACELNERCOE)
ML, BIEBRIA T IAF 2=y ERNRBOBALELE S HEH | e i

FAN—Y 27 OREEIT) o

ETOEBELR RIRT AWEINA T 54 VDA 7 F5h5, BN RS
MPIRELTOI—EAZMEL, 75 v 27 A% — 1 EE UHEEFIC
6 | Lo THBENEBRA X ZETHI LR, EBREO-ODOES
119 2 &) MR T ) B RE R ISR S I, Fhc
2722 EHmL T D 2 E 2RSS,

BELY -V AOBIHEZTIEL, 4 v 7 5OEE - EEE, BAaH
REONIGE . B DY — & =258k 25 X 9. &TOHMIC
BWTHEEMNTHET, HOHMENXT, do@5EHRODI#ETREL
FMRCTHEIC T DI b BEWEY AT LA EZREXIETE— 15,

() [HR— B Mo [(F)] 13, F722 9 K- MR & v Bk,

(HiL) President’s National Infrastructure Advisory Council, “Surviving a Catastrophic Power Outage: How to Strengthen the
Capabilities of the Nation,” 2018.12, pp.7-21. U.S. Department of Homeland Security HP <https://www.dhs.gov/sites/defau
It/files/publications/NIAC%20Catastrophic%20Power%200utage%20Study FINAL.pdf> % H:IZEEHVER

NN g (F). WA
IR F— o .
%%E# ZH4%, NERC, #HIT

ANVF—HHIRES

B (£)., =% v

DHS £ A, EREEER

W45 H
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(3) NERC & E [BESDUY T I Fx—2ICH I 2 YA N—tXaUF 1 - URY]
NERC (&, 2019 45 17 H, FE@EIJRHM (BES) OV T 74 F = — 2 WDH A N—tFa
V74 - DAZIZDWTHHT 2T, ek Z S L2#EE [BESOT 774 F -1l
FAHFAN—tFa) T4 - )AY 2K L7z NERC OFFERHE KT, 2017 48 JJI2H
T4 F x— VB (B CIP-013-109%5) Z IR L 72B NERC 120 L, 774 F = — V2
HORNRE Lo TORWEEENMRVEREICHET 230250 774 F 2 — 2 OHF A N —
tFxa) T4 - VAT OWE EBHEMEIIOWTHIA L, HIW L 22REI 0 U R Z2oeh i 5K & i
L2 LR L Twnze A HFIX. ORI, MISKRORE 272725 D TH 5,
FRREIE, OETT 7 L AGH - Y AT 2 RO T 72 ZH#H Y 2T 2R BTN
BYTIAF =2 - VAT ZEFHIL, EED S - LNV D BES FAN—Y A7 MIBHEYT 52
NODHIHY AT 2% ST T4 F = — VEHEIZED D X ) FAEELZYET S, @ NERC &, B
ML BES HAN—V AT AT HH T IA4F 2 —> - ) A7 EHGEHH 2 F 38D H I HE H
FTHIERIETDIHANTAVZRET B OFAN—FEIZLIYI RS - LRVIEIRRD720,
NERC i, IRESNIHAN—G L FERD T — A r — AT 5L 2T LA T
AVERNERT B OQFEBPY T IAF2—2 - VAZEHGETHZ K ETHEE, JLKREET7+—F 4
(North American Transmission Forum). KE/AILE 14y (American Public Power Association) . 4K B
A ESIG A A (National Rural Electric Cooperative Association). JLKISE 7 +—F 2L (North American
Generator Forum) 2SR L CWBERMBEAITRHA FIA4 V2B T L2 L2 HRTLH, THDHY,

6 BEFHAEBOLEHOYAN—tXa2VU T 1A
KETIEZ, BEA 78T BH2E0 [ZAVF—] LI3HETT [FEFFROER
Bl - BEEEEYIRERE ] 2R SN TV A (KHEBORIES 21 5). £ 2Ty &FEIC, HTHHEEIC
BUBZHFAN—tF2) T4 HAEDOR=R L5 TRELBANTOWTHRWHIEZAT .
2001 FE DRSS T a Fifh- 2 20 ), BB ZEE & (Nuclear Regulatory Commission: NRC) 7%
w4 TR HREENOYEREREE L X 2 ) 7 4 MR 5% ] (Interim Safeguards and Security
Compensatory Measures for Nuclear Power Plants) (EA-02-026) *® # 5§H 3 5% Dt F 21 7 1 igfbIE

©3 President’s National Infrastructure Advisory Council, “Surviving a Catastrophic Power Outage: How to Strengthen the
Capabilities of the Nation,” 2018.12. U.S. Department of Homeland Security HP <https://www.dhs.gov/sites/default/files/
publications/NIAC%?20Catastrophic%20Power%200utage%20Study FINAL.pdf>

09 BESIZERZH 7T I 4 F = — Y IZEH TN L0, TRHTIHKEN. BB, BEFORAHE - EHHE, FEHEZT—
TA A=Y, REMOTHE - EAH,

05 North American Electric Reliability Corporation, “Cyber Security Supply Chain Risks: Staff Report and Recommended
Actions,” 2019.5.17. <https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NERC%20Supply%20Chain
%20Final%20Report%20(20190517).pdf>

©06) “CIP-013-1 - Cyber Security - Supply Chain Risk Management.” North American Electric Reliability Corporation HP
<https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-1.pdf>

07 North American Electric Reliability Corporation, op.cit.95), pp.v-vi.

08 2002 42 JICFE Sz CEHEAKIBIEAMTH 205 EFDFHETIH LA N—tF 2 7 1 OfEg51EIc
T D X IWRTLIHAENEEINTVDE Z LIPS PITEN TS (Nuclear Regulatory Commission, “Regulatory
Guide 5.71 (New Regulatory Guide): Cyber Security Programs for Nuclear Facilities,” 2010.1, p.4. <https://www.nrc.gov/
docs/ML0903/ML090340159.pdf>) o
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PEHHBHM I, ZNoid. BKFNREFEZICHFNLZFIEEZRKD LS DTH - 7255
2009 4E 3 I, SHIZHEIHA [FY V- av¥a—2HNicaia=yr—yary - VAT
AR Ay T =27 O] (10 CFR 73.54) 10 (BLF T4 83—t F 29 7 1 B 2520 5,
JEATHBEREZOT A N—t X 2 7 4 OIS FHL S N7z,

YA N—F ) 74 HHNZ, JEFREEFER IS, et EEEZ R (Design Basis Threat) 10V 12
HMTEEBN D OREHERRE L OZE FEELEE. @QtX2) 71 k. O A4 Mt
& DEHZ T & ORBFBIIOEE, OREINILLGEICO~QDRERRICERE %2 KITTX
BYAT A BRI LTSN s a v a— Ry T — 2 &Ry h#ET 5 2
EERFZHAL L7z, BESI NI AN—HEIZ, OF—F RO/ XiZV 7 b7 =7 OEEHX

I CEEBEZE52 550D, OV AT A, Y= AR/ NETF—F7~OT 7t A %G
5D, @O0S. 2y bI—27, BEERMEOERICEZEZ LIZTHD, THhbH,

FINEBFFEHE, OF V5NV - ava—sHNicaIa=yr—ay - YVATFARY
2y M= "ML THA NP SRET LLEND LG RFE L. OFE LB
YWRHETDHIODFAN— XY T4 - T OT T ARKE Fhi HERFEL QA N —tF a2
V74 - 7ar7 I azWHNRETT 77 20— L THAATZRITNE RS 2w, E7-,
JEF NS BHEEL L. O A N—REL BRI L, SIS T 582 AE L. @ A4 N—E
DB EA L, QBRI N EEZIBIEL, @OV A N—WEBIZL ) ERBL 2TV AT
Ly Ay PT—=7 RO/ EEMZBIHT AR 2 ) AALZH A N—F 1) T 1 5HH
(Cyber Security plan: CSP) % g, Fifiti. #EFFT 5 2 & HFHMNIT LNz,

NRC (&, 2010 4F 1 A, BEFHRBIFEZSTHA N—tF2) 74 BN S N7 BF % 5
i 57:0DF5E LT, [BTHEEDTZOD A N—tF2) 5414 - 71275 L (Cyber
Security Programs for Nuclear Facilities) ] (RG 5.71) "2 %83 L 72, RG 5.71 1B W T, £F =2
TALNVORNT T Y VEFEDPLENT VY VEHEND T — 5 BREOFEILFOISITR EN
TWwhoe F72, RGS.71ICIE, FFIFEEEEE D CSP HREZ T 2720, [HHIZ CSP DT
7 L — I ] (Generic Cyber Security Plan Template) 23} ST 5,

NRC (&, 20154E 7 A, Fiz B0 [ A4 N—2F 1) 5714 - £ XV bOilH] (Cyber

09 EA-02-026 AALTid, EA-03-086 [ #5203 % g at B4 & W] (Design Basis Threat for Radiological
Sabotage) (2003 4F 4 H). NEI 03-12 [ 2V 7 ¢ GHHi, FE - EAEET R B2 o7 > 7L — b
(Template for the Security Plan, Training & Qualification Plan, Safeguards Contingency Plan) (Ji7-JJ T b ¥ — 4%,
2004 4£), NUREG/CR-6847 [KEDIEF I BFD720DH 4 N—tF 29 5 1 HEFHE T3] (Cyber Security
Self-Assessment Method for U.S. Nuclear Power Plants) (2004 4 10 H). NEI04-04 [ [ FHF D7D DH A /N—t F 21
74 - 70277 4| (Cyber Security Program for Power Reactors) (JFF-JJ T F )V F—14x. 2005 4F 12 H) 5§ (Mario
R. Fernandez Jr., “““Ask SME and Learn” NRC Cyber Security Regulatory Program Development.” Nuclear Regulatory
Commission HP <https://www.nrc.gov/docs/ML1333/ML13336A556.pdf>) o

{00 8§ 73.54 Protection of digital computer and communication systems and networks.” ibid. <https://www.nrc.gov/reading-
rm/doc-collections/cfr/part073/part073-0054.htm1>

() EIRSE 8% (International Atomic Energy Agency: IAEA) O [BM)E I ONJE T~k o Wy BRI B 3 2 BY 9 5 4%
¥ 2 7 1 #h (INFCIRC/225/Rev.5) ] I2B VT, [ANERBESUIBIEBEITA 2 £ THRNO D 2 HEMN
MRRE RO A2 & OB B OBPE T RS T 2R LTI S A 7 A H%%Et S, FHii s h
bol EFHMENTWD (NEFBORRIEE (BHABANBOR - 4/ N—2 3 YY) B BORHY s (B
BT IRER) TIGR] TAEA Bt ¥ 2 7 4 + ) — XA No.13  Bhisscs BWE K ORI ltisk o Wy LR B i
T AL F 20 7 181 (INFCIRC/225/Rev.5) | 2012.6, p.4l1. JET 1B HIZE % HP <https://www.nsr.go.jp/da
ta/000125920.pdf>)

09 Nuclear Regulatory Commission, op.cit.08
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security event notifications) (10 CFR 73.77) " % 528, JET-IIEHEZR IR L, A N—HEE 5
R L7256, B2 ALY A 7 2 (Emergency Notification System: ENS) % 38 U C NRC AR+ XL —
¥ a v - & ¥ % — (NRC Headquarters Operations Center) |Zi#¥9 5% Z & #FHMN T2 T2 ZD
NESF 2 RS 720 DT A 5 v A (RG 5.83) "W aEAFK L7,

NRC 1&. RG5.71 OLETIZIANT, 2018 4F 8 JICYGEIMO TR 2 ALK L TWdo [HERIL,
2010 AE DRI F LIRE O EHIRERR D & 242 A 728N, BARIYIZIE, 10 CFR 73.54 N A L N
THERETHIANZA P =N, £F2) 74T 2 X HDBHEM (Security
Frequently Asked Questions: SFAQs) 7 1 & X T b L7z B MU %S, Gl S N7z A N — IS4
B E 2 TER I Nz,

EbHUIC

BRNANDALG - FBFIEENIENICRELMIE L TV DL 720, BIOPHEZ %L o R0 EE
FERE WV, EIEOHATDH, 2018 CFH30) 4F 9 234 L 7-duiE HIR G EE R, 2019 (4
L) 4E 9 HICESR L7 15 GEDOHARKEICL 2 KBEEELZRBRL TB Y., #EZ2ZT
THRLZL OERPBHOEEN 2L T b, KEBEBRZAIE LTH20 3w, it
DEZEA 27 FIZEENFEE L 72HE DA - RFEINHERIIRE V., PAN—BBIZL ) &
BA V7 IEENGNIZRBIEINDL I LZRRICHE, T —5|ERISNLETORRE
B RE 2R 2 R THB K 2 e, BaRE EOBEIMVAREVINELZ L Z 2 5N b,

BN L EEA 77 OF A N—tF 2 7 1 BALICI Y HLA TE7KRENE, 43—
WEPOEEA V7 72 RET L7720, BEREE, HHMAEZEFEITED TS, HizIE 1
YTV MEROIAIZOWTIE, ISAOILE AL YUy MEHOIE (FHEE L OEHRILA)
-4 V7V MEHO DHS & o A7 (NCCIC #%H) — DHS EMABTTERNAF LI, V7>
MMEHRD CTTIC ~DEH—>HHIMERSE L & 72 CTTIC 12 & AN 20— ER LR
M3 5tFan) T4 HIORMEENORE LV IV — DEFEL ST WS, TEF,
B EBEDLEL, YA N2 2 CTEEA V7 7 IRENEAE LA OEIB O
fLIiZHE AN T 5,

HARTIZ, A= F 2 7 0 FERIE CFR 26 35 104 5) 12350 %, 2018 (P 30)

(09 8§ 73.77 Cyber security event notifications.” Nuclear Regulatory Commission HP <https://www.nrc.gov/reading-rm/doc-
collections/cfr/part073/part073-0077.html>

(09 Nuclear Regulatory Commission, “Regulatory Guide 5.83: Cyber Security Event Notifications,” 2015.7. <https://www.
nrc.gov/docs/ML1426/ML14269A388.pdf>

(105 Nuclear Regulatory Commission, “Draft Regulatory Guide (DG)-5061: Proposed Revision 1 to Regulatory Guide 5.71,
Cyber Security Programs for Nuclear Power Reactors,” 2018.8. <https://www.nrc.gov/docs/ML1801/ML18016A129.pdf>

(09 NRC iE, 2012 4F 12 A2, 10 CFR 73.54 DA LNV EFERT 5720, OF A N—tF 2 7 1 FHliF— 2D
B, QEEY AT ARCEET V5 VEHEOKE - LFL, OtF 2 74 LAV L BOEOS
M, WA T4 7 - BEROT 7 e REHOER, GO A N—BUROEH - Bl ©@FET T VEHEDOH A N —
td o) 7 OGN O - FHIGE) O FEN - ki, ® 10 CFR 73.54 D&%, L\WVWI) <Y/ VA b= %
~ L7z (“Appendix A: Description of Milestones 1-8 of 10 CFR 73.54 Implementation.” Nuclear Regulatory Commission
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