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1 Michael N. Schmitt, ed., Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, 2™
ed. (Cambridge University Press, 2018).

2 Idem., Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge University Press,
2013).

53



Pis i s Al 5248 21 %45 15 (2018 4 12 H)

HHH, HNEK TNz EBR S OIC Lo TER SN2 ZE R 0 e F e R T 5 s

[H)y e==a7lv] RS [#)y -==a7)V 2] 2300 FIF7 A N — GBI @S
ZEESEOMEIZ, 2004 43k, EEO [ERRLREO SRICBU H1HHR M OV E K8
BB oMAETBIFREMERSEG] (BLT, E#EY A 3— GGE) *IZBW s T
X72h% 2017 SEOXINIIREFOIERITE L LR o720 EEH A /3— GGE 2B\ T 1
DOMETERL TW72a3 7, 2019 FEDE Y1 /3 — GGE O F %M KL TV A LR R
SNTWBYS, By 7S TNETOER © DR § I LIIBEHG D OLIEDD, Zh
DX IS ASNLWCKRPEREEEEL T, 4RI —EZOMBEIET2E 2L T
BLZEPTETH L. Wim. EHHA/N— GGE EW) B OB DA TIET45EIEE 2
B\, EBRFD A N—BEORLIILFLTEY, ZNAOEAM, HOPLHxf
INDFEBB THDH, FRCHRBWELZZI2EIEL, IEEICH L CEEE K ORISR
TN H720, ZORREIEELHRUIL TB 2RI L0\, TD720, EEIZBITS
L H M O G %y EBICHBSNADRE 2 2b5 T, Bl UM - K AFE
EIZ, HAN—IH B O 4 O35 T EI BEEE AN DT S B2 DN THNT B OB
AR T AIENEETH 5D,

FZEPZDO I IO AZITIBICBNC [P Y- v=aT V] RO [#) Y - v=a
TV 2] FAEHARSIEREL TSN E RSN G, FEIS, FOINGERDHERIRL
7oA N—BhfEIC BT A% (2018 4E 6 H 13 H) @ 47 BiE, M ENIHNLT [5) > -
=27V 2] ICEININEOSTEEAZRGL. SOICEBRMNTENCE T 5H5M
BHICEETAIELZEHLTC0D o HL [F)rv=aT] RO [§)r-~v=aT 2]
o5tk FEOAXRAIIRA SN ERE, MIVZONERETHL, [F) <
=27 2] TR, 72 1 AERIEREL PRI TORWEIE TR, ZORGEZITIDIC

30 BBV YwZaTIV 27Uy NI Wi R )T Y T E OB MES BBz LS S,
Bl ZAE PAREAR IR EIE (BA), G (Zhixiong Huang) REIKFEZERHE (ME), 207 04y
7+ ¥74F ¥4+ — (Kriangsak Kittichaisaree) FEEIGHEEEEFHT ITLOS) #HHE ([4) > - x=a7W 2]
Tuvey MEMARE, EREEEEZRES ILC) RR)(54) 2EThHb.

4 United Nations Groups of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (UNGGE).

5 “Russia Proposes Alternatives to International Cyber Norms,” 1ISS Cyber Report, 6th July 2018, https:/
www.iiss.org/blogs/cyber-report/2018/07/cyber-report-29-june-to-5-july

6 Andrey Krutskikh & Anatoly Streltsov, “International Law and the Problem of International Information
Security,” International Affairs: A Russian Journal of World Politics, Diplomacy and International
Relations, Vol. 60 (2014), p. 68, https://ccdcoe.org/sites/default/files/multimedia/pdf/International _Affairs_
No6_2014_International_Law.pdf

7 European Parliament Resolution of 13 June 2018 on Cyber Defence (2018/2004(INI)), para. 47, http://www.
europarl.europa.eu/sides/getDoc.do?pubRef=-/EP/NONSGML+TA+P8-TA-2018-0258+0+DOC+PDF+V0/EN
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8 WM (offensive) HAN—FENZIE LV BLEN LT L, F—Y AW (Denial of Services), 77
ANVEEAR, PIBYIEE O 3 BRI SN A, Max Smeets and Herbert S. Lin, “Offensive Cyber Capabilities:
To What Ends?” in Tomd$ Mindrik, Raik Jakschis and Lauri Lindstrom, eds., 10" International Conference
on Cyber Conflict: CyCon X: Maximising Effects (NATO CCD COE Publications, 2018), p. 59, Table 1.

9  Press Release: Foreign Office Minister Condemns North Korean Actor for WannaCry Attacks, The UK
Government website, 19 December 2017, https:/www.gov.uk/government/news/foreign-oftfice-minister-condemns-
north-korean-actor-for-wannacry-attacks ; “Toespraak minister Bijleveld tijdens het seminar ‘Diplomacy
and Defence in Cyber Space’ in Den Haag,” 20 June, 2018, https://www.rijksoverheid.nl/documenten/
toespraken/2018/06/20/toespraak-minister-bijleveld-tijdens-het-seminar-diplomacy-and-defence-in-cyber-
space%E2%80%99-in-den-haag

10 UK National Audit Office, Investigation: WannaCry Cyber Attack and the NHS (2018), https://www.nao.org.
uk/mwg-internal/de5fs23hu73ds/progress?id=AHng2c9GLbcHIVAGpGQIXCN2NQObkIRGFS6zQPfqJCU,
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11 Press Release: Foreign Office Minister Condemns North Korean Actor for WannaCry Attacks, The UK
Government website ; Press Briefing on the Attribution of the WannaCry Malware Attack to North Korea,
The US Whitehouse website, 19 December 2017, https://www.whitehouse.gov/briefings-statements/press-
briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/; Communications
Security Establishment (CSE) Statement on the Attribution of WannaCry Malware, The CSE of Canada
website, 19 December 2017, https://www.cse-cst.gc.ca/en/media/2017-12-19: Media release, Prime Minister,
Minister for Foreign Affairs: Attributing the "WannaCry' Ramsomware to North Korea, The Prime
Minister of Australia website, 20 December 2017, https://www.pm.gov.au/media/attributing-wannacry-
ramsomware-north-korea: News: New Zealand Concerned at North Korean Cyber Activity, The Government
Communications Security Bureau (GCSB) of New Zealand website, 20 December 2017, https://www.gcsb.
govt.nz/news/media-release-new-zealand-concerned-at-north-korean-cyber-activity/; H A4 & [ K ENIC X
B AL DT A N—BIRIZ BB R RIIOWT OB HuEE G J. S A v 2794 by 2017 4 12 J1 20 H.
https://www.mofa.go.jp/mofaj/press/danwa/page4_003563.html

12 European Parliament Resolution of 13 June 2018 on Cyber Defence (2018/2004(INI)), para.53.

13 Press Release: Foreign Office Minister Condemns Russia for NotPetya Attacks, The UK Government
website, 15 February, 2018, https://www.gov.uk/government/news/foreign-office-minister-condemns-russia-
for-notpetya-attacks

14 “UK and US Blame Russia for ‘Malicious’ NotPetya Cyber-Attack,” BBC website, 15 February, 2018,
https://www.bbc.com/news/uk-politics-43062113; “Toespraak minister Bijleveld tijdens het seminar
‘Diplomacy and Defence in Cyber Space’ in Den Haag"; Andy Greenberg, “The Untold Story of NotPetya,
the Most Devastating Cyberattack in History,” Wired website, 22 August, 2018, https://www.wired.com/story/
notpetya-cyberattack-ukraine-russia-code-crashed-the-world/

15 Press Release: Foreign Office Minister Condemns Russia for NotPetya Attacks, The UK Government
website, 15 February, 2018 ; Statement from the Press Secretary, The US Whitehouse website, 15 February,
2018, https://www.whitehouse.gov/briefings-statements/statement-press-secretary-25/: CSE Statement on the
NotPetya Malware, The CSE of Canada website, 15 February, 2018, https://www.cse-cst.gc.ca/en/media/2018-
02-15; Australian Government Attribution of the ‘NotPetya" Cyber Incident to Russia, Minister for Law
Enforcement and Cyber Security of Australia website, 16 February 2018, https://minister.homeatfairs.gov.au/
angustaylor/Pages/notpetya-russia.aspx; News: New Zealand Joins International Condemnation of NotPetya
Cyber-attack, The GCSB of New Zealand website, 16 February, 2018, https://www.gcsb.govt.nz/news/new-
zealand-joins-international-condemnation-of-notpetya-cyber-attack/

16 G7 Foreign Ministers Communiqué: Chair’s Report of the Meeting of the G7 Ise-Shima Cyber Group,
https://g7.gc.calen/g7-presidency/themes/building-peaceful-secure-world/g7-ministerial-meeting/g7-foreign-
ministers-joint-communique/chairs-report-meeting-g7-ise-shima-cyber-group/
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17 Marina Kaljurand, “United Nations Group of Government Experts: The Estonian Perspective,” in Anna-
Maria Osula and Henry Roigas, eds., International Cyber Norms: Legal, Policy & Industry Perspectives
(NATO CCD COE, 2016), pp. 115 and 121; Schmitt, Tallinn Manual 2.0, p.21.

18  News: NotPetya and WannaCry Call for a Joint Response from International Community, NATO CCD
COE website, 30 June 2017, https://ccdcoe.org/notpetya-and-wannacry-call-joint-response-international-
community.html

19  News: WannaCry Campaign: Potential State Involvement Could Have Serious Consequences, NATO CCD
COE website, 16 May 2017, https://ccdcoe.org/wannacry-campaign-potential-state-involvement-could-have-
serious-consequences.html; News: NotPetya and WannaCry Call for a Joint Response from International
Community.

20 HAGEUZE. rPAFIEA - EPEE T RIS [ AN—BUEDERR: 5 ) > == a7V 2.0 OFFL] (B0
2018 /) 7 HE S M,

21 Schmitt, Tallinn Manual 2.0, pp. 21-22, paras. 15-16.
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22 Ibid., pp. 20-21, paras. 11, 13-14.
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Wi, 2012 4 9 H 25 H ; Christopher Bronk & Eneken Tikk-Ringas, “The Cyber Attack on Saudi Aramco,”
Survival, Vol. 55 (2013), pp. 81-96.

24 Michael Schmitt and Sean Fahey, “WannaCry and the International Law of Cyberspace,” Just Security
website, 22 December 2017, https://www.justsecurity.org/50038/wannacry-international-law-cyberspace/

25  Michael Schmitt and Lieutenant Colonel Jeffrey Biller, “The NotPetya Cyber Operation as a Case Study
of International Law,” Blog of the European Journal of International Law website, 11 July, 2017, https:/www.
ejiltalk.org/the-notpetya-cyber-operation-as-a-case-study-of-international-law/

26  Ibid.
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27  Cyber and International Law in the 21st Century, Speech by the Attorney General Jeremy Wright QC
MP, 23 May 2018, the UK Government website, https://www.gov.uk/government/speeches/cyber-and-
international-law-in-the-21st-century

28 Isa Qasim, “United Kingdom Att'y General's Speech on International Law and Cyber: Key Highlights,”
Just Security website, 23 May 2018, https://www.justsecurity.org/56853/united-kingdom-atty-generals-
speech-international-law-cyber-key-highlights/; Colonel Gary Corn & Eric Jensen, “The Technicolor Zone
of Cyberspace, Part 2,” Just Security website, 8 June, 2018, https://www.justsecurity.org/57545/technicolor-
zone-cyberspace-part-2/

29 Kaljurand, “United Nations Group of Government Experts: The Estonian Perspective,” pp. 115 and
121; Brian J. Egan (Legal Advisor, US Dep't of State), “International Law and Stability in Cyberspace,”
Berkeley Journal of International Law, Vol. 35 (2017), p. 174, https://www.law.berkeley.edu/wp-content/
uploads/2016/12/BJIL-article-International-Law-and-Stability-in-Cyberspace.pdf : Gary P. Corn & Robert
Taylor, “Symposium on Sovereignty, Cyberspace and Tallinn Manual 2.0: Sovereignty in the Age of Cyber,”
American Journal of International Law Unbound, Vol. 111 (2017), pp. 207-211.
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30 Cyber and International Law in the 21st Century, Speech by the Attorney General Jeremy Wright.

31 Harold Hongju Koh, “International Law in Cyberspace,” Harvard International Law Journal Online, Vol.
54 (2012), p. 4, http://www.harvardilj.org/wp-content/uploads/2012/12/Koh-Speech-to-Publish1.pdf

32 U.S. Department of Defense, Office of the General Counsel, ed., An Assessment of International Legal
Issues in Information Operations, 2" ed., November 1999, in U.S. Naval War College International
Law Studies, Vol. 76 (2002), Appendix, p. 483, http://digital-commons.usnwc.edu/cgi/viewcontent.
cgi?article=1381&context=ils

33 “The Dutch government supports the general conclusions of [the 2011 ‘Cyber Warfare' report].” “Toespraak
minister Bijleveld tijdens het seminar ‘Diplomacy and Defence in Cyber Space’ in Den Haag"; Advisory Council
on International Affairs (ATV) and Advisory Committee on Issues of Public International Law (CAVV), Cyber
Warfare, No. 77 AIV/No 22, CAVV, December 2011, p. 21, https://aiv-advies.nl/download/da5c7827-87f5-451a-
a7fe-0aacb8d302c3.pdf

34 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of America),
Merits, Judgment, I.C.J. Reports 1986, p. 14.

35  Schmitt, Tallinn Manual 2.0, p. 341, Commentary paras. 6-7.
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