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Implementation of Elliptic Curve Cryptography

using GNU Multiple Precision Arithmetic Library
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send M3 to Bob
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do kp < random(seed)
if ged(kp,N) =1
then break
Binary(Mas, kg, M)
send My to Alice
receive Ms from Alice
mpz_invert(kp_iny, kg, N)
Binary(My, kp_iny, M3)
Pnt_to_Msg(m, My)
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Point_Add(V, Vi, Va)
if V=R

then accept

else reject
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Elliptic Curve parameter:
0 y"2 =x"3 + axx + b (mod p)

a =10

b = 134846241141436131261105411311693108758069491
8677422294274

p = 156927543384667019095894735580191660402558886
1116008628353

N = 156927543384667019095894735578028704030525554
0896946997883
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inf = 9999999999999999999999999999999999999999999
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Massey-Omura Encryption:
msg = 8765435486431

M: (876543548643106,
1332072496785455405659879492567838656446205665
808884104207)

M1:(730790666863198097498660253744381483002758758
2250324920910
485172728275404008016209170791768614406138010
56498893389)

M2: (423526056820031495280345885174755655760474630
1292826239580
634217155110305216571519195339503367929047609
546060934281)

M3:(129111957963126722451737517145527218449888327
15793584209680]
114416176456520792455045569323787432614607672
3042717233527)

M4: (8765435486431060
133207249678545540565987949256783865644620566
5808884104207)

msg = [ 8765435486431 ]
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ECDSA Setting:
BasePoint G(G.xOG.y)

G.x = 1173123732641356773152361639530506865380315
398604879179638

G.y = 9150388699998307896993499378392929894792121
51162182558851

secret int sa : 157237245993378884061583032837171
629950074461405774542247

Q = saG = (Q.x0Q.y)

Q.x = 1102475631922331488566438140096536289238255
977330222225937

Q.y = 6867962940074833240748385241488195064371219
91953623958351

U0D0D0D msg=91621338272768 U [
00D x00000R=kGO OO signU O
goad

ogoo4

ECDSA Sign:

msg = 91621338272768

k = 117312373264135677315236163953050686538031539

8604879179638

R = kG = (R.x, R.y)

R.x = 7157421154431209053000996064144107921635173
8844525571065

R.y = 1408688967666688789901944887539265792324118
894367949905297

sign = 664186169476305914494014467151234020862503
638788986127777

U00dbmsgROOO sign0OOVOD
ooboooooobooooooo
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ECDSA Verify:

ul = 14333112283607305061121808008608753132610397
74880433923043
u2 = 84354973030970478480751455908277077454831255
4516182283763
Vi = ulG = (Vi.x, Vi.y)
Vi.x = 433705651907910454735425483070516190060933
831406302023642
Vi.y = 122908356020475231312737713449856451801770
8740377548240942
V2 = u2Q = (V2.x, V2.y)
V2.x = 532420466788397699052079946876729547132739
291118280246961
V2.y = 635480991658831227840899355493497843681699
218004141069458
V=Vl+V2=(V.x, V.y)
V.x = 7157421154431209053000996064144107921635173
8844525571065
V.y = 1408688967666688789901944887539265792324118
894367949905297
V.x = 7157421154431209053000996064144107921635173
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8844525571065

R.x = 7157421154431209053000996064144107921635173
8844525571065

V.x = R.x

V.y = 1408688967666688789901944887539265792324118
894367949905297

R.y = 1408688967666688789901944887539265792324118
894367949905297

V.y = R.y

V=R1!!
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