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Abstract ISO/IEC 27001 is one of the core standards of information security management system (ISMS)
family of standards. It provides ISMS requirements and is used for ISMS certification. It is being revised in
the regular revision process of ISO standards and will be published in 2013. One of the characteristics of
ISMS is including risk management as one of the core activities. Thus, this paper focuses on the ISMS
requirements related to risk management, and shows the issues identified in the revision process, then

proposes how to approach to the issues.
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5.4.2 Risk Identification

The organization should identify sources of risk, areas of
impacts, events (including changes in circumstances) and
their causes and their potential consequences The aim of
this step is to generate a comprehensive list of risks based
on those events that might create, enhance, prevent,
degrade, accelerate or delay the achievement of objectives.
It is important to identify the risks associated with not
pursuing an opportunity. Comprehensive identification is
critical, because a risk that is not identified at this stage will
not be included in further analysis.

Identification should include risks whether or not their
source is under the control of the organization, even though
the risk source or cause may not be evident. Risk
identification should include examination of the knock-on
effects of particular consequences, including cascade and
cumulative effects. It should also consider a wide range of
consequences even if the risk source or cause may not be
evident. As well as identifying what might happen, it is
necessary to consider possible causes and scenarios that
show what consequences can occur. All significant causes
and consequences should be considered.

The organization should apply risk identification tools and
techniques that are suited to its objectives and capabilities,
and to the risks faced. Relevant and up-to-date information
is important in identifying risks. This should include
appropriate background information where possible. People
with appropriate knowledge should be involved in
identifying risks.

ISONEC 27001:2005 D3Rk

4.2.1 Establish the ISMS
d) Identify the risks.

1) Identify the assets within the scope of the ISMS, and
the owners2) of these assets.

2) Identify the threats to those assets.

3) Identify the vulnerabilities that might be exploited by
the threats.

4) Identify the impacts that losses of confidentiality,
integrity and availability may have on the assets.

1SO 27001 DHETE

The organization shall apply information security risk

assessment process that

- identifies, analyses and evaluates information security
risks concerning the preservation of confidentiality,
integrity and availability of information

- identifies the information security risk owners.
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