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1 Michael Schmitt, ed., Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge University Press,
2013), p.16, Rule 1, para. 6.

2 Idem., “The Law of Cyber Warfare: Quo Vadis?" Stanford Law and Policy Review, Vol.25 (2014), p.275.

3 Idem., Tallinn Manual, p.30.

4 FEBFAMEEOBEIL 2017 422 JICAEEND [V Y - =v=a TV 20] TROIUDEFETH 5o

5 European Court of Human Rights (ECHR), Case of Amann against Switzerland, Application no. 27798/95, Judgment (February
16, 2000), http://hudoc.echr.coe.int/eng?i=001-58497
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1. WERFICIU) B9 A N — B gl B o 3P
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9 %o

6 Marko Milanovic, “Human Rights Treaties and Foreign Surveillance: Privacy in the Digital Age,” Harvard International Law
Journal, Vol.56 (2015), pp.81-146.
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MRAEZER] LawvwZ & e Esmdbg B [RBoOFIIES ] 2L %2 RIBRmEg
ERRT %0 SIS OMEMHAEBREEFELTwAZ LIZowTid, [F) vv=a
TV L R FEEBEEES (ICRC) 23F Lw7- [EHEEREAESEMTE] (2009 4F) 12
MZTH 1 ENHEESIERVEOXRE® QO TNDLEIATH S,
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[ v -~=27)V] [ZX R, BECERHIE Tl 2 WD & m s E T £ N —-
FNRVU =2 a Y &479) 2 L RIERDYIEME 272 S w70, ERREE Lo MEAT
BTN LRV, ZOXIREZHII ) V22T VIBDTTIE R /N —3—
FRZNEBORAF e 7 0 75 212K % 2009 4 [228% - I A4 VRIS S 15 [H
Bi~ = 2.7 )V (HPCR Manual on International Law Applicable to Air and Missile Warfare) ] (2L
T 28 - I A Vi~ =2 7)V]) ICHAEORMEHERETE S " S 512#% 1999
AT, RERGRRE DS [E T 0 SOSBER 2 TE ] (S ER 2E & XA TIE 2w
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bodd, JUHRHMAEDOTIRICHEZE LA E, 777 Fi EilIHIRE SN T— %
WZDoWTC, T FfEE L OB TRIERB O FH & & & O 3 HEr g A T3 Ear

7 Schmitt, Tallinn Manual, p. 193.

8 ICRC, Customary International Humanitarian Law (2009), ICRC website, Rule 107.

9 Michael Matheson, “Additional Protocol I As an Expression of Customary International Law,” in International and Operational
Law Department, the US Army Judge Advocate General’s Legal Center and School, ed., Law of War Documentary Supplement
(2005), pp.396-398.

10 Program on Humanitarian Policy and Conflict Research (HPCR), ed., Commentary on the HPCR Manual on International
Law Applicable to Air and Missile Warfare (May 2009), p.259, Rule 118, Commentary para. 6, http://www.ihlresearch.org/amw/
manual/

11 U.S. Department of Defense, Office of the General Counsel, An Assessment of International Legal Issues, 2nd ed. (Nov. 1999),
in Naval War College International Law Studies, Vol.76 (2002), p.516.
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12 HPCR, Commentary on the HPCR Manual, p.258, Rule 118, para.1; ICRC, Commentary on the Additional Protocol I to the
1949 Geneva Conventions (1987), ICRC website, p.567, para. 1776.
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13 HPCR, Commentary on the HPCR Manual, p.260, Rule 120, para.2.

14 Hans-Peter Gasser, ” Protection of the Civilian Population,” in Dieter Fleck, ed., The Handbook of International Humanitarian
Law,” 2nd. ed.(Oxford University Press, 2008), p.262, para.5.

15 Schmitt, Tallinn Manual, p.120, Rule 35, para.5.

16 [HRIFIZBIT 2 RO T 5 1949 48 H 12 HO Y 2 2 — 7449 (F 4 449) ] OUTF L SCRSEAD) 12 X g,
(B4 R OL AT 2 HFERET] (545%) IR L TWwL b0 Libn i, R RES 53R
ELTORRMZHIR S ND 5505 %,

17 Avril McDonald, “The Challenges to International Humanitarian Law and the Principles of Distinction and Protection from
the Increased Participation of Civilians in Hostilities,” A Paper Presented at the University of Teheran at a Round Table on the
Interplay Between International Humanitarian Law and International Human Rights Law (April 2004), p.23.
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18 ICRC, Commentary on API, p.617, para. 1936.

19 Hague Rules Concerning the Control of Wireless Telegraphy in Time of Warfare and Air Warfare, Drafted by a Commission
of Jurists at The Hague (December 11, 1922-February 17, 1923), Part I Rules of Air Warfare.

20 “To Track Militants, U.S. Has System That Never Forgets a Face,” The New York Times (July 13, 2011), http:/www.nytimes.
com/2011/07/14/world/asia/14identity.html; “The Eyes Have It: Biometric Data and the Afghan War,” The Economist (July 7
2012), http://www.economist.com/node/21558263/print

21 Electronic Privacy Information Center (EPIC), “Iraqi Biometric Identification System,” EPIC website, https:/epic.org/privacy/
biometrics/iraq.html; Alison Mitchell, “Distinguishing Friend from Foe: Law and Policy in the Age of Battlefield Biometrics,”
Canadian Yearbook of International Law, Vol.50 (2013), p.298.

22 Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, Advisory Opinion, 1. C. J. Reports
2004, p. 136.
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23 Ibid., p.188, para.128

24 Quincy Wright, “Espionage and the Doctrine of Non-Intervention in Internal Affairs,” in Roland J. Stanger, ed., Essays
on Espionage and International Law (Ohio State University Press, 1962), p.12; Craig Forcese, “Spies Without Borders:
International Law and Intelligence Collection,” Journal of National Security Law and Policy, Vol.5 (2011), p.202.
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25 Quincy Wright, “Legal Aspects of the U-2 Incident,” American Journal of International Law, Vol.54 (1960), pp.836-841;
Ingrid Delupis, “Foreign Warships and Immunity for Espionage,” American Journal of International Law, Vol.78 (1984), pp.53-
75.

26 U.S. Office of Personnel Management website, https://www.opm.gov/cybersecurity

27 “Chinese Government Has Arrested Hackers It Says Breached OPM Database,” The Washington Post (December 2, 2015).

28 Wright, “Espionage and the Doctrine of Non-Intervention in Internal Affairs,” p.13.
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