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Complexity Evaluation of Elliptic Curve Scalar Multiplication Using Path Table

Yoshitaka Sagarat Nobuhide Sakuragii Tomoko K. Matsushima* Osamu Ashihara

Abstract  Efficient ellipﬁc curve arithmetic is crucial for cryptosystems based on elliptic curves. Such cryptosystems
often require computing a scalar multiple kP of a base point P. Recently, some papers have proposed efficient
algorithms to compute AP 4 p@ directly for small integers A and u from given points P and . The authors have
developed some programs to find out the path with the minimum cost for each scalar multiplication 4P under the
condition that several operations of AP 4= p() can be used, and have also developed the minimum-cost path-table
of scalar multiples &P for 1 < k& < kypq¢. In this paper, we evaluate the costs for this algorithm and compare them

with those for some conventional well-known algorithms.
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. Cry) (k) < Cp(k) | CL2 (k) = Cplk) | CI2)(K) > Cy(k)
i/m k LB kOSEE | LRk OEE | $753 k OEE

1~100 0 (0.00%) | 2 (200%) | 98  (98.00%)
101~1000 | 0 (0.00%) | 0  (0.00%) | 900  (100.00%)

131 1001~10000 | 0 (0.00%) | 0  (0.00%) | 9000 (100.00%)
total 0 (0.00%) | 2 (0.02%) | 9998  (99.98%)

1~100 0 (0.00%) | 2 (2.00%) 98 (98.00%)
101~1000 | 0 (0.00%) | 0  (0.00%) | 900  (100.00%)

1 1001~10000 | 0 (0.00%) | 0  (0.00%) | 9000 (100.00%)
total 0 (0.00%) | 2 (0.02%) | 9998  (99.98%)

1~100 0 (0.00%) | 7  (7.00%) | 93  (93.00%)
101~1000 | 0  (0.00%) | 3  (0.33%) | 897 (99 67%)

9 | 1001~10000 | 0 (0.00%) | 4  (0.04%) | 8996  (99.96%)
total 0 (0.00%) | 14 (0.14%) | 9986  (99.86%)

1~100 0 (0.00%) | 7  (700%) | 93  (93.00%)
101~1000 | 1 (0.11%) | 2 (0.22%) | 897  (99.67%)

7 | 1001-10000 | 59 (0.66%) | 16  (0.18%) | 8925  (99.17%)
total 60 (060%) | % (0.25%) | 9915  (99.15%)
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. Crap (k) < Cy (k) | C) (k) = Cy(k) [ CL) (k) > Cpl(k)
i/m k LBk OSEE | LB kOEE | CRB kO
1-100 22 (22.00%) | 0 (0.00%) | 78  (78.00%)

101-1000 | 436 (48.44%) | 3  (0.33%) | 461  (51.22%)

13 | 1001-10000 | 5768 (64.09%) | 11  (0.12%) | 3221  (35.79%)
total | 6226 (62.26%) | 14 (0.14%) | 3760 (37.60%)

1-100 15 (15.00%) | 0 (0.00%) | 85  (85.00%)

101-1000 | 221  (24.56%) | 21 (2.33%) | 658  (73.11%)

1] 1001-10000 | 2945  (32.72%) | 11 (0.12%) | 6044  (67.16%)
total | 3181 (31.81%) | 32 (0.32%) | 6787 (67.87%)

1-100 7 (7.00%) | 0 (0.00%) | 93  (93.00%)

101-1000 | 55  (6.11%) | 0  (0.00%) | 845  (93.89%)

9 11001-10000 | 989  (10.99%) | 16  (0.18%) | 7995  (88.83%)
total 1051 (1051%) | 16 (0.16%) | 8933  (89.33%)

1-100 0 (0.00%) | 0 (0.00%) | 100 (100.00%)

,, 101-1000 | 3 (0.33%) | 0  (0.00%) | 897  (99.67%)
-7 | 1001-10000 | 74 (0.82%) | 9 (0.10%) | 8917  (99.08%)
total 77 (077%) | 9 (0.09%) | 9914 (99.14%)
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ATD: Bk = Y4 k2 Ky € {0,1}
H73: NAF s = Y00, 5;2%,5; € {~1,0,1}

- =0

while k> 1
If k is odd then s; =2—(k mod 4),k =k—s;
else s; =0
k=k/2,j++

Return s
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