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Autonomous Intruder Detection System based on Autonomous Decentralized Systems
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Recently, many companies and universities are defending the network systems by the Firewall and IDS. The management
costs of the above security technologies are very expensive because the skillful administrators are required to keep the system
in good working order. This paper proposes the Autonomous Intruder Detection Systems based on Autonomous Decentralized
Systems (A-IDS). All of hosts that are composed a network system are watched from other hosts in A-IDS. Therefore, when a
network system is attacked, the system is possible to take counter measure at once because even if any host is attacked,
another terminal is not attacked. Thus, the security ability of the network system to be strengthened and an administrator's
burden is reduced by A-IDS. Accordingly, it is possible to cut down the management cost of the network security systems. .
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Fig.3 Basic System Constitution of A-IDS
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Fig. 4 Addition of A Terminal to An A-IDS Monitor Network
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Fig.5 Rebuilding an A-IDS Monitor Network
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Fig. 6 Rebuilding an A-IDS Monitor Network when Topology
Collapsed by the Intrusion at the same time
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