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Article 11 Obligations concerning Technological Measures’

Contracting Parties shall provide adequate [Ilegal protection and
effective Ilegal remedies against the circumvention of effective
technological measures that are used by authors in connection with the
exercise of their rights under this Treaty or the Berne Convention and that
restrict acts, in respect of their works, which are not authorized by the
authors concerned or permitted by law.

11 8
6 WIPO Copyright Treaty

WIPO Performance and Phonograms Treaty 1996
7 http://www.wipo. int/treaties/en/ip/wct/trtdocs_wo033._html#P87_12240

8 http://www.cric.or.jp/db/z/wch_index.html
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WIPO (WPPT)

Article 18 Obligations concerning Technological Measures':

Contracting Parties shall provide adequate [Ilegal protection and
effective Ilegal remedies against the circumvention of effective
technological measures that are used by performers or producers of
phonograms in connection with the exercise of their rights under this Treaty
and that restrict acts, in respect of their performances or phonograns,
which are not authorized by the performers or the producers of phonograms
concerned or permitted by law.

18 12
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73 (2006) <http://www.bunka.go. j
p/1tyosaku/pdf/singi_houkokusho_1801.pdf>
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p/1tyosaku/pdf/singi_houkokusho_1801.pdf>

http://www.wipo. int/treaties/en/ip/wppt/trtdocs_wo034.html#P141 21174
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<http://www.mofa.go.jp/mofaj/gaiko/fta/j_ase
an/thailand/pdfs/mokuj i .pdf>

Each Party shall endeavour to provide adequate legal protection and effective legal
remedies against the circumvention of effective technological measures that are used by
authors, performers or producers of phonograms in connection with the exercise of their
rights under the laws and regulations of the Party and that restrict acts, in respect of
their works, performances or phonograms, which are not authorised by the authors,
performers or producers of phonograms concerned or permitted by the laws and regulations
of the Party. <http://www.mofa.go.jp/region/asia-paci/thailand/epa0704/agreement.pdf>

126 2

<http://www.mofa.go.jp/mofaj/gaiko/fta/j_asean/philipp
ines/pdfs/mokuji .pdf>

Each Party shall provide adequate legal protection and effective legal remedies against
the circumvention of effective technological measures that are used by authors,
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Exhibit 1

CHAPTER EIGHTEEN
INTELLECTUAL PROPERTY RIGHTS

ARTICLE 18.4: COPYRIGHT AND RELATED RIGHTS

7. (a) In order to provide adequate legal protection and effective legal remedies
against the circumvention of effective technological measures that authors,
performers, and producers of phonograms use in connection with the exercise of
their rights and that restrict unauthorized acts in respect of their works,
performances, and phonograms, each Party shall provide that any person who:

(i) knowingly, or having reasonable grounds to know, circumvents without
authority any effective technological measure that controls access to a
protected work, performance, phonogram, or other subject matter; or

(i) manufactures, imports, distributes, offers to the public, provides, or
otherwise traffics in devices, products, or components, or offers to the
public or provides services, that::

(A) are promoted, advertised, or marketed by that person, or by another
person acting in concert with, and with the knowledge of, that person,
for the purpose of circumvention of any effective technological
measure;

(B) have only a limited commercially significant purpose or use other
than to circumvent any effective technological measure; or

(C) are primarily designed, produced, or performed for the purpose of
enabling or facilitating the circumvention of any effective
technological measure,

shall be liable and subject to the remedies set out in Article 18.10.13.16713 Each
Party shall provide for criminal procedures and penalties to be applied when any
person, other than a nonprofit library, archive, educational institution, or public
noncommercial broadcasting entity, is found to have engaged willfully and for
purposes of commercial advantage or private financial gain in any of the foregoing
activities. Such criminal procedures and penalties shall include the application to
such activities of the remedies and authorities listed in subparagraphs (a), (b), and
(e) of Article 18.10.27 as applicable to infringements, mutatis mutandis.

(b) Inimplementing subparagraph (a), neither Party shall be obligated to require
that the design of, or the design and selection of parts and components for, a
consumer electronics, telecommunications, or computing product provide for
a response to any particular technological measure, so long as the product

167 |n addition, each Party shall provide that any person who, unknowingly and without
reasonable grounds to know, circumvents without authority any effective technological
measure that controls access to a protected work, performance, phonogram, or other
subject matter shall be liable and subject at least to the remedies set out in subparagraphs
(@), (c), and (d) of Article 18.10.13.
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does not otherwise violate any measures implementing subparagraph (a).

Each Party shall provide that a violation of a measure implementing this
paragraph is a separate cause of action, independent of any infringement that
might occur under the Party’s law on copyright and related rights.

Each Party shall confine exceptions and limitations to measures
implementing subparagraph (a) to the following activities, which shall be
applied to relevant measures in accordance with subparagraph (e):168

(i) noninfringing reverse engineering activities with regard to a lawfully
obtained copy of a computer program, carried out in good faith with
respect to particular elements of that computer program that have not
been readily available to the person engaged in those activities, for the
sole purpose of achieving interoperability of an independently created
computer program with other programs;

(i) noninfringing good faith activities, carried out by an appropriately
qualified researcher who has lawfully obtained a copy, unfixed
performance, or display of a work, performance, or phonogram and who
has made a good faith effort to obtain authorization for such activities, to
the extent necessary for the sole purpose of research consisting of
identifying and analyzing flaws and vulnerabilities of technologies for
scrambling and descrambling of information;

(iii) the inclusion of a component or part for the sole purpose of preventing
the access of minors to inappropriate online content in a technology,
product, service, or device that itself is not prohibited under the
measures implementing subparagraph (a)(ii);

(iv) noninfringing good faith activities that are authorized by the owner of a
computer, computer system, or computer network for the sole purpose of
testing, investigating, or correcting the security of that computer,
computer system, or computer network;

(v) noninfringing activities for the sole purpose of identifying and disabling a
capability to carry out undisclosed collection or dissemination of
personally identifying information reflecting the online activities of a
natural person in a way that has no other effect on the ability of any
person to gain access to any work;

(vi) lawfully authorized activities carried out by government employees,
agents, or contractors for the purpose of law enforcement, intelligence,
essential security, or similar governmental purposes;

(vii) access by a nonprofit library, archive, or educational institution to a work,
performance, or phonogram not otherwise available to it, for the sole
purpose of making acquisition decisions; and

(viii) noninfringing uses of a work, performance, or phonogram in a particular
class of works, performances, or phonograms when an actual or likely

168

Either Party may request consultations with the other Party to consider how to address,
under subparagraph (d), activities of a similar nature that a Party identifies after the date
this Agreement enters into force.
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adverse impact on those noninfringing uses is demonstrated in a
legislative or administrative proceeding by substantial evidence, provided
that any limitation or exception adopted in reliance on this clause shall
have effect for a renewable period of not more than three years from the
date the proceeding concludes.

The exceptions and limitations to measures implementing subparagraph (a)
for the activities set forth in subparagraph (d) may only be applied as follows,
and only to the extent that they do not impair the adequacy of legal protection
or the effectiveness of legal remedies against the circumvention of effective
technological measures:

(i) Measures implementing subparagraph (a)(i) may be subject to exceptions
and limitations with respect to each activity set forth in subparagraph (d).

(i) Measures implementing subparagraph (a)(ii), as they apply to effective
technological measures that control access to a work, performance, or
phonogram, may be subject to exceptions and limitations with respect to
activities set forth in subparagraph (d)(i), (ii), (iii), (iv), and (vi).

(ili) Measures implementing subparagraph (a)(ii), as they apply to effective
technological measures that protect any copyright or any rights related to
copyright, may be subject to exceptions and limitations with respect to
activities set forth in subparagraph (d)(i) and (vi).

Effective technological measure means any technology, device, or
component that, in the normal course of its operation, controls access to a
protected work, performance, phonogram, or other protected subject matter,
or protects any copyright or any rights related to copyright.

ARTICLE 18.10: ENFORCEMENT OF INTELLECTUAL PROPERTY RIGHTS

13.

In civil judicial proceedings concerning the acts described in paragraphs 7

and 8 of Article 18.4, each Party shall provide that its judicial authorities shall, at
the least, have the authority to:

(@)

(b)

(©)

(d)

impose provisional measures, including seizure of devices and products
suspected of being involved in the prohibited activity;

provide an opportunity for the right holder to elect award of either actual
damages it suffered or pre-established damages;

order payment to the prevailing right holder at the conclusion of civil judicial
proceedings of court costs and fees, and reasonable attorney’s fees, by the
party engaged in the prohibited conduct; and

order the destruction of devices and products found to be involved in the
prohibited activity.

Neither Party may make damages available under this paragraph against a
nonprofit library, archives, educational institution, or public noncommercial
broadcasting entity that sustains the burden of proving that it was not aware and
had no reason to believe that its acts constituted a prohibited activity.
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Exhibit 2

CHAPTER TEN
INTELLECTUAL PROPERTY

ARTICLE 10.12: PROTECTION OF TECHNOLOGICAL MEASURES

1. Each Party shall provide adequate legal protection against the circumvention

of any effective technological measures, which the person concerned carries out in
the knowledge, or with reasonable grounds to know, that such person is pursuing
that objective.

2. Each Party shall provide adequate legal protection against the manufacture,
import, distribution, sale, rental, advertisement for sale or rental, or possession
for commercial purpose, of devices, products or components, or the provision of
services which:

(&) are promoted, advertised or marketed for the purpose of circumvention of;

(b) have only a limited commercially significant purpose or use other than to
circumvent; or

(c) are primarily designed, produced, adapted or performed for the purpose of
enabling or facilitating of,

any effective technological measures.

3  For the purposes of this Agreement, technological measure means any
technology, device or component that, in the normal course of its operation, is
designed to prevent or restrict acts, in respect of works or other subject matter,
which are not authorized by the right holder of any copyright or any right related
to copyright as provided for by each Party’s legislation. Technological measures
shall be deemed effective where the use of a protected work or other subject
matter is controlled by the right holders through the application of an access
control or protection process, such as encryption, scrambling or other
transformation of the work or other subject matter, or a copy control mechanism,
which achieves the objective of protection.

4. Each Party may provide for exceptions and limitations to measures
implementing paragraphs 1 and 2 in accordance with its legislation and the
relevant international agreements referred to in Article 10.5.

ARTICLE 10.46: PROVISIONAL AND PRECAUTIONARY MEASURES

1. Each Party shall ensure that the judicial authorities may, at the request of
the applicant, issue an interlocutory injunction intended to prevent any imminent
infringement of an intellectual property right, to forbid, on a provisional basis and
subject, where appropriate, to a recurring penalty payment where provided for by
its legislation, the continuation of the alleged infringements of that right, or to
make such continuation subject to the lodging of guarantees intended to ensure
the compensation of the right holder. An interlocutory injunction may also be

- 141 -



KIM & CHANG
&9k BB

issued against an intermediary'6® whose services are being used by a third party
to infringe copyright, related rights, trademarks or geographical indications.

2. An interlocutory injunction may also be issued to order the seizure of the
goods suspected of infringing an intellectual property right so as to prevent their
entry into or movement within the channels of commerce.

3. In the case of an infringement committed on a commercial scale, each Party
shall ensure that, if the applicant demonstrates circumstances likely to endanger
the recovery of damages, the judicial authorities may order the precautionary
seizure of the movable and immovable property of the alleged infringer, including
the blocking of bank accounts and other assets.

ARTICLE 10.47: CORRECTIVE MEASURES

1. Each Party shall ensure that the competent judicial authorities may order, at
the request of applicant and without prejudice to any damages to the right holder
by reason of the infringement, and without compensation of any sort, destruction
of goods that they have found to be infringing an intellectual property right or any
other measures to definitely remove those goods from the channels of commerce.

If appropriate, the competent judicial authorities may also order destruction of
materials and implements principally used in the creation or manufacture of those
goods.

2. The judicial authorities shall order that those measures be carried out at the
expense of the infringer, unless particular reasons are invoked for not doing so.

3. In considering a request for corrective measures, the need for proportionality
between the seriousness of the infringement and the remedies ordered as well as
the interests of third parties shall be taken into account.

ARTICLE 10.48: INJUNCTIONS

1. Each Party shall ensure that, where a judicial decision is taken finding an

infringement of an intellectual property right, the judicial authorities may issue
against the infringer an injunction aimed at prohibiting the continuation of the
infringement.

2. Where provided for by law, non-compliance with an injunction shall, where
appropriate, be subject to a recurring penalty payment, with a view to ensuring
compliance. Each Party shall also ensure that right holders are in a position to
apply for an injunction against intermediaries!’0 whose services are being used by
a third party to infringe copyright, related rights, trademarks or geographical
indications.

169 For the purposes of this paragraph, the scope of intermediary is determined in each Party’s
legislation, but shall include those who deliver or distribute infringing goods, and also
where appropriate, include online service providers.

170 For the purposes of this paragraph, the scope of intermediary is determined in each Party’s
legislation, but shall include those who deliver or distribute infringing goods, and also
where appropriate, include online service providers.
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ARTICLE 10.50: DAMAGES
1. Each Party shall ensure that when the judicial authorities set damages:

(@) they shall take into account all appropriate aspects, such as the negative
economic consequences, including lost profits, which the injured party has
suffered, any unfair profits made by the infringer and, in appropriate cases,
elements other than economic factors, such as the moral prejudice caused to
the right holder by the infringement; or

(b) as an alternative to subparagraph (a), they may, in appropriate cases, set the
damages as a lump sum on the basis of elements such as at least the amount
of royalties or fees which would have been due if the infringer had requested
authorization to use the intellectual property right in question.

2. Where the infringer did not knowingly, or with reasonable ground to know,
engage in infringing activity, the Parties may provide that the judicial authorities
may order the recovery of profits or the payment of damages which may be pre-
established.

3. Incivil judicial proceedings, each Party, at least with respect to works,
phonograms, and performances protected by copyright or related rights, and in
cases of trademark counterfeiting, may establish or maintain pre-established
damages, which shall be available on the election of the right holder.

ARTICLE 10.54: SCOPE OF CRIMINAL ENFORCEMENT

Each Party shall provide for criminal procedures and penalties to be applied at
least in cases of willful trademark counterfeiting and copyright and related
rightsi7t piracy on a commercial scale.

ARTICLE 10.59: PENALTIES

For the offences referred to in Article 10.54, each Party shall provide for penalties
that include sentences of imprisonment and/or monetary fines that are effective,
proportionate and dissuasive.

ARTICLE 10.60: CONFISCATION

1. For the offences referred to in Article 10.54, each Party shall provide that its
competent authorities shall have the authority to order confiscation and/or
destruction of all counterfeit trademark goods or pirated copyright goods,
materials and implements predominantly used in the creation of counterfeit
trademark goods or pirated copyright goods and the assets derived from, or
obtained directly or indirectly, through the infringing activity.

1 The term “related rights” is defined by each Party in accordance with its international
obligations.
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2. Each Party shall ensure that the counterfeit trademark goods and pirated
copyright goods that have been confiscated under this Article shall, if not
destroyed, be disposed outside the channels of commerce, under the condition
that the goods are not dangerous for the health and security of persons.

3. Each Party shall further ensure that confiscation and destruction under this
Article shall occur without compensation of any kind of the defendant.

4. Each Party may provide that its judicial authorities have the authority to
order the confiscation of assets the value of which corresponds to that of such
assets derived from or obtained directly or indirectly through the infringing
activity.
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