Distributed via

@police

http://www.cyberpolice.go.jp/

19 2 9

19 1 616,635
19,891 8.4%
20.1%
5 12 5
135/TCP ICMP (Echo Request) 445/TCP 139/TCP 1434/UDP

45,608
1,471 12.9% 1 Worm SQL
Slammer 12 9

Copyright 2007 Cyber Force Center, NPA JAPAN



21

@ ( 5 )
1 5 3
139/TCP 1434/UDP 12 4
1026/UDP
1 12
10.4%
1 135/TCP 1
622
) ICMP(Echo 10.2% )
Request) 470
18.1%
3 445/TCP 3
352
4.7%
4 139/TCP 6
34
13.4%
5 1434/UDP 7
84
m 135/TCP
16,000
14,000
12,000
10,000
~ 8,000
6,000
4,000
2,000
0
AN T O~N0DO A NMSTL OM~NO0DO dNMITETLW ON~0O O
™ A A A A A A N AN AN NN NN ANNANOMm
m 0 @B O o o
1 13 20 27
12
IP 445/TCP

Copyright 2007 Cyber Force Center, NPA JAPAN



m  ICMP(Echo Request)

7,000
6,000
5,000 W/M
4,000
~N
3,000
2,000

1,000
0

AN T OMN~N0ODO A NMSTW OO0 dNMIT LW O~ O
e e A A A A AN AN AN AN ANANAN AN NANOOM

L e B B I e B I |
L e B B B B R B I I B B I I I |

m O = O o

1 2
12
ICMP(Echo Request)

m 445/TCP

10,000
9,000
8,000
7,000 [
6,000 [
~ 5,000
4,000 [
3,000
2,000
1,000
0

SAANM IO OMN~N0ODO A NMSTL OM~N0ODO TdANMITLWW O~ 0O, O
e A A AN AN AN AN AN AN NN NNOM
L B B B B B I |
Ll B B e e e B B e —
CH-E E O
1 13 20 27
12
445/TCP 135/TCP IP

Copyright 2007 Cyber Force Center, NPA JAPAN



139/TCP

1,400
1,200 AN
1,000
800
600
400
200
0

AN TN OM~N0DO A NMST LW O~ 0o O < W0 O~ 00 O o
L I B B B B B B I B o) N AN AN ANANNOMOM

— N M
N N N

L B B B I B |
Ll B B B B B s B B BN s |

m 0o O @B ®

12

1434/UDP

1,000
900
800
700
600

~ 500
400
300
200
100 |

0

AN T OMN~N0ODO A NMTW OO0 dNMIT LW O~ O
e e A A A A AN AN AN AN ANANAN N NANOOM

L e B B I e B I |
L e B B B B R B I I B B I I I |

m] ] -] -] (m] (m]

SQL Server
SQL Slammer

Copyright 2007 Cyber Force Center, NPA JAPAN



3.0% 16.3%

11.6%

25.5%
W 135/TCP O8/ICMP @445/TCP W 135/TCP @445/TCP @ 139/TCP
@ 139/TCP 01434/UDP  @1026/UDP O8/ICMP 01433/TCP  B2967/TCP
W2967/TCP O W5900/TCP O
©) ( 5 )

—0—135/TCP —@—445/TCP A 139/TCP —»%—1433/TCP —%—80/TCP ‘

=( )/

Copyright 2007 Cyber Force Center, NPA JAPAN



4) ( 5 )
12 1 5
12
12 1
20.1%
1
1,369
18.3%
2
535
18.4%
3
531
27.0%
4
285
0.9%
5
6
n
30,000
25,000
20,000
~ 15,000
10,000
5,000
0
AN M<TIO OMN~NO0OOOODO AN MW OM~ND0OOOODO A1 ANMSTLW OMN~OWWO O
A A A A A A N AN AN NN NN NNANOM
D I I B I I I e I |
L e I I B I I T I I T I I I T T I I I I I I |
|m135/TCP @445/TCP B139/TCP O8/ICMP @1433/TCP O
12 135/TCP 445/TCP

Copyright 2007 Cyber Force Center, NPA JAPAN



3,500

3,000
2,500
2,000
~N
1,500
1,000
500
0
AN M T OO A NMSTEL OO0V O A NMSTELW O~ O
A A AN AN AN NN NN AN ANANOOm
D I B B B I B B B |
D I B B B R I T O B B IR O | D B I B B I I |
‘I:Il434/UDP W 135/TCP O8/ICMP @1433/TCP O8080/TCP O
12
3,500
3,000
2,500
2,000
~N
1,500
1,000
500
0
AN M T OO A NMSTEL OM~NO0VOODO A NMSTELW O~ O
A A AN AN AN NN NN AN ANANOOm
D I B B B I B B B |
D I B B B R I B O I B I O | D e I B B I I |
|08/ICMP B1026/UDP 01027/UDP O1434/UDP M2967/TCP O
12 ICMP(Echo Request)
1026/UDP 1027/UDP 12
1026/UDP 1027/UDP Windows Messenger

1026/UDP 1027/UDP

Copyright 2007 Cyber Force Center, NPA JAPAN



1,800
1,600
1,400
1,200
1,000
800
600
400
200

12

1,200
1,000
800
600
400
200

12

N\ —

AN T OM~NO0ODO A NMSTEL O~ O dNMT LW O~ O o
A A A A N AN NN NN AN ANANANOM
D I I B B I I I B |
D B I B B B B B I I B I I | D e I B B I |

08/ICMP B139/TCP W2967/TCP B135/TCP 0O8080/TCP O

AN T OM~NO0ODO A NMSTEL O~ O dNMT LW O~ O o
™ A A A A N AN AN NN NN ANANANOM
D I I B B I I I B |
D B B B B B B B I I B I I | D e I B B I |

‘EIB/ICMP @ 135/TCP O25/TCP B139/TCP B2967/TCP O

ICMP(Echo Request) 135/TCP 139/TCP

Copyright 2007 Cyber Force Center, NPA JAPAN



©®) (6)

1.9%
2.9%
3.2%

6.7%
11.8% 12.0%
O%  20% 40% 60% 80% 100%
= o
- g @445/TCP W135/TCP M@139/TCP
@1433/TCP @1434/UDP E8/ICMP
8 B m4899/TCP O22/TCP  @137/UDP
] m} (m]

Copyright 2007 Cyber Force Center, NPA JAPAN



10

2.2

(1)
Worm
2000 400
1200 ‘_/\\/ | 240 —o—scan
° —A—ICMP
800 160
/ \ Backdoor
400 ——
0
HC\l(")<I'LDQOI\CDO)OHNO’)Q‘LD@I\CDO')OHNOOQ'LDQOI\CDOOH
A A A A A AT AN AN AN ANANANANANANANOMDM
i e C L e L D |
A A A A A A A A A A A A A A A A A A A
1 Worm SQL Slammer 1,414 12
188 15.3% 2 scan
54 12 22 29%
2

96.1%

EWorm
Escan

@ICMP
0O Backdoor
|

Copyright 2007 Cyber Force Center, NPA JAPAN




®3)

1500 750
—-—
1200 600 —
900 450
+
600 \ 300
300 150 —¥—
—O—

—ANMILOONOOOANMILOONONO
A A A A A A A AN

A A A A
Ll bl L L e L L L L e L L L L L L R L |

1 13 23
Worm SQL Slammer

(4)

Op0OEeEE@omEO

73.3%

Copyright 2007 Cyber Force Center, NPA JAPAN



3 @police (Topics)

@police 1
(S Microsoft Word 1727
fi#® | Cisco (1/725)
7% | QuickTime (1/724)
ID (1/22)

19 (1722)
IEE

(MS07-001,002,003,004) (1/19)
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| ]
incoming
incoming outgoing
ICMP !
| ]
19 1 360
4 (Others)
Backdoor SubSeven, 1P Unknown Protocol, BackOrifice, NetBus
DDoS TFN Probe
DNS DNS HINFO decode, DNS Length Overflow Attack, DNS named iquery attempt,
named version attempt
DoS SYN Flood, UDP Flood, Stick Attack, Land
ICMP Superscan Echo, redirect host, redirect net, Ping Flooding
Scan Proxy attempt, Port sweep, SYN FIN scan, FIN scan, NMAP TCP, NMAP XMAS,
NMAP Fingerprint, Portscan Detection Attack, Window size of 55808 (SYN)
TCP Packet
Worm SQL Slammer
Others Traceroute , Connection Closed MSG from Port 80, IP Duplicate, IP
Fragmentation 4
1
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