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1.2
1

/ Intrusion Detection System
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@police (Topics)

@police 5
e W32.Sober.0@mm W32/Sober.p@MM,WORM_SOBER.S
— | (5/3)
(MS05-024)(5/11)
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Incoming

Incoming Outgoing
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4 (Others)

Backdoor SubSeven, IP Unknown Protocol, BackOrifice, NetBus

DDoS TFN Probe

DNS DNS HINFO decode, DNS Length Overflow Attack, DNS named iquery
attempt, named version attempt

DoS SYN Flood, UDP Flood, Stick Attack, Land

ICMP Superscan Echo, redirect host, redirect net, Ping Flooding

Scan Proxy attempt, Port sweep, SYN FIN scan, FIN scan, NMAP TCP,
NMAP XMAS, NMAP Fingerprint, Portscan Detection Attack, Window
size of 55808(SYN) TCP Packet

Worm SQL Slammer

Others Traceroute , Connection Closed MSG from Port 80, IP Duplicate, IP
Fragmentation 4
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