Security at FUJITSU SOLUTION SQUARE
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Abstract

Information security in companies has been growing in importance as Internet penetration
continues to increase. To protect their information against outside attacks, companies must
build a strong security foundation. Security is also a key theme at Fujitsu, and it has led us
to various business opportunities over the years. We have gained customer confidence in
our security business by building our own security foundation, maintaining the security of
our information, and providing our customers with the results they require. We have
established “FUJITSU SOLUTION SQUARE,” which is a new environment in which the
most up-to-date security technology and various security approaches are practiced. This
paper introduces the practical approaches we take at FUJITSU SOLUTION SQUARE.
First, we describe the implementation of our Security Policy and digital-watermarking
technology. Then, we present one of our customer’s observations about using our security
services. Lastly, we describe the collection of an operation log and then conclude the paper.
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Fig.1-Concept of information classification.
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Fig.2-Example of digital-watermarking use.
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Fig.3-Example of encryption software use.
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Fig.4-Example of personal computer operation logging.
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Fig.5-Example of electronic signature and encrypted
e-mail use.
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Fig.6-Connection surveillance of unauthorized terminal.

gbooboboboboboboboboboog
gboboboboboboboboboboodg
gboobobobobon

010 PKIOOOOOLANODO

gooobbobDLANOOOODODOOOooog

Oo0o0dooooooooooooooooooon
OLANOOOOODOOOODOOOLANOOO
O0000ooooooooooooooooooono
Oo0o0dooooooooooooooooooon
00000000000 00D00OIEEE 802.11i0
0O O O WPADO Wi-Fi Protected AccessD 00000
O00000O0LANODOOODOODOODOOOOO
oooooooo
OO00ooDoooooooooooPKIOOO
LANOOOODODOODOOOoOOoooooooo
O0o0o0oooooooooooooooo
020 00O0Ooooooooooooo
O0000DOoO0o0oo0ooooooooooo
MACOOOOODHCPOOOODOODODODODODO

gooooooobobobmwrooooooooobobn

MACOODOOOODODOOOoOoooboooooo
goooouoooooobbobboobHCPO O
gooimwrbobbobobbbbboooogoag
goooobooobobo-emboobouobod
gbooboboboboboboboboboog
goimwrboobobbobobbbbboooogoag
gboboboboboboboboboboog
goobooobobbooooMACOOODDOO
gboboboboboboboboboboodg
gooogd

41



go00o0ooOOobOOoooboOobDooooooon 000b0bO0bO0obO0obOOoboOOobDOobDoooog

0000ooooooooooooon 0o0obOobOobOOobooooooooooooog
0 0 0 gooboboboboboboo

go0oo0ooooooooooooooooon 0000
goddobooooobooobdooobooo0l 010 DOoDUoOodUOOoOoOo0oOUOOOooOooOogoooo
dodddddddodooooooooooooond http:/fiwww.atmarkit.co.jp/fsecurity/rensai/policy11/policy01.html
oo 020 0dOOooo0oO0bOOobDooooboobooooon

goddddddddooooooooooaog http:/Aww.atmarkit.co.jp/fsecurity/rensai/info01/info01a.html

42 FUJITSU.55, 1, (01,2004)



