Watermarking Technologies for Security-Enhanced Printed
Documents
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Abstract

Since April 2005, there have been numerous laws enforced in Japan to protect personal
information. The responsibility for protecting personal information has become a critical
issue for enterprise-level businesses. Leaks of sensitive information do not happen
exclusively through computers and networks. In fact, many incidents involve printed
documents. It is now possible to protect confidential and private information by applying
the following countermeasures when printing documents: 1) copy control by applying a
watermark to restrict copying and forgery and 2) watermarks for traceability, including
background texture watermarks and font-embedded watermarks. This paper describes

these countermeasures and several areas other than leakage control in which they can be

applied.
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Fig.1-Hidden label clearly appears on photocopies.
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Part IL. Explanation of Financial Res:
L. Overview

Business Environment

During the first quarter of fiscal 2006 (April 1 = June
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Fig.3-Detecting ID information from torn piece of
document.
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Fig.4-Security system for protecting printed documents.
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