FORUEHAR = 7ERR 4 Vol12 No.2, pp.27-35 (2009) 27

TAINWA - T — LRGN — VAT

iz R — HRx

RAEBRBENT YA NA - T —LOEGGERERC T 7 X588 — 2 JUE L, AT - et
BAT) VAT LEREE L2, COMHTY AT ATIE, 74NV ADOBEEIPT KL ADZAL
CHIBDPEAET A2 BT 5720070y NIAEFERTE, S50, WREDHERZH)
W CHEICERT LI LD TE L, T2, RN Y AT 2IIMKBEREEZFHT 5720,
EXBR LD DS R\ WD T A VA Z TS 5 Z LD TH L, TDY AT L DIRGE
ELT32D 7 A )VA (Blaster, Nimda, Sasser) % 7 A MEHT L. NERIE, O —h VI
B IV LHEDIODEGNY — B TE 7,

F—O—R .14V, T—24, #Efl, &Gy — > Blaster, Nimda, Sasser, {RfH
BREE

Virus-Worm Infection Pattern Analysis
Yoshiyuki SEINO and Ichirou MORIGUCHI

We constructed a system that captures access patterns and infection speeds of
virus-worms in a virtualized environment, and that analyzes and visualizes them. This
analysis system plots the correlation graphs of virus’'s target IP addresses, and
visualizes the change of target addresses on movies. Futhermore, the analysis system
can analyze unknown viruses to which no one knows removal methods by using of a
virtualized environment. Three well-known viruses have been used for the check of
this system, and it becomes clear that this system can extract three infection patterns,
L.e., random-attack, sequential-attack, local-attack.
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