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O Error00000O

BEGIN

ooobobob diedbOoboboobobobobDoboboboboboboboo
uoboboboooobobooobobobooooobbobooooobooboooooooooao
Oone-phasel D 0000 O00OOOOODOOOOLOOOODOODOO

BEGUN <transaction identifier>
0000000000000 oo00ooOo0ooooooDOoobObDoooooooooo
000000000000 00000 BegunOOOOOO

NOTBEGUN
goboooboooobooooooooooooobooooboboobooon dleoo
oooogoo

ERROR
goboooboooboooooooooboddmalform00oooooooon
oooogoogoog

COMMIT

O0O000000 BegunUEnlistedd O OO Prepared DO OD0OOOOOOBegun O OO
Enlisted D ODO0O000O00O0O0OO0O0ODOOO0DOOODOODOOODOO0OLOODOOOPrepare

0 2450



oboobobobobooobooboooooboobobobobobUobUeEnlisted OO
uboboooboodboooobooboooboobbobboolbobboooboooo
ooboooboooboobbooobooobb22Oi000bo0o0n 0O subordinated
ugobobobooooboobooobobobooooobbobooooobooboooooooooo
ugbobooobobooobooboobobooboobbooboooboo

ABORTED

00000b0b0d Begun EnlistedD 0000000000 OODODOOOOOODO
goobobooboobgoooboobooboooboboobooboobon
goboooboobooooboooob diegoogg

COMMITTED
gobooboobobbobooboobooboooooboobooboobon
gobobobooboobgoooboobooboooboboobooboobon
o0 diedDOoogn

ERROR
O0000000000000000000000malformO000o0ooOooon
Error000000O

ERROR
gooboooboobooboboooboobobobobobooboboboboboonooo
gobooboboobooboooobooboobobooboobobboboon
gbobobobobobob Error0bgbOoD

IDENTIFY <lowest protocol version>

<highest protocol version>

<primary transaction manager address> | "-"

<secondary transaction manager address>
00000000 mitlalOO0OO0DO00000D00D00O0000000D0OODO0O000000
0000000000000 010000000000000D0D0O0O0DO000000000
gooooooouooooooooooooo200doooonooooooon
00000000000000000000000000000000O0O000OoO0O00d
0000000000000 0000000000030000 TIPOOOOODDOODO
oo oooooooouooooooooooooooo
oo oooooonoooon
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oooooooooobobobbb b b 0D 0O00O000OPREPARE ODOOOOOOO
ABORTED D00 READONLY O UODOOODODOOOOOOOODDOOOOOODOOOn

IDENTIFIED <protocol version>
oooooooooooooooooonooooooooooooooooo
0000000000 000000000000000000000DO00D00O0OO
00000000000 00000000000000000IDENTIFY 00000
IDENTIFIED U0 0D UOO0OU0OO0O0O0o0o0oooo0ooooobooooooooooo
000000000000 die00OooonO

NEEDTLS
0o0oooboo0obOobOooTLSbOUObODsecured 0 0000 ooooonooDO
goboooboooooooooooo Tisgbobooooooooooboo Tesogo
gboobgobobobo
gooobbboooobooboooooobobooooooboobooobboboooon
IDENTIFY ODUODOODOODODOODbOoOO0obOobOb0obobobobooboboobo
Ub00ob0b0bO0bO0Ob0OONEEDTLSOOO0O0OOO0O0O0O00O0000000O0D0
gobooLFOO0000 TLSogoboobooooboobooonoooooan
IDENTIFY O DOODOUOO NEEDTLSOOODDODOODOOO0OO0ODOOOCRO LFOO
gobobobobgboobgbobgobgTLs bobobobobobobobob
oobO mmtial DOOO0O0OODOOTLS OO0O0oOoOoooOoooOooooobogoon
IDENTIFY D DOOODOOoooOooooobooobooobooonoooboog TLsO
goobobooboobgoboooboobooboooboboobooboobon
gooo

ERROR
gobooobooobooooooooooboddmalform00oooonoooon
goobboobooooobooboobooooobbooooobobooooooboboooonon
goobboobooooobooboobooooobbooooobobooooooboboooonon
gobobgbobobooboboboboboboboboboboboboboo

MULTIPLEX <protocol-identifier>

00000000 idle0 000000000 DDOOO0OO0O0OODOODOOOOOO0O0
000000000000 0000000000000000DO00DOOO00ODO0OO00
gooooooooooooonooon oo ooooooooooooon
goodoooouooooooooooooooonoooooooooooogoa
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uboboooboobooooboobobobooobooboooboonrhbobbooboooooboooo
“TMP2.0" ODUODODOOOO0OO0OOOOOOO AppendixAOODODOOOODOOOODO
gbobobobobobobobo
UOMULTIPLEXDOODOOOOODOOODOOO0OOOO0OoOOo0oobOooooboobooooo
gbooooboooboobooboobooboboobooboobboobooooboon
MULTIPLEXOOOOOOOOOO0OO0O0o0o0oooooooogooooooonooogn
UODOOMULTIPLEXINGOOOOOOOOOO0OOOOooooooooooooogoo
ubooooboooboob LtFODDOOO0ODOO0D00O0000000MULTIPLEXDOO
U000 MULTIPLEXINGOOOOOOOOOOOOOOOODOCRO LFOOODOOO
gboboboboboobo

gTMPv2o00U0OO0OOOOoOooOooO TIPODODOODOTMPOOOOOOOOODOOOODOOO
oo TMPOODOODOOOODODODOOOOOODDOOOTMPPUSHOOODO TIPODOODO
gboboboboboobooMULTIPLEXODDODOOODODOOOODOOODOOOOO
goooo

MULTIPLEXING
gobooboobobbobooboobooobooobooboobooboobon
OoooooDg MmultiplexingDOOOOOOoOoOoOOoOooooobooooooooon
oooboobobooboooooooooooooooooooonog dieoon
gog

CANTMULTIPLEX
gobooboobobbobooboobooobooobooboobooboobon
goboooboooboobooob dieDgbooooO

ERROR
0000000000000 000000000O0malformO000000o0ooooo
Error000000O

PREPARE

Ooob0obOob Enlistedd 0000000 0ODO0OO0O0ODOODOODOODODODODOD
ugobobobooooboobooobobobooooobobobooooobooooooooooao
gboobooobooon

PREPARED

oooooboboobobooboboboboobouobooboboognogd Prepared O
gogoog
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ABORTED
gobooboboooobooboooooboboooooboobooooobooboboooonon
o000 diebO0goobooooooboooboboobobooobbooooooboooo
goboooobooboboobooboboobooooo

READONLY
goboobooboboboboobooboobooobooboobooboobon
oboooobobobooob diedDooooooooooooooooooon
gobobgboboboboboboboboboboboboboboo

ERROR
O00000000000000000b00000OmalformO000o0ooOoooOn
Error00 0000

PULL <superior's transaction identifier> <subordinate's transaction identifier>
00000000 idie0 000000000 DDOOOO0O0OOO0O0ODOODOOOOOO0O0
0000000000 0000000000D0D0DO000000OO0000OooOoO/0O00d
oo ooooooooouooooooooooooooo
goooooo pPULLOOOO

<00000000000>0" TIPURL” 0000000000000 0OODODOOOOO
oo oooouooooooooooooooo
goooo

PULLED
gobobobooooboboooooboooooboobooooobooboboooonon
oboooobobobobooboboboboboboobonooboonogd Enlisted O
gobobobooboobgooooboobooboooboboobooboobon
goboooboobboobooboonbooao

NOTPULLED
gobooboobobobobooboobooboooooboobooboobon
gooboboboboboobobobobobuobo deoobobOoD

ERROR

O00000000000000000b00000OmalformO000ooooOoooOn
Od Error000004d
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PUSH <superior's transaction identifier>

0dddooooo dieOOOoooooooooooooooooooooooooo

00000000000 000/00000000000000000000000k

goooooooooo=g0* TIPURL D000 O0O0DU0O0ODO0DO0O0oooooooooao
gooobooooooooooooboobooooooooouooooooo

O0000ooooooooo

PUSHED <subordinate's transaction identifier>

00000000000 000000D00000000000000000O000000
000000000000 000000000D00000000000000000
OooOd Enlisted00OOOOO

ALREADYPUSHED <subordinate's transaction identifier>
0000000000000 000000000DO0000000D0D0O0ODO00000
gooobooooooooooooboobooooooooouooooooo
0000000000 000000000000000000000DO00D0O0OO
000000000000 00000 dle0 00000000

NOTPUSHED
gobobooboooobooooooooooooooboooo e bgooogo

ERROR
0000000000000 000000000O0malformO00000o00ooooo
OO0 Error0 00000

QUERY <superior's transaction identifier>

00000000 idle0 000000000 DDOOO0OOO0OODOODOOOOOO0O0
oo ooooooooouooooooooooooooo
gooooooooooooooog

QUERIEDEXISTS
oboobobobobobooboobobobuobobouobo dieooooooDO

QUERIEDNOTFOUND

oboooboboboooboboboboobooobonog dieooogonogoo
ug
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ERROR
O0000000000000000000000malformO000Oo0ooOooon
OO0 Error0 00000

RECONNECT <subordinate's transaction identifier>

00000000 dleD 00000000000 000O0O0ODO0O0000O0O0O0OOD Prepare
0000000000000 0000000D000O00000000DODO0O0000000
gooooooboooooboooooooooo

RECONNECTED
oboobooboboobooooooooonoooooonoonogn Prepared 0000
ug

NOTRECONNECTED
gobooboboooobooboooooboboooooboobooooobooboboooonon
gobDudlebOO0OD0OOODOO

ERROR
O00000000000000000b0b0000OmalformO000ooooOooon
OO0 Error0 00000

TLS

oopoooooo mitialODD0DO00OO0O00O000O0ODOOOOOO0OOOODOOTLSDO
gbobobobobobobobobobobobo
gboboTLSOoogoooooooopboooTLsugbooooooooooooboooo
uboboooboooobooboobboobboobooobooboooTLs oooo
gboboboboboobobobobobobooboboboboobOTLSING ODOD
ubbooobooobooboobobooboboobboobrLtFOo0OOonDO TS OO0
ubooooboooobooboonooaTesobogn ThSINGODODOOoooonoceRr
ULFOOOODODOODOODOObOODO
gTLsoooooooooooooooooooooooon

TLSING

gopooobobooooobD TLsgboooo@Buubooooboooooooboooo
oboooobobobobD mMsoboboooooobobooobo TLsgoooooo
ooooooooooTLSs Doooooboboboooooobobood Initail
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gooboooooo

CANTTLS
goboooboboooboo TLsuogobooooboobooboboobbobooboon
ooooobooobobD mtall D0 0000000

ERROR
O00000000000000000b00000malformO000ooooOoooOon
OO0 Error0 00000

1400000
goobooobooobooboboooboobobobobooobobobobobonooo
UbobobobobobOobobOobl ERROROODOOD ERRORIOODOODODODO
gboboobooboboobobo error J00bO0DODOODODODODODODOD
gobobobobooobooboobooboobooobobooboobobobooooo
gbobobobobooboboobobobobobobobooboo

UOERROR UDODOO ERRORUDUDOODOODOODODLODODODLODODODOD
gbooboboboboooo

15.00000000000000
ugbooboooobobooooooobbooooboboobobooooobobooooooooao
goooooTiPoOO TIiPOO0OO0O0OO0OO0DOO0ODOOODDOOOOOOOOO0D0OO
gboboboboboobobooooooboboboboooooooooobooogn
goooboo
ugbooboooobobooooooobbooooboboobobooooobobooooooooao
uoobooobooooboobooobobooooo

OmhitialOOO dleD 0000000 O0OO0OOOO0DODOOOO0O0ODOODOOODOOO
uboooobooooboooboobobooboooboo

OMultiplexing OO0 O00O00O0O00O0O0O00O0ODOOOODOOOODOOOODOOOOD
gobooboboobooboooobooboobobooboobobboboon
gooo

U0O0b00b0O0b000 BegunOOO Enlisted0 D O00OO0OOCOMMITOODOODOOOODO
OoodbooboooobOdbcompletiond DOOO00O0O0ODOOOOODODOOOO
goboobobooobooboooobooboobobooboobobboboon
goboboboooobooobooobbbooooobbobooooobooboooooooboooo
goboboboooobooobooobbbooooobbobooooobooboooooooboooo
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oooob0oboooboobuoob0oboobobobobooobOintegrityl 00 OQ0O
OooooooooooobbbbboboDbOD Begun OO0 Enlisted DOOOODODO
commvmiITOOOoOOooOOobOOooOoOoobOoobooboboboboboboDbo
O0OobOobOobOonD Preparedd 00000 0ODOODOOOOOOOOOOODOOOOO
gbobooobooobooboooboobooboobobon
gbooboobooboobobooboobobboobooboobobboboon
gbobobobobobobobOob0ob0ob0bO0ob0bO0Olb0 RECONNECT OD
U0D000b0000b00O000O0ONOTRECONNECTEDD DO D OODODOOOOOOOO
U000000D0O0O0OMMDOMIRECONNECTEDDODODODOODODOLCOMMIT
gboobobocoMMITTEDD ODOOOOOOOOOODOOOODOO
goobooooobobooboooobobboooobbobobooooobobooooooooao
Ubooo0boooobooboobbd RECONNECT OO Ooononooonooononoo
Ub0o0b0b0b0b0b0b00b0OU0O0ODOO0OUORECONNECTED DO D ODODOD
gbobDABORTLOODOOOODOOODOOOD
ugooboooooboobooooobboooobbobbooooobobooooooboboo
Ub0o0b0b0b0b0b0Ob00ODbDO0D0ODORECONNECTUDODOODODODODO
OODoOoO0 Prepared 00000000 0OODOOOOOOODOODOODOOOOODO
gboboooboogocoMmMITOOO ABORTOODOOOOO
Uboboo0boooob00ob0O0Ob0Db00O0RECONNECTOODODOOODDOODOOOOO
gboobobobobobob

Ubooo0boooobooboobbdg RECONNECT OO Ooononoooooonooo
goobobooooboobooobobbooooobbobooooobooboooooonoboo
gboboboboboobobobooboob

OOoboOoooooooo pPreparedd 00000000 OCOOOOODOOODOODOODO
ubooooboooobooboobboobbobbdooboobbodl QUERY OO
gobobobooooboobooobobbooooobbobooooooboooooooooao
oon

U0o0b00oobb QUERIEDNOTFOUND OO ODOOOOOooOoOOooOoonooooon
goobobobobobobobobobobobobobooob

gbooboooobbooboobgobbobooboboboobooobobooboooog
Uobooobobooboboob RECONNECTOOODDODOODOODOOODOODOO
gobobooboobgooooboobooboooboboobooboobon
gobobooboobgooooboobooboooboboobooboobon
gobooobbooboobbooboobibo0 QUERY O OODOOoOooboooon
oooogo
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UTIPOODOOO QUERYD OO RECONNECTOUODOODODOOODOODOOOOODOO
ugobobobooooboobooobobbooooobbobooonoobooboooooonboboo
gbobobobobobobobobobobobobobo

le.00000O000O0
gbooboobooboooobooboooboobooboboobooooboboooD
gboboboboobooboboobob miPODbODODbOODODODODODODOD
goboboboobooobooboobooboobooboboooboobobobonooo
gboboboboboboboobooooooobooo
gbooboobooboobobooboobobobooboobooboobboboon
goboboboobooobooboobooboobooboboooboobobobonooo
goboboboobooobooboobooboobooboboooboobobobonooo
gboboboboboobobobobobobobobobobobob TMIPOODO
gboboboobobobobooooooooo

16.107LS, DO0O0OO0O0000

gTLS ooooooooooooooooooboobobobobooboboboobooon
ugoooooo

UTipPOO0O0O0O0OO0 TLSOOOOOODOOoO0OOOoDoOOoDooOoonooooooonDoDo
gobooboboobooboobobooboobobooboobobboboon
gboboooboogooTLs obooobooboooooobboobooboboboboao
aogoo
gTiPoO00OTLSODO0DOO0OO0O0DOO0OO0DOO0DOO0DO0ObOO0bOO0bOO0ObOobObObOD
gbobobobobooboboobobooboooobobooooooooon
uboboooooooboooobooboobomPhO0ooboobobbobooboboooooo
obooboboobooobob0obobooooobooboonDg 1IibbOidentityd D0 OO0ODO
uo

gTLsbooboooooboobooobooobbooboobboobooo Tesugn
ugbobobooooboobooobobobooooobobobooonoobooboooooooooao
goog TieP0OobooobobDobobobobobobobobobobobobobob
goboobobooobooboooobooboobobooboobobboboon
ugbobobooooboobooobobobooooobobobooonoobooboooooooooao
ooobobobo

le20pPULLOODODODOODODOODO
ugboobooooooobooboooboobbooobbooboboooooobooooooobooo
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gbooooboooboomibobooboooooobooobbooboobobobobo
ogboo TipPOO0O00O00DOO00O0OO0O00PULLOODOOOOOOODOO0OOOODODOO
gbobooboboobooboooobooboobobooboobobboboon
ugobobobooooboobooobobobooooobbobooooobooboooooooboooao
agoo

gbooboooTLs ooooooooooooooboboboboboboobooon
gboobgoboboobopPULL ODODODODODOOOOOODODODODOOOOD
gooooo

le30pPUuSHO OO OOOOOOOOOOO
g20000000b00bOob0obDobDoboobDooooDm™obobOobOn Prepared
ugbobobooooboobooobobobooooobobobooonoobooboooooooooao
gbobobobobobobobobobobobobobobobob
ooboooooooobooboobboobboooboobbo0boDbDOooDbOUDOPrepared
uoboboboooobobooobobobooooobbobooooobooboooooooogao
goboobobooobooboooobooboobobooboobobboboon
gboboboboboobobooboboobooobobooobobooooooboooon
ubooboooboooo TLsgoooobobooboobboobooobooobooonoo
uboboooboooboboobpPUSH DOO0ODOOO0OO0OOO0ODOOODODDOOODODOO0O0OOO0
goooooo

le4000000DOODODOODODO
gbooboobooboobobooboobobobooboobooboobboboon
goboobobooobooboooobooboobobooboobobboboon
ugbobo TP OODOOOODDOOOO0OOOOO0OO0OOO000bOOO000 coMMIT OOd
ABOROUOUOOOOOODOO RECONNECT DUODOODDOODOOOO0OOOODOO
goboobobobobobobobobobobobobobobobobobobobo
ubbooobooobooboobbooboobboob i boobooboo TRS O
ubooboooboooobooboobooooboob ibobooobooooboob iboooo
UODODOORECONNECTOUDOUODODOODODODODOODOOODOOODODOD
oon

le 500000000000

gbooboboobobo mPOb0O0ODODOODODODODOODODODODODbDODbOD
ugbobobooooboobooobobobooooobbobooooobooboooooooboooao
ugbobobooooboobooobobobooooobbobooooobooboooooooboooao
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ugobobobooooboobooobobobooooobbobooooobooboooooooboooao
goboooboboooooobooon
goooooooooooooooooooooooo TLsooobobbbD
TLS/TLSINGODOOO/OOoODOoOOooooooooobobooobobobooogooog
ogboboooboobooooo

le.ecODOOODO

ugboooobooooboobo TiePo0bho0oboooboobooonooboooooonobo
goboobobooobooboooobooboobobooboobobboboon
Ubobobobob ABORTOOODODODOODODODODODO
goobooooobobooboooooobobboooobboobobooonoobobooooooooao
TLSODOoooooooboooboooboooboboooobooo
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TMPOOOOOODODOOODOODDOODOOODOO

A3.TMPODOODOODOODOODO

UgTMP OODOOO0OO0OOO0O0OO0O0O0OOO0D e40000000O0OO0O0DODOOODOOO
ugoboboboooobobooobobbooooobboboooboobooboooooooboooo
goboobobooobooboooobooboobobooboobobboboon
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FLAGS

SFPRO0O000O | Connection ID
Length

A.3.1. 0DO00O0O0

Name Mask Description
SYN 1xxx | 000 | Open a new connection
0
FIN x1xx]000 | Close an existing connection
0
PUSH | xx1x]000 | Mark application level message
0 boundary
RESET | xxx1]000 | Abort the connection
0

A4 0000D0O0ODOODO

b TMPODOODOODOOOD24a00000000000000000 TCPOOOODODO
gboboobooboobooboboob TMvPODODODODODODODODODODOD
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Entry State Event Action EXit State
Closed SYN SYN ReadWrite
OPEN SYN OpenWrite
OpenWrite SYN Accept ReadWrite
WRITE DATA-OUT | OpenWrite
CLOSE FIN OpenSynRead
ABORT RESEt OpenSynReset
OpenSynRead | SYN Accept CloseRead
OpenSynReset | SYN Accept Closed
ReadWrite DATA-IN | Accept ReadWrite
FIN Accept CloseWrite
RESET Accept Closed
WRITE DATA-OUT | ReadWrite
CLOSE FIN CloseRead
ABORT RESET Closed
CloseWrite RESET Accept Closed
WRITE DATA-OUT | CloseWrite
CLOSE FIN Closed
ABORT RESET Closed
CloseRead DATA-IN | Accept CloseRead
FIN Accept Closed
RESET Accept Closed
ABORT RESEt Closed
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TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,
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