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This part of IEC 61936 provides common rules for the design and the erection of
electrical power installations in systems with nominal voltages above 1 kV a.c. and
nominal frequency up to and including 60 Hz, so as to provide safety and proper

functioning for the use intended.

For the purpose of interpreting this standard, an electrical power installation is

considered to be one of the following:

a) Substation, including substation for railway power supply

b) Electrical installations on mast, pole and tower
Switchgear and/or transformers located outside a closed electrical operating area

c) One (or more) power station(s) located on a single site
The installation includes generators and transformers with all associated switchgear
and all electrical auxiliary systems. Connections between generating stations
located on different sites are excluded.

d) The electrical system of a factory, industrial plant or other industrial, agricultural,
commercial or public premises

e) Electrical installations erected on offshore platforms e.g. offshore wind power farms.

IEC 61936 @ Z OHRIE, B L7 ARICE L TR TR et 5 2 L
ZHME L, AFREEAN 1KV il CARREREE 60Hz LT D AT AT 5
FIERAE DR M OVt T2 B9 2 Ham o S A &2 7~d,

COHMEMRRTLHEME LT, BHRMIIROLDET 5,

a) AT (BREEHMAEER L ET)

b) £, B— KO EOES
PFBH B SRR I D ST B B9 2 BR PASEE K OY ST A s

c) —ODOHHITELE S N/-—> (ITHEH) OFEDT
TRTCOEET LB FEE LT X TOBRMFMI S 2T 5% b o - 5B
B OVE LR %2 STk, Bl 28MICRRE L2 BT OB LR <,

i)

d) THH, T 7 MVAXIIMMO T3EM, BEM, EERUIAIEH OE
[ AT I
e) ASFET 7 — big EOWFLERRIC R S iz B

The electrical power installation includes, among others, the following equipment:

— rotating electrical machines;

— switchgear;

— transformers and reactors;

— converters;

— cables;

— wiring systems;

— batteries;

— capacitors;

— earthing systems;

— buildings and fences which are part of a closed electrical operating area;
— associated protection, control and auxiliary systems;
— large air core reactor.

NOTE In general, a standard for an item of equipment takes precedence over this standard.
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This standard does not apply to the design and erection of any of the following:
— overhead and underground lines between separate installations;
— electric railways;
— mining equipment and installations;
— fluorescent lamp installations;
— installations on ships according to IEC 60092 [34] series and
offshore #astallatiens-; units according to IEC 61892 [35] series, which are used in

the offshore petroleum industry for drilling, processing and storage purposes.

— electrostatic equipment (e.g. electrostatic precipitators, spray-painting units);
— test sites;

— medical equipment, e.g. medical X-ray equipment.

This standard does not apply to the design of fastery-built prefabricated, type-tested

switchgear and high voltage/low voltage prefabricated substation, for which separate

IEC standards exist.

This standard does not apply to the requirements for carrying out live working on

electrical installations.

If not otherwise required in this standard, for low-voltage electrical installations the

standard series IEC 60364 applies.
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references) The following referenced documents are indispensable for the application of this WIZHEIT DL, ZoOHKICSIHENS Z 212X - T, ZOHRKOMED—EH %1

(AT, Xo344]

document. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any

amendments) applies.

IEC 60034-1, Rotating electrical machines — Part 1: Rating and performance

IEC 60034-3, Rotating electrical machines — Part 3: Specific requirements for
synchronous generators driven by steam turbines or combustion gas turbines

IEC 60060-1, High-voltage test techniques — Part 1: General definitions and test
requirements

IEC 60071-1, Insulation co-ordination — Part 1: Definitions, principles and rules

IEC 60071-2:1996, Insulation co-ordination — Part 2: Application guide

IEC 60076-2:1993, Power transformers — Part 2: Temperature rise

IEC 60076-11, Power transformers — Part 11: Dry-type transformers

IEC 60079-0, Explosive atmospheres — Part 0: Equipment — General requirements
IEC 60079-10-1, Explosive atmospheres — Part 10-1: Classification of areas —
Explosive gas atmospheres

IEC 60079-10-2, Explosives atmospheres — Part 10-2: Classification of areas —
Combustible dust atmospheres

IEC 60255 (all parts), Measuring relays and protection equipment

IEC 60331-21, Tests for electric cables under fire conditions — Circuit integrity — Part
21:Procedures and requirements — Cables of rated voltage up to and including
0,6/1,0 kV

IEC 60331-1, Tests for electric cables under fire conditions — Circuit integrity — Part
1: Test method for fire with shock at a temperature of at least 830 °C for cables of
rated voltage up to and including 0,6/1,0 kV and with an overall diameter exceeding
20 mm

IEC 60332 (all parts), Tests on electric and optical fibre cables under fire conditions
IEC 60364 (all parts), Low-voltage electrical installations

IEC/TS 60479-1:2005, Effects of current on human beings and livestock — Part 1.:
General aspects

IEC 60529, Degrees of protection provided by enclosures (IP Code)

IEC 60617, Graphical symbols for diagrams

IEC 60721-2-6, Classification of environmental conditions — Part 2-6: Environmental
conditions appearing in nature — Earthquake vibration and shock

IEC 60721-2-7, Classification of environmental conditions — Part 2-7: Environmental

WY %, THUODOGIHBMKED > BT, AFEFEZMNRLL THLH DI,

REHL DA DR A

ML, ZOBROYER GEMiZETe,) 1T#EA L, PEEFEOMTL 2V GI K,
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1EC

1EC

1EC

[EC
TEC

60034-1
60034-3

600601

600711
60071-2:1996
60076-2:1993
60076-11
60079-0
60079-10-1

60079-10-2

60255 (=T DHEL)

60331-21

603311

60332 (4T DHER)
60364 (4T D)

IEC/TS 60479-1:2005

TEC
TEC
TEC

IEC

60529
60617
60721-2-6

60721-2-7
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conditions appearing in nature. Fauna and flora

IEC 60754-1, Test on gases evolved during combustion of materials from cables —
Part 1:Determination of the amount of halogen acid gas

IEC 60754-2, Test on gases evolved during combustion of electric cables — Part 2:
Determination of degree of acidity of gases evolved during the combustion of
materials taken from electric cables by measuring pH and conductivity

IEC/TS 60815-1, Selection and dimensioning of high-voltage insulators intended for
use in polluted conditions — Part 1: Definitions, information and general principles
IEC 60826, Design criteria of overhead transmission lines

IEC 60865-1, Short-circuit currents — Calculation of effects — Part 1: Definitions and
calculation methods

IEC 60909 (all parts), Short-circuit currents in three-phase a.c. systems

IEC 60949, Calculation of thermally permissible short-circuit currents, taking into
account nonadiabatic heating effects

IEC/TR 61000-5-2, Electromagnetic compatibility (EMC) — Part 5: Installation and
mitigation guidelines — Section 2: Earthing and cabling

IEC 61034-1, Measurement of smoke density of cables burning under defined
conditions —Part 1: Test apparatus

IEC 61082-1, Preparation of documents used in electrotechnology — Part 1: Rules
IEC 61100, Classification of insulating liquids according of fire-point and net calorific
value

IEC 61140, Protection against electric shock — Common aspects for installation and
equipment

IEC 61219, Live working — Earthing or earthing and short-circuiting equipment using
lances as a short-circuiting device — Lance earthing

IEC 61230, Live working — Portable equipment for earthing or earthing and
short-circuiting

IEC 61243 (all parts), Live working — Voltage detectors

IEC/TS 61463, Bushings — Seismic qualification

IEC 62271-1:2007, High-voltage switchgear and controlgear — Part 1: Common
specifications Amendment 1:2011

IEC 62271-200, High-voltage switchgear and controlgear — Part 200: AC

metal-enclosed switchgear and controlgear for rated voltages above 1 kV and up to
and including 52 kV

IEC 62271-201, High-voltage switchgear and controlgear — Part 201: AC
insulation-enclosed switchgear and controlgear for rated voltages above 1 kV and
up to and including 52 kV

IEC 62271-202, High-voltage switchgear and controlgear — Part 202:

IEC 60754-1

IEC 607542

EC/TS 60815-1

TEC 60826
TEC 60865—-1

IEC 60909 (4T DEp)
IEC 60949

TEC/TR 61000-5-2

IEC 61034-1

TEC 61082-1
IEC 61100

TEC 61140

IEC 61219

IEC 61230

IEC 61243 (4T DHR)

[EC/TS 61463

IEC 62271-1:2007

IEC 62271-200

IEC 62271-201

TEC 62271-202
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High-voltage/low-voltage prefabricated substation
IEC 62271-203, High-voltage switchgear and controlgear — Part 203: Gas-insulated
metalenclosed switchgear for rated voltages above 52 kV

IEC 62271-206, High-voltage switchgear and controlgear — Part 206: Voltage

presence indicating systems for rated voltages above 1 kV and up to and including
52 kV

IEC 62271-207, High-voltage switchgear and controlgear — Part 207: Seismic

qualification for gas-insulated switchgear assemblies for rated voltages above 52 kV

IEC/TR 62271-300, High-voltage switchgear and controlgear — Part 300: Seismic

IEC 62271-203

1EC 62271-206

1EC 62271-207

IEC/TR 62271-300

qualification of alternating current circuit-breakers

IEC/TR 62271-303, High-voltage switchgear and controlgear — Part 303: Use and

handling of sulphur hexafluoride (SFe)

IEC 62305 (all parts), Protection against lightning

IEC 62305-4, Protection against lightning — Part 4: Electrical and electronic systems
within structures

IEC 82079-1, Preparation of instructions for use — Structuring, content and

presentation —Part 1: General principles and detailed requirements

IEC Guide 107, Electromagnetic compatibility — Guide to the drafting of
electromagnetic compatibility publications

ISO/IEC Guide 51, Safety aspects — Guidelines for their inclusion in standards
ISO 1996-1, Acoustics — Description, measurement and assessment of
environmental noise —Part 1: Basic quantities and assessment-procedures
IEEE 80, Guide for safety in AC substation grounding

IEEE 980, Guide for containment and control of oil spills in substations

Official Journal of the European Communities, No. C 62/23 dated 28.2.1994:

Interpretative document, Essential requirements No. 2, “safety in case of fire”

IEC/TR 62271-303

IEC 62305 (4
IEC 62305-4

TOH)

1EC 82079-1

IEC Guide 107

ISO/IEC Guide 51
IS0 1996-1

IEEE 80
IEEE 980

Official Journal of the European Communities No.

JE45 %
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4.1.2 kG oo (iEsE) &
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4.1.2 Agreements between supplier (manufacturer) and user

The working procedures of the user shall be taken into account in the design of the

installation.

For design and erection of power installations, additional agreements between

manufacturer/contractor/planner and user/orderer/owner shall be followed, which also

may have effects to necessary operational requirements. References can be found in

the following subclauses:

4.1.2 ftfa o (BLER) LA LMD EE

B OTERETFNAL, BAHORFHIB O THE LT IITRBR0,

EK@hAO>HR.ﬁka()JkEj:

IXLT, BLEH/GERA/FHEE L /8 /A A L
O)FEJ@LjJ[W) SEHFHZMART TRV, ZIUTITBEE T DA E O ZSRFIHIZ
XIOMEEZNNTHIN, ROFERICSREHEZ LT D:

ARSI, B ORET - hE I
BLC, =2 —¥—Lfi THEENS
BT REFIHICOWTHELED
A EOYIERR THITZ I HILE
BRBE, IRENODT0D ORISR
FUREIH, BANVE s DRt
HEIZBE T2 0 A MEIZ LRSI T
WAIHBEG, /G, DRI (G, o
IR EAR AT ) e 1t & D

Subclause | Item = HH HERREEEE, G, TR &
411 General requirements (specific design criteria) 4.1.1 — I R ST (REE DR AL UE) DOBENREREE) , B AT LD
422 Voltage classification 4.2.2 B P G720 O IR E R FIR)NE
4.3.9 Special conditions and requirements for seismic environment 4.3.9 R BRBE D 728 DRFER IR A L BRF I manie,
4.42.1 Climatic and environmental conditions (for auxiliary equipment: 4.4.2.1 SR M OBRBERI S F (Rl BB RR /=B N)
indoor)
4.4.2.2 Climatic and environmental conditions (for auxiliary equipment: 4.4.2.2 KA e OBRBERO S (i Bhakas/ = 46)
outdoor)
Conditions different from the normal environmental conditions 4.4.3.1 I OBRBE SR EIX R D5
5 Special conditions and requirements for vibrations 4.4.3.5 IREN DI D FFER IR Gl L TR F I
6.1.2 Compliance with operational and safety procedures 6.1.2 BEER O EOFIREDE S
6.2.1 Method of indication (contact position of interrupting or isolating 6.2.1 FIROD J7E GEE s X XWr S 2s D2 SO RE
equipment)
6.2.1 Interlocks and/or locking facilities 6.2.1 A Zvy 7 J O T dEdEE
6.2.1 Switching devices (reduced rating) 6.2.1 B P2 E (IR L 72 TEHS)
6.2.1 Rating of switchgear (specific requirements) 6.2.1 B PAZSE D TE R (FFE D ERF7IR)
6.2.8 Level of pollution 6.2.8 R~
6.2.8 Outdoor insulators in polluted or heavy wetting conditions 6.2.8 TR U= T (i -5 T O R AME T
6.2.9.1 Insulated cables (temperature rise) 6.2.9.1 Mtk —7 0 GRE B
7.1 Higher values for distances, clearances and dimensions 7.1 bR, BERREERE L OSTHEO LD K&l
7.1 Installations (operating procedures) 7.1 i GEERFNR)
7.1.2 Documentation (extent of the documentation) 7.1.2 = (PAFE D HiPH)
7.1.3 Transport routes (load capacity, height and width) 7.1.3 5L — R (FFAME, MK ONE)
7.1.5 Lighting (presence and extent of the lighting) 7.1.5 R (R oA 4 K OV )
7.5.4 Maintenance and operating areas (distances of the escape route) 7.5.4 PRAF S O K8 GRESIERS K 0D BEEE)
8.4 Means to protect persons working on electrical installations 8.4 A 2 B D EERF O NARGETF B (TEEFIR)
(working procedures)
8.4.3 Devices for determining the de-energized state (extent of 8.4.3 WS FEHko#nFH)
7
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provisions)
8.4.4 Devices for earthing and short-circuiting (Extent of provision or 8.4.4 s H B St B (PR SRS o #iH)
supply)
8.45.1 Equipment acting as protective barriers against adjacent live parts 8.4.5.1 B2 D FE BT U TR AU T E LT <R 2R (A rTREZR i
(extent of Insertable insulated partitions) AV OHIFH)
8.45.2 Equipment acting as protective barriers against adjacent live parts 8.4.5.2 B2 D FE BT U TR AU T & LT <R 28 (A AT REZR (T
(extent of insertable partition walls) BIBE D i)
8.5 Protection from danger resulting from arc fault (degree of 8.5 T — ISR G | S TGRSO LR GoFIR O B E DR
importance of measures)
8.6 Protections against direct lightning strokes (method of analysis) 8.6 B EE TR T DR (AT 5 15)
8.7.1 Requirements for fire extinguishing equipment 8.7.1 THKBERRIZ DWW TOZRHIH
8.7.2.1 Reduction of distances G1/G2 8.7.2.1 i G,/ G, DI
o1 Monitoring and control systems (agreement of fault level and 9.1 REARHIE S AT A (BB L~V J OMEGE D 73 FEDOWFGEIZ DUV T
protection grading studies) DEE)
9.3 Compressed air system (sectionalization for maintenance) 9.3 JEAGZE S AT I (ST D43
9.4 SFs gas handling plants (design and capacity of the plant) 9.4 SEHABRNT T N (T T ORGH R OE &)
10.2.1 Fundamental requirements for design of the earthing system 10.2.1 P S AT L DR EE D728 D A TR FIH
" Inspection and testing (extent of the inspection and testing 11 Pty B OVGRBR (R R OV /A 3/ X = O # )
/specification /documentation)
13 Tests during installation and commissioning (requirements / test 11.3 R M Ny va=r 7 R ORER (BRF I /R BRI 25 /AR A
equipment /schedule of tests) Y a—)l)
11.4 Trial running (performance) 11.4 PEES (MERE)
4.2.4 FEHEER 4.2.4 Short-circuit current 4.2.4 JFEREER AREIL, ABEIOBIETHT-IZHER
[BAH, K43: 1 —E] PIBINENT-HDOTHY, Hilir7s
Installations shall be designed, constructed and erected to safely withstand the ORI, FEAG TR IR L DR Je OBV 52 B 2 22 2T 2 A X0 GT, FEEE R OV L | WA RIBE LITFFIZ/ U,

mechanical and thermal effects resulting from short-circuit currents.

NOTE 1 Where an installation has on-site generation, motors or parallel operation with a network

(co-generation),fault levels can increase.

For the purpose of this standard all types of short-circuit shall be considered, e.g.:

— three-phase;

— phase-to-phase;

— phase-to-earth;

— double phase-to-earth.

PR AN E A YA AN

HELL: AP ABE

BROE—F—OHLHa—V e R —ar RO W HEERZITIRXHIZ

W, BEEL LY 5,

AKBED HEIIND, 2 COXAT DR BB LTI B0, Bl 0E,
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—  BLFRHRS
—  AHHIRS
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Installations shall be protected with automatic devices to disconnect three-phase and

phase-to phase short-circuits.

Installations shall be protected either with automatic devices to disconnect earth faults
or to indicate the earth fault condition. The selection of the device is dependent upon the
method of neutral earthing.

The standard value of rated duration of the short-circuit is 1,0 s.

NOTE 42 If a value other than 1 s is appropriate, recommended values would be 0,5 s, 2,0s and 3,0 s.

NOTE 23 The rated duration should be determined taking into consideration the fault switching time.

Methods for the calculation of short-circuit currents in three-phase a.c. systems are
given in the IEC 60909 series.

Methods for the calculation of the effects of short-circuit current are given in IEC
60865-1 and,for power cables, in IEC 60949.

AL, AR OH AR 2 W9~ % B BY2E & TR L2 37 brauy,

A, HE A T2 B B E TR B2 2R 0 B EES EIC IV IRFEL 2210 h
(T7RB7au, FEDZEEL, PRSI > TRDD,

RGO TERS ARG RF I OFEHEELL, 1.0 B THD,

HERDE2 ¢ 1 BPLIANOfEDE Y 70354, HESHEIX 0.5 P, 2.0 B2 L TY 3.0 B Ch 5,
TERT23 ¢ ERGHERE L, MPERF ORI 2 Z B L CIRDHRETH D,

AP SRNC B T DA E RO R 5 1E1E, IEC 60909 BT RT,

SR RBIR OO EHE 7 1EIX, IEC 60865-1 12, 17 —7 MZOW TR IEC 60949 |2
R~

4.2.7 BRI OB
[BAF, K40 —E]

4.2.7 Electric and magnetic fields

The design of an installation shall be such as to limit the electric and magnetic fields

generated by energized equipment to an acceptable level for exposed people.

NOTE National and/or international regulations may specify acceptable levels. Further information is available

from International Commission on Non-lonizing Radiation Protection (ICNIRP) or IEEE.

4.2.7 BEHR K ORESR

B DR, RIS ICL > TRATLIER M OB Z, THICIHSD A %I
KU TR AR/ L~ E THIBR L2 AU e H720 N,

M - ERIOS/ ExEBEENGTARL L EZHTR L TWARE NG5, SHICEELY
TEHE, EESIEERE ARG B 2 (ICNIRP) £/ IZIEEE) O A FTED,

AElOYIEIZ R, BEFOTERLIC
KLU THEEEL, 2000 5 <LTW5,

4.3 HEARROERETE
4.3.1 BEE K O R &
7

(AT, X435 : M —D]

4.3 Mechanical requirements

4.3.1 Equipment and supporting structures

Equipment and supporting structures, including their foundations, shall withstand the

anticipated mechanical stresses.

Two load cases shall be considered, normal and exceptional. In each of these load
cases, several combinations shall be investigated, the most unfavourable of which shall

be used to determine the mechanical strength of the structures.

4.3 FERAER FEIE
4.3.1 BEER N OSSR EEY

Bas R OSSR IS, T OREHEL GO TP RS OBIRINIG It 2 7220 hid e bre
Uy,

B R OBIZAM LY, B0 O O FHZE B LT U7 B0, 2SO D
FH DK =2 ITBNT, ONDOMABTEZRELRTIZRLT, HRLHFELLARWEAY
%, HEEY) DORERETRE 28§ AT I H ORI E e b7,

ABEIOYIETIE, ZHETHISMY
fEFHIOEFLLL TRidish T
W TR AT B DR A Z
NEHB LGRS,
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In the normal load case, the following loads shall be considered:

— dead load;
—tension load;
— erection load;

—ice load;

— wind load.

ider Consideration shall be given to temporary stresses

B D EOFFNZDOWTIE, IROMEZEE LT IUXRB20,

— F Ik E
— GliEME
— HSZHGfTE
— KEwiE
— JEWE

Here B T IR ST O M TN L AT REPED 8% —BFHYZR AL A S OMAF BLIZ DU T

and loads that may be applied during construction or maintenance procedures. Specific

equipment can be affected by cyclic loads (refer to specific equipment standards).

In the exceptional load case, dead load and tension load acting simultaneously with the

largest of the following occasional loads shall be considered:

— switching forces;
— short-circuit forces;
— loss of conductor tension

— seismic loads.

BIEFL LY EL LB SRS | T IE B, HORFE DML, D
U] B B IR ICE DA AD A 52 T 5 A REMED DD, (FFIE DR D Bk 2
)

i

\\}1-\;

FIANE 722 10 R DT, IROABIEA R E O e KB L RN 28 L fifE K O 3B
MEAZZBLRTIERB0,

—~ DAPABHES)
— i)

— RSN O
— EE

=L

1= ZAR) 5

44925 3

Te 1.0+

4.3.4 KEMWE
[HAF], X4 :I—D]

4.3.4 Ice load

In regions where icing can occur, the resulting load on flexible conductors and on rigid

busbars and conductors shall be taken into account.

If local experience or statistics are not available, ice coatings of 1 mm, 10 mm or 20 mm
based on criteria given in IEC 62271-1:2007 may be assumed. The density of the ice is

assumed to be 900 kg/m3 in accordance with IEC 60826.

4.3.4 KEME

KBNS HRTIX, Al EIMEDHDERI N ZL#RMED 72 RERR K ONERIZAED
Y N2 A DA DR A E AN S YA AN

s 72 B BRSO R S TEARWEALE, IEC 62271-1:2007 1R L HEICHTX, 1
mm, 10 mm % 20 mmD 7K EWLEAARE LTIV, JKOE L, IEC 60826 (ZHE>T 900 ke~
m EARE T D,

A BEIOWIETIE, Hifr7e N D
FUE LIRS, SR T
EL2 575 DIZHONWT, SBEEL
HDTHD,

4.3.5 JE\fa
[HAF], X4 : I —D]

4.3.5 Wind load

Wind loads, which can be very different depending on the local topographic influences

and the height of the structures above the surrounding ground, shall be taken into

4.3.5 JEfuf B

BT, Huds oo M 00 B2 28 K ONE B OO HUTE s D OREE D 5 SI2 X T, REHE
RAHZLEEFBLIRTIERB720 b IHFELL R WED 2B B LT UL b7,

ABEIOWIETIE, Hifr7e N D
FUE LIRS, SR C®
EL25T-HDIZHONWT, SBEEL
HDTHD,
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(AR - X 57 ] BB TERR, BINEIT H —TA TR ~HIBRIE AR, BINET U H =T A TR
account. The most unfavourable wind direction shall be considered.
IEC 62271-1:2007 contains requirements for wind loading on switchgear and [EC 62271-1:2007(Z1, B PAZEE M OVHI4H (B2 JE A EE OB R FIAD LB
controlgear. Do
4.3.9 fRE) 4.3.9 Mibratien Seismic loads 4.3.9 ¥EE MR E AEIOBIET, [EHE) OEFRIH|

[HAT], X55: M—D]

Special conditions and requirements shall be agreed between user and supplier. (See

@F%Elﬁﬁ% 211 .z W IRZS % (] > 1T Iﬁiﬂ-“ﬁ%ln‘fk‘gﬂ:‘ﬁg‘\‘JE\l’l— bt
) NHJToS T L 7377 osy | H A= E = Al O~ N=

2 RS

ZEl Jalba ¥ ar Jal MEEh b 2 gt J ) BRSSO DS ga b 1P 2al Far
A= o' N UTOSTON os ¥ [€] I\ vJ 7T HH Bl VoY A — 7 Bl o' N UTOSTON o~ ¥ [e]

Frok i o L EOREF IR, A LR H O CREBESRTNIEZRB720, (4.4.3.5

also 4.4.3.5 Vibration).

Installations situated in a seismic environment shall be designed to take this into

account.

Where load specifications apply to the installation of civil work or equipment to meet

seismic conditions, then these specifications shall be observed.

Seismic loads shall be dealt with in accordance with appropriate standards for power
installations: e.q. IEC 62271-207 for GIS, IEC/TR 62271-300 for circuit-breakers and

REH Z )

RO BT E <Ffiiid, Fibe# EIC AN TEREF ST IEZARb70 N,

MEOHEEE AR THEORELHED S
L, TNHOHARZEEICHREIL 2T TR 5720,

HESNDTD DHEARIC

R EIS, RO D
(£, IEC 62271-207 GIS, IEC/TR 62271-300 JiMiZ

B IZEE OV TR e TE by, iz
, IEC/TS 61463 7 o7,

IEC/TS 61463 for bushings.

The following measures shall be taken into account:

a) __ Any individual equipment shall be designed to withstand the dynamic forces

ROFENE FIN2THITRB70,

a) ETOBIEERE, HIROTEE K VUK FEIHOELZ DB R IR DI EHE

resulting from the vertical and horizontal motions of the soil. These effects may be Uo7y, 2B Y s oL — A SR A R E LT IR DS
modified by the response of the foundation and/or the supporting frame and/or the WX TEAL T ARIREM D B D, HIEDGE AT UL, BEERD D125

floor in which this equipment is installed. The response spectrum of the earthquake

AN DY (Y E AN YA AN

shall be considered for the design of the equipment.

b) The layout shall be chosen in order to limit the loads due to interconnections

between adjoining devices needing to accommodate large relatively axial, lateral,

b) BEpEIEE RO CI DA E T, ip R Al n], AE 7N, fai, Foidhoshx
\Z LD A PR ATRERMEICHIFE 3572012, AT U IRL AT U Ze b7, Hi

torsional or other movements to acceptable values. Attention should be paid to

other stresses which may develop during an earthquake.

EPICRA CGBR) 5 REMEDR S A MO AFTHICIEEZ DRI IUT RS20,

PR CR RSN 13, 4.4.3.5 IZF0
), FIAHIfRTEFHFHI OB TH
5 BT | O EFRABINE
7~
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4.4.3.3 {548
[HAF], X4y :I—D]

4.4.3.3 Pollution

For equipment in polluted ambient air, a pollution class #&d (heavy), or class £te (very
heavy), as defined in IEC/TS 60815-1, should be specified.

4.4.3.3 7548

THHRSNIZ A PO 22K OfER I LT, IEC/TS 60815-1DF N THOEICED S 1548
VULV Hd-E R, XTI BEe-FEFICE R I AR E T HRETHD,

WERDERE L~ TR ~ 9
WICEKR] O458NG TIEFIC
RS ~ [IEFICERK) @ 5B
WCEHE INT-,

4.4.3.5 ¥EHE
[HAF], X4 :I—D]

4.4.3.5 Vibration

Special conditions and requirements shall be agreed between user and supplier. (See

4.4.3.5 IEE

1IEC AN791-9 @A =4 Hndha S b
T T 1 =) A} 170 = N 7 = o

ST o S0

== o, - =S [ - - L= > - N L
S TIE YA T I e T I E S S N INILT T I ¥ -
ZelgE e Z = Lz b o] 2aidan )R 2ar 2o
LB o7 AJ O~ /N ETONY N UTOSTON o~ ¥ (e}
PR a7 AV LAWY T N S B o ¥ 7= VA NS G 81 1 S E AN =B T AL SRk 20 A =V k=
HEOVvosy 10 e m—ay B>y E LI~ 7 N =07 T JTON AR J = O~ Al H
= N - 8. N - N Yl 8,0
SRS SN SNy 7 EI R aEs S SN L

i’)im%] e N ) -
T 7 T Tt~

1% B0 ZJLu= o
%uumu ﬁ‘!‘Z?%:L/%mzb]—;}/Ll’i%mﬁ 7I::h]' \o
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T 7 TS h=d 70 (nay T IV
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B Z )= 1 AP L2804 Zaiddq PF2aplr Py
= 7 >y T T TSRt T A OTo O~ o~ O

e

S PERE ST B SE SN T A0

3 A OToNy & T o7 1Ty oo d 173y A O oSO

l‘/g-}\“‘h\m HH%H’II’EII/?\'ZLT Z NI H- 7 areb 2N E Z ~ L
ST ™= SR T =773 T = 3 N e
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Sak) >~

Frokro st LEREE IS, A LG H O TRIES R iERbaw, (4.3.9 H

also 4.3.9 Seismic loads).

Vibration caused by wind, electromagnetic stresses, traffic (e. g. temporary road and

railway traffic) and industrial processes shall be considered. The withstand capability of

LAY i)

JR, FEREAHY AR BT, AZ0E (B2 1, (REHE B OB AZiE) MO T 7 a e AL~ T
BRI ZZ B L 2T d e b, IRENS R4 DB O 1, RIEE VRS2

equipment against vibrations shall be given by the manufacturer.

The service stresses of equipment, which may be transmitted through a common

monolithic foundation or floor (for example opening/reclosing of circuit-breakers) shall

IZ7225720),

il CHL— O FEifE F 72 13K A8 U T RIREMED & D SR O BNMEIZ KD A ff (B2 1T, T
g DEIEHML AR Z2E B LT T b,

ARl IET, 4.3.9 [ZHIE D

EFRMNBIMNESNTZZEND, 4.4.3.5
HRE) IR IT A HIEICEHR L5
HANEDHIBRE N, IRENCE KL
T-RLEN A B IS,
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5.4 FEEHOR/NHENRE | 5.4 Minimum clearances of live parts 5.4 FEE D e/ NEHE I EE RGN FE T D e /N B |
i3 5.4.1 General 5.4.1 —fx<IH B428 D Cihd,

541 AR ABIDUER, 3 L G
[BC AR, IT—D] The minimum clearances in air given in Table 1, Table 2 and Annex A apply for altitudes # 1, 22 KOS EE A IR TR P R/ BERIERE L, 5 1000mL FICEHASNS, | o2 b DI ONWT, BFHLI-HD

up to 1 000 m above sea level. For higher altitudes, see 4.4.3.2.

NOTE Some values of minimum clearances are designated as “N”. This is a symbol for those minimum

clearances on which safety distances as given in 7 are based.

If parts of an installation can be separated from each other by a disconnector, they these
parts shall be tested at the rated impulse withstand voltage for the isolating distance (see
Tables 1a and 1b as well as Tables 2a and 2b of IEC 62271-1:2007, Amendment

1:2011). If between such parts of an installation the minimum clearances of Table 1 for
range I, respectively the minimum phase-to-phase clearances of Table 2 for range Il are

increased by 25 % or more, it is not necessary to apply dielectric tests.

FNXVEWEEICOWTE, 4.4.3.2%BROZL,

B/ NBERRERBE D W OO, “N7ER#EShTnWa, 2, 7.2 1TRT
AT HRBED FLRE L D/ NEERR EREE O R B TH D,

R

AW D —E1 73 DIWTEERR I LV Iy BES VIS D 5 B3, DO o X BrK IR 5 T~ 2 18
FaA L 7 VA EBIEIC LD RBR L 72 U372 57220 (IEC 62271 -1: 2007 SiE1:201103K 1afk
Vb7 b NI 28k U2b) . ZIVSD AR O 7y M O BERREEREDS, #EPH 11264 2R 105
/NBERR PR, SCIRAEPR I o642 AH O e/ DBERR BERE L V25 % LA ERELRD D Thh
I, MR A TO B TARU N,

THY, AN D RELIX
BR300,

5.4.3 EEJEHFIFH I ICIT
25 e/ N BE I I
[BCAR], X453 :M—D]

5.4.3 Minimum clearances in voltage range 11

In voltage range Il (see Table 2) the clearances in air are determined by the rated
switching impulse withstand voltage (SIWV). They substantially depend on the electrode
configurations.

In cases of difficulty in classifying the electrode configuration, it is recommended to make
a choice based on the phase-to-earth clearances of the most unfavourable configuration

such as, for example, the arm of an isolator against the tower construction (rod-structure).

5. 4.3 EERMIICB T 55 P EENE R

BEMPAL (2220 CORPHIEIREL, EHBP-1 o L ATHEE (STIV)
C ko THIES NG, Zh b EAEMNIC BRI KT 5.

BRI D4 KA 51T, B 2 I TERIC R A TR e 7 — & (B — 1K)
DX D7, B ARV ERELE BT D — K H R O BERE R I S S DGR E T
HZEERRET D,

ARERIXEEFPA L IZB TR
HERREREEICBI T 20 D TH D,
AEOYIEIZHE, I E T
ST o TR RR O I i T
1100kV, 1200kV (231754 HH
OAEH - IS, 72k,
— IR OELHY, B EHE
ELTWS,
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Table 2 - Minimum clearances in air - Voltage range II

(Um >245 kV) #F2 TR HERRIERE, EEMPAD  (Un>245kV)
Highest Rated Rated Minimum Rated Minimum Py =1 e o3
o TE ERE PR Y — ¥ -
voltage for lightning switching phase-to—earth switching phase-to—phase B as O e ‘//\"/T;X p \” o 2N ERBAMAY— o N R B S B
. . . ) ) o e e G FEAVI e T e K/ ] [l b e
installation impulse impulse clearance impulse clearance B BB e a e H HI PR A 2OV A i
¢ withstand withstand withstand
Voltage voltage® voltage voltage & JE ! U Us U
§ 8¢ U U U Conductor Rod U. Conductor Rod 1) " ’ . AH sk K Hi HAE | HpEAA FEPS AN HRRE | Heseh AR
range n b s s 1,2/50 us . z e
1,2/50 us Phase-toearth - - Phase—tophase - - r.m s (3% & fiE) 250/~2 EOO ws ; 250/\2 100 S B
rms (peak value) |250/2 500 u s [structure|structure|250/2 500 u s |conductor|conductor (3 i i) N (3 D)
(peak value) N (peak value) [ parallel
kV kV kV Mm kV mm
kV kV kV Mm kV mm 850/950 7600
850/950 1 600 750 b 1 900 1125 2 300 2 600
750 L 700 ® 1 900 1 125 2 300 2 600 300 1 700
300 950/1 050 1 800 950/1 050 850 1 800 2 400 1 275 2 600 3 100
850 Looo b | 2100 1 275 2 600 3 100 ’ 1900 " )
950/1 050 1 800
1 800 5 . 97" 0 :
- 950/1 050 350 o0 - 2 400 | 275 2 600 3 100 362 850 1900 ° 2 400 1 275 2 600 3 100
1 050/1 175 950 2 200 2 900 1 425 3 100 3 600 1 050/1 175 950 2 200 2 900 1425 3 100 3 600
1 050/1 175 1 900
1 900 5 <
1 050/1 175 850 S et 2 400 1 360 2 900 3400 850 9 200 2 400 1 360 2 900 3 400
420 1 175/1 300 2 200 _
f B 2 200 =
420 1 175/1 300 950 ) 100 ¢ 2 900 1 495 3 100 3 600 950 9 400 2 900 1 425 3 100 3 600
1 300/1 425 1 050 2 600 3 400 1 575 3 600 4 200 1 300/1 425 1 050 2 600 3 400 1 575 3 600 4 200
£ B 2 200 1 175/1 300 _ 2 200
L 1T5/1 300 950 5 400 b | 2900 1615 3 700 4300 950 9 400 b | 2990 1 615 3700 1 4300
I II 550 - - -
250 1.300/1 425 1 050 2 600 3 400 1 680 3 900 4 600 1 300/1 425 1 050 2 600 3 400 1 680 3 900 4 600
1 425/1 550 1175 3 100 4 100 1763 4 200 5 000 1 425/1 550 1175 3 100 4 100 1763 4 200 5 000
1 675/1 800 1 300 3 600 4 800 2 210 6 100 7 400 1 675/1 800 1 300 3 600 4 800 2 210 6 100 7 400
800 1 800/1 950 1 425 4 200 5 600 2 423 7 200 9 000 800 1 800/1 950 1 425 4 200 5 600 2 423 7 200 9 000
1 950/2 100 1 550 4 900 6 400 2 480 7 600 9 400 1 950/2 100 1 550 4 900 6 400 2 480 7 600 9 400
1 950/2 100 1425 ° 4 200 5 600 - - = 1 950/2 100 1425 ° 4 200 5 600 - - -
1 100 2 100/2 250 1 550 4 900 6 400 2 635 8 400 ¢ 10 000 ¢ 1100 2 100/2 250 1 550 4 900 6 400 2 635 8 400 ¢ |10 000 ¢
2 250/2 400 L 675 5600 ¢ [ 7 400 ° 2 764 9 100 ¢ | 10 900 ° 2 250/2 400 1 675 5 600 ° | 7 400 ¢ 2 764 9 100 ° | 10 900 °
2 400/2 550 1 800 6 300 ¢ [ 8 300 ¢ 2 880 9 800 ¢ | 11 600 ° 2_400/2 550 1 800 6 300 ¢ | 8 300 ¢ 2 880 9 800 ° | 11 600 °
2 100/2 250 L 675 5600 ¢ | 7400 ¢ 2 848 9 600 ¢ | 11 400 ° 2 100/2 250 1 675 5 600 ¢ | 7 400 ¢ 2 848 9 600 ° | 11 400 °
1200 2 250/2 400 1800 6 300 ¢ | 8 300° 2 970 10 300 ° | 12 300 ¢ 1200 2 250/2 400 1 800 6 300 ¢ | 8 300 ¢ 2 970 10 300 ‘|12 300 ¢
2 550/2 700 1 950 7 200 ¢ 9 500 ¢ 3 120 11 200 ¢ | 13 300 ¢ 2 550/2 700 1 950 7 200 ¢ | 9500 ° 3 120 11 200 ] 13 300 ¢
a The rated lightning impulse is applicable phase-to-phase and phase-to—earth. a. EmA UV R EMIL, M RO — KHREICE AT 5,
b Minimum clearance required for upper value of rated lightning impulse withstand voltage. b. EKEA L AMEBIED EIREIZOWTERD S5 K/NERE.
c Tl?is value is only applicable to the phase—to—earth insulation of single phase equipment not exposed to c. Z L, KA S T2 WSS ok — ﬁi{ﬁﬁml@ﬁﬁfﬁ hEd
air. d. F RS o B EE,
d Tentative values still under consideration.
He R e S SR —FE e e REEE I i oo S
Nozn m e PSETR Ly , N PR 4 ssarv oo 266Ky
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6.2.1 BHEAZEE
[EeA R, X431 —D]

6.2.1 Switching devices

A facility shall be provided to indicate the contact position of the interrupting or
isolating equipment (including earthing switches). The method of indication in

accordance with the equipment standard shall be specified by the user.

The position indicator shall provide an unambiguous indication of the actual position

of the equipment primary contacts.

The device indicating the open/close position shall be easily visible to the operator.
Disconnectors and earthing switches shall be installed in such a way that they
cannot be inadvertently operated by tension or pressure exerted manually on

operating linkages.

Where specified by the user, interlocking devices and/or locking facilities shall
be previded installed to prevent provide a safeguard against inappropriate

operation.

If an interlocking system is provided which prevents the earthing switch from
carrying the full short-circuit current, it is permissible, by agreement with the user, to
specify a reduced rating for the switch which reflects its possible short-circuit-current

stress.

Equipment shall be installed in such a way that ionized gas released during
switching does not result in damage to the equipment or in danger to operating

personnel.

NOTE The word “damage” is considered to signify any failure of the equipment which impairs its function.

Ratings of switchgear shall be based on the appropriate IEC high-voltage standards.
The switching of certain circuits may however require the use of more severe
constraints than defined in those standards. Examples of such circuits are filter
banks and loads having very high X/R ratios such as large transformers and
generators. The specific requirements of switchgear for such circuits shall be agreed

upon between the user and supplier.

6.2.1 BAPAZERE

TR SO AR (BB 2 &) ORI OREZ 2R 22 E 23T 2

T D720, HROBIRIC - - FoROHIEL, BAZSEE LT TR LR,

IRREZR &GRS, P& BRI O EERORIEZ I CEoR L2 ide b 7auy,

B BREEDFREGRIE, BIEENOELDIZAA L bOTRITNITR L0,

o2

I

Witk 2 OMEHIBAPAZRT, FTM LV IV $ 25 Z &IT & o THAER I A
b2 2 &9 AREBERBIERTONZRN X D 1ITHiax LR IT U2 57220,

X

R DHEE LTIe G as, Sy 2@ Rk ORGEGRDO720DIC 1 Z v v 7 1
R OV AT FELEE 2 5 T 72 1 iE 72 B 7w,

EHIBAPARR IS B ER N IMND Z L2k 510 2 n vy 7 VAT AT 5%
&, HHBEOREICED, FBEL D DEMEMRA L AS C TR L ez, B
PRPAZRICRT L THRE L TE L XA R0,

oL, BHEHORICHI SN A A F oAb A0S, BESRA~OEE TET 5 A~DfE
EhRIE SV K D ITHiRR L Lz 5720,

TER : RG] L3, BEOMREZHEZR > How ol LIRE N5,

BAPASEIE DO EM T, X2 IEC OEBERMEICHESHRITNIER B0, Lavl,
HDEEOBIX, 25 OBMOBE LY b ials 2 sk Cof & Bk X b araEk:
WD, TOLIREOENE, 7 4F =07 ROREBLE Edw M O3 EED X 5
RIEFITE O X/REEZ S OAMTH D, EO L H 7RI OB PAZEEE O FF & 2R FHIHIT,
R L e T & D THEE LR ITHILZR B 7220,

AREIIBHPAZEE BT b D TH
Do

A EIOWIER, fldFEsE EL
T2bDTHY, HATHIZRNEE D H,
ELLATHRRIZ 220,
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6.2.8 151 6.2.8 Insulators 6.2.8 151 AREIFEFIZETHLDOTHS,

[EeA R, X431 —D]

Unless otherwise specified, the minimum specific creepage distance of insulators
shall comply with the recommendations of IEC/TS 60815-1, IEC/TS 60815-2 and
IEC/TS 60815-3 for the level of pollution specified by the user.

The requirements of the wet test procedure of IEC 62271-1:2007 shall apply for all

external insulation.

Insulator profiles and/or requirements for performance of outdoor insulators in

polluted or heavy wetting conditions may be specified by the user.

BNZFEE N 72T UL, 15T O R/ NRAVEEBE, fEHFE R ETHEERL K75,
[EC/TS 60815-1/2/3 OHELZIZ#E A LR IT LR 72 B0,

[EC 62271-1:2007 D {EKRER FNEOERFIAIL, T XCTORIMG 1@ H L2 des

R,

AR ST (IR AL ST N O BIMGF D PEREICH T D05 F TR K O/ UK
HIE, BB EELTHI,

AROSIENE, 51 HAHEZ0 5
EATHoT-HDTHY, Hl7aNE
D REUITHERC 720,

6.2.9.5 7 —7ILOAEK
[BAF], X4 :M—E]

6.2.9.5 Installation of cables

Provision of suitable access shall be made for the maintenance and testing of

cables (see Clause 11).

Care shoud be taken to protect the cable from mechanical damage during and after

installation as follows:

6.2.9.5 7r—7 )LVDAREX

=TIV ORI LT 7B A ZE T T U b (11 =H),

M P ROk, 77— 7V ERBREN O RET S 720, ROEFEZTIETH
60

A BIOSIEIZLEW, R —T L
DSERAH A DR LBEZ 8> Tl
R SNDY G OREERIZRR R 58
mEnie,

a) to avoid any damage to the cable, the laying operations shall be performed at a) T—T7 NWCxHT DG ERENT D728, ARRIIMERR O SUTREFT I L > THRE S
the ambient temperature specified by the equipment standards or by the D JEPFIRE CIThORITIE R 5720,
manufacturer;

b) single-core insulated cables shall be laid in such a way as to ensure that the b) Bk — 7 i, SRR DEC D I EEE 5 25 2 L3RS ik
forces resulting from short-circuit currents do not cause damage; THEx L2RTUT R H 720,

c) the method of laying shall be chosen to ensure that the external effects are c) ANHIEENRERICTFRL MM D X OIZ, M FIEEZRIN Lz s
limited to acceptable safe values. In addition, when buried in troughs, the cables W, BT, =T NE T ZICHERT 5L, T — T VTRE SRS
shall be installed at a specific depth and covered by slabs or a warning grid to L, FoHICLoTHERZIINDHHDLBEEL 2O, BERUTEER
prevent any damage being caused by third parties. Underground and submarine R TCED T IURR B2, M R OUKHR 7 — 7 0, i b A3 HH X3k
cables should be mechanically protected where they emerge from the water or MHHTLS D E ZATHEBNICIRET XETH D,
the soil;

d) r—=T7NEHFASHERT L2551, F—7 AV LU TFORICANRNE ST LT

d) laying of cables in earth shall be carried out on the bottom of a cable trench free iE7e b7, HERT 25, A0V UL LR TRITFIER 50, HLE
of stones. The bedding shall be in sand or soil, free of stones. Special RGENE, ALFEHIRENDIRET D720, BEEEDOr —T NV ERET D Z LN
constructions of cables can be chosen, if necessary, to protect against chemical T&E 5,
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effects;

e) measures shall be taken to prevent cables in troughs from being damaged by

vehicles running over them;
f) ground movements and vibrations shall be taken into account;
g) for vertical installations, the cable suitable for that installation shall be supported
by suitable cleats, at intervals determined by the cable construction, and

information provided by the manufacturer.

h) if single-core cables are laid through reinforced ceilings and walls the possibility

e) LABBTLHIMILD, NT TN =T NOHREGEEIET 57O DFEREH#E LR
FIUTR 5720,

f) Mg OBECIEE 2B E L2 7e 5720,
g) EEHAMRDGEE, FTO LI Lz — 7Nk r— 7 Vs R OMhEE 5 AFT
HIEMICE > TRESNDRIBT, @Y7 UV — MLy XFLRTNIE 6%

AN

h) HEL s — 7 VAR A D DI & BE A > THE STV BB, BRI B

of heating the steel reinforcing bars shall be considered. If necessary, suitable

structural measures to limit the heating shall be determined.

Cables installed in metallic pipes shall be grouped in such a way that the conductors
of all phases (and the neutral, if any) of the same circuit are laid in the same pipe to
minimize eddy currents. Consideration should be given to the location of the

earthing conductor.
Insulated cables shall be installed so that touch voltages are within the permissible
values, or so that accessible parts with impermissible touch voltages are protected

against contact by adequate measures.

NOTE There may be a risk of high circulating currents in screens of sheathed single-core cables,

especially when laid flat.

Metallic sheaths shall be earthed in accordance with Clause 10.

The length of cable connecting transformers and reactors to a circuit shall be

selected so as to minimize the occurrence of ferroresonance.

Care shall be taken to limit the mechanical stress on equipment when connecting

power cables.

AREMEEZ ZE L R ER S, MEIZ KD, NEAEHIBRT 5 72 0 Db e ki
B 2 O R T IER B 20,

L BEVE TR D — T, D P ER A RN 2 D70, R BT RT
OFRER (KO, FAET 225G 2R —EE A Lo iuide bewn,
HROBEL T et ~& Th D,

Mk r — 7 0L, HEARVET 2 A MEUNICE SO 2 ) UIHEMEIENFREEZ B 25
B, TV B ARGERES Z YR FERICLY, SO E#ET D LI LR T
A SYANAR

FriZ, EDRMRIROGEL, @BESOMELT — 7 L OEA~WEIZK
S VBB BRI D FERD & %,

ERD

AR — A3 10 B(THERL U CHEM L 72 Ui Ze B 720,

BIEZK/ OV 7 7 bVERIBEZEGT 57 —7 VORS1E, HROFREZ /NI
DX OITHE LRITIER B0,

BN —T7 NV EET A L XX, ISR RS ) A HIR T 5 Z SR L
DR EALEY AN

6.2.10 ER K OMTE M
[BAF, K41 —E]

6.2.10 Conductors and accessories

This subclause deals with conductors (rigid or flexible) and accessories, which are

6.2.10 BR K OMSJRE bt

ARG, RN OH DT 4 — RO —H Th 28K \IEUT7 LR 7)) KD

AEOUIEICE, FRE38008
eyt
O ER DO BN HONT
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part of outgoing feeders or busbars in installations. ZOMEMERD D, Q5| B O

Covered conductors shall be treated as bare conductors.

Provision shall be made to allow for the expansion and contraction of conductors
caused by temperature variations. This shall not apply where the stress caused by

temperature variations has been allowed for in the conductor system design.

Joints between conductors and connections between conductors and equipment
shall be without defects and shall not deteriorate while in service. They shall be
chemically and mechanically stable. The joint faces shall be suitably prepared and
connected as specified for the type of connection. The temperature rise of a
connection between conductors and switchgear in service shall not exceed the
values specified in IEC 62271-1:2007.

NOTE The open ends of tubular busbars should be plugged to prevent corrosion and birds nesting.

Provision shall be made to avoid possible resonant oscillation of tubular busbars

BB ERITHRER L L TR DRI TR S 220,

BEZELIZ X 58RO 2R T 5 L9 2Rt 2R S 2T iud7e 57w, BEZL
WL TRETHA N LR E, BIKU AT AOFRFFIZEWTHETE 2 561L, A%
mH LR TXuy,

BRI O GE M ONEAR &SR ORI OBpEIE, KA EE < x> T2k LTt
BV, FA IR LOMAICZE LTV TI R bR, #amiE, #
FEDOFEEUT IR U TIRD I HIET, B RO L7 < TR B0, K DER
& BB E R O BEeE T OIRFE E5A1E, TEC 62271-1:2007 (28 E SN2 EE B2 Tidh b
AN

M7 A= DB, BEEOCEORIEY ZB1ET 5720 Z &R
PEFE LV,

R

JBUZ K B G 7 A N— O IRIRE) & [FEEC X 23R 2 D 2 0 UL 5 7au,

caused by wind.

@EUZ LD T A —D IR R
B [0 0 SR A5

6.2.11 [z
[BAF], X4 1 —E]

6.2.11 Rotating electrical machines
The risk of personal injury from faults within the terminal boxes of machines shall be
minimized. The terminal boxes of motors shall withstand the local short-circuit

conditions. Current-limiting devices may be necessary.

The degree of protection of the equipment against the ingress of objects, dust and

water shall be chosen in accordance with the spesiakclimatic and environmental
conditions at the site of installation. Hazardous parts of the machine shall be
protected against accidental contact by persons. The degree of protection shall be
defined in accordance with IEC 60529.

The insulation level of the machine shall be selected in accordance with IEC
60034-1.

Sufficient cooling shall be provided.

6.2.11 [ml#sfk

(AR D Ui 1R N ORI K 2 NS o faRtil L, oMb Le < Tk b v, £—
X ORI, JRETO R B X AT iuE e &, Bl REE S LB 5 ]
REER D %,

W, BRROVKORANIT T 23RO REERIL, BRI ORELATICI T 5 ke
162 e OBRBESIFITHE - TRIE 2T UE e 5720, B O BRI 1E, ANZ L DR
Pefilis DR L2 i 7e 72, CREESHRIT, TEC 60529 IZE-> TEDDIMELRH L,

A DR L ~UL1E, TEC 600341 127t - TE LR T LT e B 720,

TR A F B 2RI RITIER B2,

ARLILREAEI BT 2L DO TH
Do
ABEIOSIE, TR, 8% 0K
DRI DR DOk
DED F | HT-BRRLIZHE DT
HD,
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BOEDEL F < H Al L DARA N

NOTE Machines should be protected against exceeding the maximum permitted temperature rise by
use of suitable electric protective devices. Particularly for large machines or those critical for a production
process, protection devices should be installed which indicate an internal fault of the machine or, if

necessary, automatically shut it down

The overall design of the installation shall identify requirements for the type of motor
enclosure, particularly if the motor is to be installed in a hazardous area. In addition,
safety issues such as noise levels, maximum temperature of surfaces accessible to
personnel, control of spillage and guarding, shall meet the particular requirements of

the installation.

Starting large motors results in voltage drops in the electrical distribution system.
Different techniques are available for reducing the impact on the electrical network
when starting large motors. The protection equipment shall be designed to provide

adequate protection of the motor during the complete starting sequence.

The contribution of large motors to the short-circuit current shall be considered.

AR EUIARERRGEREREOCHEMICK Y, RRFFAIRE OB ) b Bl 2 P
DT EMEE LY, LV RIS SRS TRIZ & - TR THE R
[ DWW TR, RIS O NI IR 2 KR 50, SHETHUTEEEE 2
HERIIEIE SE O REREZRET O EBREELLY,

B OEMRGEF T, EIEOT 7 u—Uy OFHICOWT, FRIZEEE G
BURICERE SN D56, €OERFHZ MR LR omn, BiZ, EE L,
A DIEM AT RE 72 e O s, AW R OB OHIE 22 & 02422 B4 5 RIS W
TUE, ZOBARIHFFET 2 ZRFHEZ L LRI IR 570,

KMOEEEOEENL, BLEV AT MIELEFE T 25 i 29, KIAUEEEOEE R
DOECEMICKTT DA %7 2R ET 572D Off 2 DN AFRRETH D, Mg DI
L, EEDHESH ORI RICEIA~E O R RENTZ D X O ICERE LT iEe
SR AN

KRIEVEIEDOEASERICKT a2 P Ea— g 2B ELRITIUTR SR,
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7.2.1 PRIEANYTHERR B
Hife
[E A A, X431 —D]

7.2.1 Protective barrier clearances

Within an installation, the following minimum protective clearances shall be
maintained between live parts and the internal surface of any protective barrier (see

Figure 1):

— for solid walls, without openings, with a minimum height of 1 800 mm, the minimum

protective barrier clearance is B1 = N;

— for wire meshes, screens or solid walls, with openings, with a minimum height of 1
800 mm and a degree of protection of 21¢B IPXXB (see IEC 60529) the

minimum protective barrier clearance is B2 = N + 288 80 mm

7.2.1 R8T BN R B

AR TIL, IR T/ MR EREREREEZ, FEEHE
FLZ20ud sz, (X1 21R)

ETOMRFEUT O & D H THE

— B 1800mm LL_EDBH FRD 2R EAEE |2 kt9 DR S T BERF EREE B1 1X, B1=N A

S E=E 1800mmEL EDOBH OB LAY A
YA a2, ATV —1 iI{Z!KBSE“C%o“C PR AT 1T RINE  [PXXB (IEC 60529) DY,
DT, H/hORFEANY T BERREEREB2 1%, B2=N-+460 80 mmLL I ;

ZIVE TR T B PR & O
PREESEHLIE, BE 1800mm LA Fod
Bl O DHETAY Ay 2, AT

— > XATEARBEZ W T, A
ER DR EEIEICI > TSN
TV,

A BlIOBIEIZ LD PR GEZR IPXXB
IZfE—&h, B Ao kESIcH

L COBEDNRLARD, HIZIFRD

BT IR L CARO L RDMRIES
NAEEETHIUT I EVIAE
IZEEINTZ,

:ﬁ“L X, FRIC D fE R T~z

(ZRTL TIPSk IPXXB T
Jréa\f“a%ékb\ﬁ%zji IZHOE,

oSt 2 e Y ’*C'f*fﬁi‘ = WIESN b DO EHERI 35,

NOTE__ The degree IPXXB ensures protection against access to hazardous parts with fingers. VEED  IPXXBEEMRIL, FRICLAIERRE T~ Ik AIRELEFEICT 5

For non-rigid protective barriers and wire meshes, the clearance values shall be [ E AV CWDRUVMEE AT T B NI A Ay 2 DOV T OBERRIEBEDOE L, (R T XX

increased to take into account any possible displacement of the protective barrier or | VA Y Ay 2D ZENLO [ HEM:ZZ B L THEIL 2 uiE e b,

mesh.
7.2.6 AERT7 = AT | 7.2.6 External fences or walls and access doors 7.2.6 ST 2 AXIBER N7 7B ART MR FHI LV EEFF rf DR AZEB
BER T 7B ART IETXD5A O3 RFINETLS
[N, X45: 1 —E] Unauthorized access to outdoor installations shall be prevented. Where this is by AR T AIEFF I O 7 72 A F P IE L2 AU b7aun, ZOFEN, M7= AN | T2,

means of external fences or walls, the height and construction of the fence/wall shall | [3BEIZLD5A, 7= A BEOES K OREEIL, LUBDLZEEIET 2D LI-H DTl

be adequate to deter climbing. FUTRB7R0N,

Additional precautions may be required in some installations to prevent access by T2 AD FOHRENC LD T 7B AZBIET 572012, BINO TRHEEZ LEEL THE,

excavation beneath the fence.

The external fence/wall shall be at least 1 800 mm high. The lower edge of a fence

shall not be more than 50 mm from the ground (for clearances see Figure 2).

NIRRT 2 A BEE, @& 1800mm LA _ETARIF LRG0, 7= A0 Fimld, #imins
50mm LT T U750 (B FEBE XX 2 2 0R)
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Access doors to outdoor installations shall be equipped with security locks. BN ~DT 7 BEARTITIE, trhe ESELEE 22506 L7221 e by,

External fences/walls and access doors shall be marked with safety signs in T = R BER T 7 AR T 1, 8.8 B |ZHE> CE A A R LT T b7,

accordance with 8.8.

In some cases, for public security reasons, additional measures may be necessary. KONDr—ATIE, ARLZEOIENG, IBINOFBENVEITRD A REEDRH 5,

The degree of protection of IP1X (see IEC 60529) shall be used. [P1X(IEC 60529)D PR Sk A H L7l T AU 72 5720,

NOTE__The use of metal mat fences with a mesh size of 50 mm x 200 mm (width x height) is applicable if I MO R EHC LV EZE A DR ARG IE CEXAEA121E, Ay 2P A0 50 mm X &S

the design of fencing prevents unauthorized entrance. 200 mmDEJE T =L AT AHILENTES,
7.4.2.4 B 7.4.2.4 Earthing 7.4.2.4 B AEIOBIETIX, HIFHIZ2NED
[BAF], X431 —E] FUE UIERRIZ e <, kot %

The enclosure of a GIS should be connected to the earthing system at least at the

following points:

a) inside the bays:
— close to the circuit-breaker;
— close to the cable sealing end;
— close to the SFeé/air bushing;

— close to the instrument transformer.
b) on the busbars:
— at both ends and at intermediate points, depending on the length of the

busbars.

The three enclosures of a single-phase type GIS shall be bonded together before-

earthed at least at the end of the enclosure of the outgoing and incoming feeders.

Additional bonding straps are not required at flange joints if it can be ensured that the
contact pressure of the flange provides adequate contact connection for high

frequencies.

GIS D= 7a— X, Db RO B THHIL AT LAt T & TH D,

a) NADNHE

— RO

— TN VRO
— SFy/RHPT v 7 O
— EHaRHZE AR O

b) REERIN
— TSR OV RS, 2

(TRERO R SITIKAFT D,

SR\ Efee (B) CHH AL Hske
%I AN D 7a— T il CHEM LT iR bre .
\

[SEDE o :kq—}— "'—’i:/iz-’f‘-h -Hn H—-/— c -/— L \—},\

= Srayain

g@;%@ HZ 40 A0y
g

71+ Z 4
T oA ©

S el g Al Lo L 2Dl

BIMENDR T AT AN T (TTo PRIy v NI, 770 PO R#EYcHY, &

B — B BIMEIECTEALRDIE, 770 P OFEEEICB W TIMLEEL LR,

WHT-HLDTH D,

R T 4 TERO R B
TLHRBBHIBRE TS, I
%, ERR 10.2.2 F*%éabﬁ’a%ﬂ%%
H| ZWET 2 b0 ThE 5o

RIFREREZ D, LW HIER
WZEDbDLHENI S D,
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Earthing conductors of surge arresters for the protection of gas-insulated installations

shall be connected by as short a connection as possible to the enclosure.

Metallic sheaths (for example metal enclosures, armoured coverings, screens) of
cables with nominal voltages above 1 kV should be connected directly to the GIS

enclosure.

In some special cases, e.g. cathodic protection of cables, it may be necessary to
separate the earth connection of the cables from the GIS enclosure. In this case, the
installation of a voltage surge protection device is recommended between the sealing

end and enclosure.

W AR AR D IRED T2 D DREE R OEHIEIR Y, = 7u— T2 LT, TEXHRVEL

BEGE LR T 25700,

INFEBEEZFESOr—7 VO R — 2 (F 212, Rlo ryu— Ty, st

TXICEEERS T RETh D,

1kV Himo
HR— AN 1L, GIS D= —

Wz, 7 — T VOB HE L DR AICB WL, GIS O rn—Yykir—7
IV DR A A BT A MR HVIES, ZOBEEIE, =yl ru— U i
B — VR E O E A HELE D,

1 : PAEH R SGE A X 5k (L ERT) 7.2.1 PR NY T BERR PRRE O SRS
WNOLRFENTT i RN 1 IZoWTh R TEESHh
Protective cbstacie Protecive bamer
T ARG KD IE B 3 : 72,
il =
(AT, (<4 —D]) 3| T—— —
A5 A N
R TET
bt o [, Accessiie surtace
T
FooN Solid wals withouw openings
Indoor. )y N+ 200 (502 min.}
Ouroor: Oy = N+ 300 (602 min.) m— By= N+ 100 mr!(m- h.cr-e‘ "
Barrier iess than 1 800 Non-accessiie surface By=N+ED Wire mesn screen
or ralls, chains, ropes nside 3 bamier or osdCle “P2x US 528V)
(BIE#) REATR2I e IAUN
Protective obstacle Protective barrier XdistancerO—NJ K dist: B-N 1
DB (RENEE) e
DHIBR (RENDEE)
= s T = g g
. - o - S &
§. 3 i:: H & ;% @E i R QE Ei
s g A iz | BT ";} g of 4 e s 8 %
2 p EE HHEE 8 3 o~ 2 oo i L ~
" Al gg i 2 : I + ~n| BE T *
= ik 22 - ﬁ Accessible surface 2| 1 - = =
o s e - s - ; ! K [T n
) T N\ E® T ﬁ’?tZ‘Jﬁ“*T’EFE
indoor: @, = N'+ 200 (500 min_) |/ Bi=N Solid walls without openings TRV & N 7 I, W o TTTT 7
Qutdoor : &, = N'+ 300 (600 min.) ] | B:=N+80 E‘l\grfxnéesh.'Screen Em . 200( J 0 ) e / |-1 \ - B|=N EEDEH@T;DIEI%EE
arrier less than N ible surf * /] m - .
Burra?lsl. cha‘:-s.r;:lgsn ins!od:-:cbc:fnse.ror?h;:b IEC 0217/14 B4 02‘ N+ 300 (&K 600mm B, = N\+ 80 —'jl;xt(; wisg | AT ="
Pibanaliii dinciio 1800 FHD T XL INUTRIFFTR49)LD
K TREnEO L=k Fr—>.0—7 ABIDERERT 7t ARETHE
ey
o ‘ ¥ height T H-N | ) &Il B& Xheight TH-NJ o#IR&
N Minimum clearance N o= )RR (REENEH) (REDOEH) BifirEmm
0 = FTA%YILIEIRERE B
O Obstacle clearance B = /\UEtigEEEE
B Barrier clearance
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Figure 1 — Protection against direct contact by protective 1: PASHAEE KGEAR IR N O IRFE YT RGEA T AL T M LD E R

barriers/protective obstacles within closed electrical operating areas

A OBIEIZLENTC-N, E-N DR
HELTH -NJ O @& SIZ BT
st ¢ e s s HIpRESNT, (EFLDOEF)

2: T = RS RET
DB BENREERE M O/ | (SERT)
sy

[BAF, X5 1 —E]

SCO (8 000 min)

Accessbie
surface

Dimensions In millmetres
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2 3C (B AT DAZL)
BRI R, BN =T A TR T

2 3C (SRR DO FAER)
< HUBRIE R, BN S =T TR T

WL B - 50 R oA A 1

(HIE)
s distance [C-N,E-N | ’
DHEIER (RELOLH)
%height [H-NJ O R
b (RELoOZH) e 5
i i
D\ ;
: ; H' = BT T RATOT I AT S
g é FERO EOFEBORNBER
=] i EHaaaG il £ R
e i Areawithout : S gﬁﬁ%&fu
2 five parts 3 X5 <+ N = 5 BEIRERRE
s o H g =+ =1
| 8 and |nsq!gtor5: + 2 a. FBEE TOEMEHSHEABTH
+| 8 i . 2y B|ER, N TRET TS
AR | T 7IUIC £ BREERIEITNIE
=| = s 5L,
| =2 | = . .
z| = =l w b... COBEEH2250mmAH THS
R : = Y g - Bl IUTREATAEIIL
Al g E 3 @ L BREERIFEZTNEES
~ = 2 ] = [ AN
= o
=3 == @ =
Accessible - 3 ﬁ
surface ! i e a TOCARIREGRE + _ B{ilEmm
NNNY /NN /AN NN PN Y/ FAN T ANNAT £/ \NNY NN /Y 7 (NN AN v !A\\V/J?\\V.’A\\\:Ii\ 7 TR DTN T AN NN NN NP NP AT N TR
C=N+1000 Solid walis _ C=N+1000
E=N+1500 Wire mesh / Screens E=N+1500 DAY A2 A9 )=
IEC 0218/14
Dimensions in millimetres
2: M7 = A BETO 5 SRR ERRE & O/ NS
Key
N Minimum clearance
H' Minimum clearance of live parts above accessible surface at the external fence
a If this distance to live parts is less than H, protection by barriers or obstacles shall be provided
b If this distance is smaller than 2 250 mm, protection by barriers or obstacles shall be provided
Figure 2 — Boundary distances and minimum height at the external
fence/wall
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8.4.2 WrKEEE DO HHA
[ 1k 2
[EAF], X431 —D]

8.4.2 Devices to prevent reclosing of isolating devices

Suitable devices shall be provided to render inoperative the actuating force (i.e. spring
force, air pressure, electrical energy) or the control of power mechanisms used for the

operation of switchgear employed for isolating purposes.

NOTE It may be statutory in certain countries that these devices shall be rendered inoperative by suitable

locking facilities.

Where removable parts such as fuses or screw-in circuit breakers are used for complete
disconnection and are replaced by screw caps or blank inserts, these caps or inserts shall

be such that they can only be removed using ar-appreved a suitable tool.

Manually operated switches shall permit the use of mechanical locking devices in order to

prevent reconnection to the system following isolation.

8.4.2 WriKEEE OB AL 1L E

Wik B D 72D O BHEASEE O BEICH WS D EMESI ( A7) 7)), 225+, &
[N F—) IR T — « A H =X LOFFNITM IS U TEIETE 20 L5 (1
T D7D OEY) I EE AT 2 UT R 57w,

Hit: ZOZEEHAETIE, ZhboEAs: @it o v 7iExRIic L VEEL
BRNES LTI rng, ENICED LN TWAELEELH D,

b o — A5 AR R O K 512, BY S LSRR 2R 00 & e 4 e 51 4% Lk o
TOIHERAL, ZLTAZ Y a—-F v v 7 XUTZERE I AY CEET 25581,
INHDOX v v THDHWIIHAMIL, #3 SR NN =R AV RPN el SR @ il
JED D LI LT iEZe 6720,

TENEREBHPAZR I, WIRZIC T AT A~DOFHFR A IED T2 DT e a » 7 T E
AR TR B2,

A BIOBIETIE, FHHIRNED
FEUSEReS, WA T LA
(ZBITORBE AELTLOTH
50

8.4.3 MRAEMEE
[HAR], X55: —D]

8.4.3 Devices for determining the de-energized state

Devices for determining that the equipment is no longer energized, shall be provided,
where required, considering operational requirements. The extent of such provisions —

wherever practicable - shall be agreed between the supplier and the user.
All devices supplied shall permit the de-energized state to be checked at all points where
the work is to be done that have previously been live, without danger for the operational

personnel.

Either fixed equipment (see IEC 62271-206) or portable devices (see the IEC 61243

series) can be used to meet this requirement.

8.4.3 MRAELEE

BER DI TRIECTH 5 Z L A HIET A 5EE L, BMELOBRFHAEZEL, ME
REAITITER T N T IE e bV, Tk S A EEoFEGEIT, EETX
HEEILEIC, AT LB O TERE LT iR b0,

s SN DTN TORELEREIL, DANCHEE SN TOTEREZIT 5 N2 TOHY

2OV, BERISHT ofEM7e Lic, BEEEREZHER TS 2TERsR0,

[ ET A% E: (IEC 62271-206 M) NI rfkPEEE (IEC 61243 ZHRIEHRESE — M
Tam) Y, ZOFSREFEHERMZT-OCHHTE 5,

A EOSIETIL, $FIZRNED
FLE UITRRZ 72, RS2 H B
A Y

8.5 T —/tfEA G| &L
TGRS DR E
[BAF], X431 —D]

8.5 Protection from danger resulting from arc fault

Electrical installations shall be designed and installed so that personnel are protected as

far as practical from arc faults during operation.

The following list of measures to protect against dangers resulting from arc fault shall

serve as a guide in the design and construction of electrical installations. The degree of

8.5 T — IR GI ST fERN DO

1|

BRI, BRI T — 7 ifEN S TEX AR R AZIRET D LI, &
SR O L7 < TUEZ2 B 720,

WIZRT T — 7 RIS L D fER OIRET D0 DFED Y A M &, ERARME O
RIMOME TOHTA & LTRHA LRTRIER B2, 2 bOEBEVEDOHWIE, s

AEIOBAETIE, HAfrizaigEz D
RIEUITRHL, EAZBRRT
IR OV TEHRAL TEHHRH
IZL72bDTH S,
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(AR - X 57 ] cHIBRIE T ER, BINET =TT T CHIBRIZ ZERR, BN H =T A TR
importance of these measures shall be agreed upon between the supplier and user. TLEHHEDOR TEEINDIRETHD,
a) Protection against operating error, established, for example, by means of the a) MBI T DIREIL, B ZIXKROFEIZ L - THENLT 5,
following:
— load break switches instead of disconnectors, —  WrigEs oY oA PR
— short-circuit rated fault-making switches, —  ERETERE T AV N A—F% B RR
— interlocks, - frEav7
— non-interchangeable key locks. — KA F—m v s
b) Operating aisles as short, high and wide as possible (see 7.5). b) TELRVELS, &< LUMERWEREH@RE (7.5 28)
c) Solid covers as an enclosure or protective barrier instead of perforated covers or wire c) RAZEAIAN=XFZTA YAy 20RO 7 a—2 % IREANV T E L
mesh. TDIEAR T S —
d) Equipment tested to withstand internal arc fault instead of open-type equipment d) BHAAIEZR IR N T — 7 BB iC i 2 2B S v 7o iéss (Bl 21X TEC
(e.g. IEC 62271-200, IEC 62271-203). 62271-200, TEC 62271-203)
e) Arc products to be directed away from operating personnel, and vented outside the e) BMEFZ D OHENT- I ~ANT 2T — 27 AR, YERIGAEITEY ORI
building, if necessary. T 5
f) Use of current-limiting devices. £) FREEEE O H
g) Very short tripping time; achievable by instantaneous relays or by devices sensitiveto | g) FEFEIZFEW Y v 7°E%EF‘?I ZHFERREY L—I2 ko T, HDHWITET, HITE
pressure, light or heat. WX 95 mRE 2 B I Lo T S LD
h) Operation of the plant from a safe distance. h) ZRREEENO DT T v~ ORIE
i) Prevention of re-energization by use of non-resettable devices which detect internal 1) BEARPNER O MR 2 R U, 7Bk ae bl S FIRE T, 70, MR
equipment faults, ineerperate enable pressure relief and provide an external izl ty FTERWEBEDOMHTIC X 5 HAEON L
indication.
8.7 KSIITxtT Dk 8.7 Protection against fire 8.7 KKITxIT DR A EIOWIETIX, HMa72NED
8.7.1 —=FIA 8.7.1 General 8.7.1 —=FIA FLE UNTAHRRIC7Z2L, RBLAZIERMEC
[EAR, X55:V—C] RELZLOTHS,
Relevant national, provincial and local fire protection regulations shall be taken into BT 2 E S, i & Ok KR RERLES, SR DX FHIB B LT e b
account in the design of the installation. AN
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NOTE Fire hazard and fire risk of electrical equipment is separated into two categories: fire victim and fire

origin. Precautions for each category should be taken into account in the installation requirements.

a) Precautions to fire victim:
i) space separation from origin of fire;
i) flame propagation prevention:
— physical layout of the substation,

— liquid containment,

— fire barriers (e.g. ire-resistant-materals-60/909 fire walls with fire resistance of minimum 60

minutes),

— extinguishing system;

b) Precautions to fire origin:
i) electrical protection;
i) thermal protection;
iii) pressure protection;

iv) firetesistant non-combustible materials.

Care shall be taken that, in the event of fire, the escape and rescue paths and the

emergency exits can be used (see 7.1.6).

The user or owner of the installation shall specify any requirement for fire extinguishing

equipment.

Automatic devices to protect against equipment burning due to severe overheating,
overloading and faults (internal/external) shall be provided, depending on the size and

significance of the installation.

Equipment in which there is a potential for sparks, arcing, explosion or high temperature,
for example electrical machines, transformers, resistors, switches and fuses, shall not be
used in operating areas subject to fire hazard unless the construction of this equipment is

such that flammable materials cannot be ignited by them.

If this cannot be ensured, special precautions, for example fire walls, fire-resistant

separations, vaults, enclosures and containment, are necessatry.

ER: EABERR O K KD K K FEDERIEL, LT 2-50h73Y, 97005
KEME R OCKRKDFERNZKRIEND, TNENDOH TIN5 T Pt
%, B OERFHIZEETLETHD,

a) KEPEIKRIT 2 TR E:
i) KEDKITENHDZER Sy
i) KROAFED T
— EEFTOWHE E
— WRIRKEGANA 25
— iR (1] REH#kE£6090 FAKIR 60 23 Difit KPEDP JHE)

— WHATAT A

b) K FED RN RS2 TR HE &
i) EXHIRGE
i) B iR
i) R
iv )bt TR

KSR, REEE e OSReBh BB I ONCIE R A Ml TE A IOICELE L7l uid7en
2N, (7.1.6 20R)

BAFDOE A I A L, HAKRIEOHHWDLE R FHZFRE L 2T T ebiauny,

EE, AT K OV (D, IR IS LA R D BEFRI k-2 B B B 2, 3%
O CBEEEEIZSU T, BRI,

KAE, T—U T8, BRI SR AT D RN DO, BT E RN, AT
a, WP, BAPAGL Nea—X03, KEKDEROHLEE KT/ AL T3eban, 1o
2L, O E L, FRIERP RIS Z 6 DRI K-> TE KL W ISR G B 1EZ DR

ZIMERESZRITIUE, BKEE, it KO EE, RO, v ra—Ty, BER
EDRERN T RS E DM BT 5,
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Consideration should be given to separating different sections of switchgear by fire walls.
This can be achieved by means of bus ducts which penetrate the fire wall and which

connect the sections of the switchgear together.

B3 KBEZ LD J72% B PSR E X 2 3 1 5 2 e B A DM E D %, ZHUEP) KEEZ B
L, BHPAZSE XA 35/ AKX ZMNZ X > TRlfEL 72D,

8.7.2 EEgs, VT /7Mv
[IRAL, X45:V—C]

8.7.2 Transformers, reactors

In the following subclauses, the word 'transformer’ represents 'transformers and reactors'.

For the identification of coolant types, see 6.2.2.

IEC 61100 classifies insulating liquids according to fire point and net caloric value (heat of
combustion). IEC 60076-11 classifies dry-type transformers in terms of their behaviour

when exposed to fire.

The fire hazard associated with transformers of outdoor and indoor installations is
dependent on the rating of the equipment, the volume and type of insulating mediums, the
type and proximity and exposure of nearby equipment and structures. The use of one or
more recognized safeguard measures shall be used in accordance with the evaluation of
the risk.

NOTE For definition of risk, see ISO/IEC Guide 51.

Common sumps or catchment tanks, if required, for several transformers shall be

arranged so that a fire in one transformer cannot spread to another.

The same applies to individual sumps which are connected to the catchment tanks of

other transformers; graxel crushed stone layers, fire protection gratings or pipes filled with

fluid can, for example, be used for this purpose. Arrangements which tend to minimize the

fire hazard of the escaped fluid are preferred.

8.7.2 Eltgs, VT /v

WOHITIE, EESREVORGER, BERREVT 7V ERT,

BIFEEONL, 6.2.2 THSROZ L,

[EC 61100 T, #afatiiiiiz, 38 K5 ONERE ol —fl (BREEE) (12t~ THEEL T
W5, IEC 60076-11 T, o UEEg2 KR IZSHENTEEDIRBVEWVHYBLED 53
LTW5,

BN VBN O E gl BE 35 K K DOFERRIL, #as D ERS, HufxitiRo &Ll

B, BRbe o0 L ORE O, BOTIRREL O HRREICL D, 1 SSUTEE O
SN BRET UL, VAT OFHIIIHE > THRA L 2T HUIT7ms70,

Eit UV AZDEFEIL, ISO/IEC Guide 51 &M,

WSODINDEELZRD T D IHGBDWEARTE D AT F o I BEIRGAX, 1 DOXEE
ZxD K DM ATEDISTRN I E LT AU 7R B0,

FCZ&E, tOEREIROERS 718 L TODIE 2 OIBARTREDIZEH 2 TEED, fl
2T, BfE eaE, ik Vv —F 0 7 SUTHRIE TR 7z LTZBLE A, 20 A RID 72D I4#
MTED, T DD K FEDfERE R IMET DDITBL OB ENEELL,

AEIOBIETIE, iR NED
FUEUIXFRFIC72<, S HRIEE OR
VOFTIERIOGEAZ RIE LIS
DTH5,

8.7.2.1 B4 &
[IAL, X45:V—C]

8.7.2.1 Outdoor installations

The layout of an outdoor installation shall be such that burning of a transformer with a
liquid volume of more than 1 000 | will not cause a fire hazard to other transformers or
objects, with the exception of those directly associated with the transformer. For this

purpose, adequate clearances, G1, G2, shall be necessary. Guide values are given in

Table 3. Where transformers with a liquid volume below 1 000 | are installed

near eembustible walls of combustible material, special fire precautions may be

necessary, depending on the nature and the use of the building.

8.7.2.1 B4 &

BAVEAHOBLENL, #KED 1000028 2 D EAROKEDFAEL T, TOEEEEE
BERR T DR A IRE, W28 E R UM DR D K K DR IR 22570 0 Ko T 7
AUFIRBIRN, ZDT20DITIE, 372 R ERREG |, G, N TH D, K 31T H LDz faik
T %0 WREDS 10000A; D25 5 A nT RSB O BED AT IZER B T D5 5%, B
DM K OHIBIZIG U TREBIZR K S TR E D B L 70 D ATREME D B D,

A EIOBAEIZ N, BAVEEZRD
HERR FERE LB 2 AR EIZ DWW
THRESI, ZNWETOMELLT
DEBVIZER I,

O DZE FE#5 XITRREEE 3R
T & OB b R R

O FIRMEEE ) 2 1 & DB bR PR A
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If automatically activated fire extinguishing equipment is installed, the clearance G1/G2

can be reduced.

The reduction of distances G1/G2 shall be agreed upon between the user and the supplier.

HEHICIEE) 21 ISR 2R E T 25518, BERRERREG G, 2RI 52 &3 TE 5,

BRREG /G, OISR, (% LMt B CRE SN TS0,

If it is not possible to allow for adequate clearance as indicated in Table 3, fire-resistant

separating walls with the following dimensions shall be provided:

a) between transformers (see Figure 6) separating walls. For example El 60 #-

— height: top of the expansion chamber (if any), otherwise the top of the transformer
tank;
— length: width or length of the sump (in the case of a dry-type transformer, the width

or length of the transformer, depending upon the direction of the transformer);

b) between transformers and buildings separating walls. For example El 60; if additional

fire separating wall is not provided, fire rating of the building wall should be increased,

NOTE 1 REI represents the bearing system (wall) whereas El represents the non-load bearing system (wall)

where R is the load bearing capacity, E is the fire integrity, | is the thermal insulation and 60/90 refers to fire

resistance duration in minutes

NOTE 2 Definitions of fire resistance are given in EN 13501-2[37].

Table 3 — Guide values for outdoor transformer clearances

# 3R+ B IERE AT D 5 LN TERWG A, IROSHEDI K 57 B A 7%
DR DE N EANCYIAN

a) AR GERIZX 6 2 /) o5y BERE, 58

— B ZIAR Ty TR oN— (FET D5 6) OTEE, 25 TRriFiux, £+
SRE T DTARR

— RB& RIREDOMWE T ES (GREELROYH, BIEHROE X ITRS, BIESH
DI NZLD 70 D)

b) sl OO BERE, il EI 60, 18O 2BEREN G T L2 WEAIE, &Y
BED K S ER A& BT TIRB0, B
REI 90, (X7 &)

HEFL 1 REIINXTU T VAT A (BE) THHDIZK L CENTIEA XTI T VAT A
(BR)Z£4, 22T, RIBATRAXT VT v 30 T 1, BIRSEEWE, I3EVY
Hakx, 60/90 132D kMR R TH D,

it 2 Mk MEDEZNE, EN 13501-2[37]12k 5,

#* 3 BAVEEGOBEREEE B AN E

REI & EI J DN APED TEF T
THi-lBmEN,

ARSI L 0D BE L 1A | HEHLOD
T, BIRTED B DOEZNHT-I
EiLENT,

Clearance G1 to other 7R T Ba N
transformers or Cle"’ga.nw Cdd s ALPRYE ) 3R i
o buildin building T ey B "
Liquid volume f—qf surface of 15 I B « AR D & P R LD et e
Transformer type %bl combustible ZQE%'E@%@*E P, %g
non(r::;[]ezzll e material %EBI’HEE%EGL

0 m m 0 m m

1000 <--+<<2000 3 7.5 1000 <--+<<2000 3 7.5

Oil insulated transformers 2000=---<20000 5 10 RS (O) 2000=--+<20000 5 10

© 20000 = - - + <45000 10 20 20000= - - - < 45000 10 20

> 45000 15 30 =45000 15 30

Less flammable liquid 1000 <+ ++ <3800 1.5 7.5 TR MR IARHER% | 1000 < -+ - <3800 1.5 7.5
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G (BUERTR DATL) G (BUERTR OFAER)
HIBRIT ZERR, BN o H =T A TR HIBRIT ZERR, BN H =T A TR
insulated transformers (K) BE2 (K) -
With:ruott:::j:ced =3800 4.5 15 S Rt oL = 3800 4.5 15
Less flammable liquid Clearance G1 to building surface or adjacent transformers B AT R AR % M F i Xk %%%E%%MD%EK%EE%EQ
insulated transformers (K) Horizontal m Vertical m 22 (K) K m I [H m
with enhanced protection 0.9 15 kiR DY 0.9 1.5
Clearance Gz to building surface or AR ST B SR
Fire behaviour class adjacent transformers HL AR EAR (A) KR YRFR R E@%EBF%EE%EQZ
oree t(r:)nSfOFmefS Horizontal m Vertical m K ¥ m I H m

FO 1.5 3.0 0 1.5 3.0

Fl None None Fl1 7L 7L
NOTE 1 Enhanced protection means ERL 1 RIEIRFEITIR D@D THD
—  tank rupture strength, — B URESLRE
—  tank pressure relief, — HUEIBRIK
—  low-current fault protection, — JNEER R R
— high-current fault protection. — KRB
For an example of enhanced protection, see Factory Mutual Global standard 3990 33 , or equivalent. L IRFEDFNIZ DUV TIE, [Factory Mutual Global standard 3990[33] ) XI5

DLOEZWDIL,

NOTE 2 Sufficient space should be allowed for periodic cleaning of resin-encapsulated transformer ARt 2 GEUEIE CIRESH A ES (BE— VN EES) 1, ERAVESFESL KK

windings, in order to prevent possible electrical faults and fire hazard caused by deposited atmospheric poll

NOTE 3 Non-combustible materials may be chosen in accordance to EN 13501-1[36].

ROBEENERB LIS DD ERA 195 H BT, EWe s
V= T T D3 AR—=ARHHENEFELY,

AL 3 ARRVEMEHIEN 13501-1[36 I HEHLL TR HZ LN TED,

8.7.2.2 PAFHEE KIEEAX
A Nb SR N Y
[BRAL, X4y:V—C]

8.7.2.2 Indoor installation in closed electrical operating areas

Minimum requirements for the installation of indoor transformers are given in Table 4.

Table 4 — Minimum requirements for the installation of indoor transformers

8.7.2.2 PASHEXUEILXIEHIZ

[EAPRAY Ve

BN G O AR M A, 4177,
K4 BNEEGOREICETORIKROERFIH

sprinkler protection

Transformer type Class Safeguards T g OFHEH g il F B
Liquid volume WRARDE 0
<1000 EI 60 respectively REI 60 <1000 El, REI =1 Z4 60 4y
Oil insulated transformers (O) EI 90 respectively REI 90 or EI 60 kA 2R (O) El, REI Z#E41 90 47 X El,
>1000 respectively REI 60 and automatic >1000 REI #1E4 60 43 HEJA TV

77 —rik

Less flammable liquid

insulated transformers (K)

voltage

Nominal power/max.

AR T RR IR AR 28 T
(K)

A BIOYIETIE, BARIZRNE D
FUE LR, RS At
DEFEDHTNTBRES NI,
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53 (BUERT# DA D) 3 (BUERT £ OFIER)
o HIBRIZZER, BINET UH =T A TRT < HIBRIZZEMR, BINET UH =T A TRT
Without enhanced El 60 respectively REI 60 or automatic ) El, REIZAZ 4160 57 X% H B A
(no restriction) RLIRE R L (i BRZ2 L) 3 _ .
protection sprinkler protection AN/ 7*@%3%
El 60 respectively REI 60 or separation El, REI Z3LE 4 60 43 XITAKI-
<10 MVA and ) = 10MVA JOR B
With enhanced protection distances 1,5 m horizontally and 3,0 m SR PRFEDHY T 1.5mM O HEE T 3.0mD 5y
Um= 38kv Um=38kV B
vertically PR
Fire behaviour class KRR IR N
El 60 respectively REI 60 or separation El, REI 441 60 43 XIFKW-
Dry-type transformer (A) FO distances 0,9 m horizontally and 1,5 m WA EE (A) FO T 0.9mK N EE T 1.5mD 5y
vertically EE%E
F1 Non combustible walls F1 RN DEE
NOTE 1 REI represents the bearing system (wall) whereas El represents the non-load bearing system FEe 1 REUIRTV AT A (BE), ENXEARTRT VT VAT A (RE) D

(wall) where R is the load bearing capacity, E is the fire integrity, | is the thermal insulation and 60/90 refers

to time fire resistance duration in minutes.

NOTE 2 Definitions of fire resistance are given in EN 13501-2[37].

NOTE 23 Enhanced protection means
— tank rupture strength,

— tank pressure relief,

— low-current fault protection,

— high-current fault protection.

For an example of enhanced protection, see Factory Mutual Global standard 3990 33, or equivalent.

NOTE 3 4 Sufficient space should be allowed for periodic cleaning of resin-encapsulated transformer

windings, in order to prevent possible electrical faults and fire hazard caused by deposited atmospheric

pollution.

T, 22T, RIZAMARITI X% 30T, Blidok SGEMME, XAV
f&, 60/90 il KBER (43) THD,

EEE 2 MK TED EZRIZEN 13501-2[37]I2k %,

HRr2 3 LRI TR DB ThH D,
— B IR
— LRSI
— /NE SRR
— KRBV

FRAVIRZEDOHIZ- DU T, [Factory Mutual Global standard 3990 | X I[E1ZE D D%
DL,

B HEE CIRESN T A Eds (B — VR A EAR) 13, BRAIHES R
PFORBRPERUICZEICE D KK DfERA L2 BRYT, EM7R
IV == T H IR AR —=ARHHZENEELYY,

ERs 4

Doors shall have a fire resistance of at least 60 min. Doors which open to the outside are
adequate if they are of low flammability material. Ventilation openings necessary for the
operation of the transformers are permitted in the doors or in adjacent walls. When

designing the openings, the possible escape of hot gases shall be considered.

R71%, 60 43 LA LD k2R 272 < TERBR0, M~ 87> TR 71X, 2603
K ATAME T D72 DIFERZ 72 L TUD, AR OIEHRI T BB 1R I, 77X
(IBEELIZBEICRRE L TH RV, B N ARG L&, MBI AN Za@iEn 9% v e
PEZZ B LT UTR670,

8.8.1.3 EAME S H O

S A

e
[BAFT, K4 —D]

8.8.1.3 Containment for outdoor equipment

The quantity of insulating liquid in equipment, the volume of water from rain and fire

8.8.1.3 BAMEESH ORMNA g

RN s AT DO IE I, BN OFERRMIR RO &, IR OB AT LipHDK

AFOLIETIE, 72 NED
FE LIRS, BEFEO I
MHECL, 005 <L Tuna,
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protection systems, the proximity to water courses and soil conditions shall be considered

in the selection of a containment system.

NOTE 1 Containments (sumps) around liquid immersed equipment and/or holding tanks (catchment tanks) are

extensively used to prevent escape into the environment of insulating liquid from equipment.

Containments and holding tanks, where provided, may be designed and arranged as

follows:

— tanks;

— sump with integrated catchment tank for the entire quantity of fluid (Figure 8);

— sump with separate catchment tank. Where there are several sumps, the drain pipes
may lead to a common catchment tank; this common catchment tank shall then be
capable of holding the fluids of the largest transformer (Figure 9);

— sump with integrated common catchment tank for several transformers, capable of

holding the fluids of the largest transformer (Figure 10).

The walls and the associated pipings of sumps and catchment tanks shall be

impermeable to liquid.

The capacity of the sumps/catchment tanks for insulating and cooling fluids shall not be

unduly reduced by water flowing in. It shall be possible to drain or to draw off the water.

A simple device indicating the level of liquid is recommended.

Attention shall be paid to the danger of frost.

The following additional measures shall be taken for protection of waterways and of

ground water:

— the egress of insulating and cooling fluid from the sump/tank/floor arrangement shall
be prevented (for exceptions, see 8.8.1.1);
— drained water should pass through devices for separating the fluids; for this purpose,

their specific weights shall be taken into account.

For outdoor installations, it is recommended that the length and width of the sump be

equal to the length and width of the transformer plus 20 % of the distance between the
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e e g e DL

NOTE 32

and |IEEE 980 recommends that the spill containment extends a minimum 1 500 mm beyond any liquid-filled part

of the equipment.

State and regional laws and regulations shall be taken into account.
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8.8.3 Failure with loss of SFe and its decomposition products

Recommendations for use and handling of SFe6 gas are given in IEC/TR 62771-303.

NOTE Guidance has been issued by CIGRE 23-04 [29] .
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Figure 7a) F ire protection between transformer and building surface of non-combustible material
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Figure 7b) F ire protection between transformer and building surface of combustible material

Key

For Clearances G1and G2, see Table 3

Sector a The wall in this area shall be designed te-aveida-spread-ef with a minimum fire resistance of 90
min (REI 90)

Sector b The wall in this area shall be designed with non combustible materials

Sector ¢ No fire protection requirements

NOTE  Due to the risk of vertical fire spread sector ¢ applies only in the horizontal direction.

Figure 7 — Fire protection between transformer and building
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Key
a Containment: the entire quantity of fluid of the transformer plus rain water

tor For information concerning fire protection gratings or fire blocking outlets, see

NOTE In addition, the water from the fire-extinguishing installation (if any) should be considered.

Figure 8 — Sump with integrated catchment tank

a FEANA A BRSSO D B+ K
b Bikoibo a7 —F 7 F7- 30 KEVE ISR 15T 8.7.2 M

L S618, (%G EID) HARIFEPODKEBET & THD,

8 WA LIRS 7 Z R DU IR

FELZHLDOTHD,

9 BELT- SRS
ZRF ORI

ERI N

Key
a Containment: minimum 20 % of the fluid from the transformer

tor For information concerning fire protection gratings or fire blocking outlets, see

Figure 9 — Sump with separate catchment tank
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Key
a Containment outdoor: the entire quantity of fluid of the largest transformer plus rain water
Containment indoor: the entire quantity of fluid of the largest transformer

b For information concerning fire protection gratings or fire blocking outlets,

see 8.7.2

NOTE In addition, the water from the fire-extinguishing installation (if any) should be considered.

Figure 10 — Sump with integrated common catchment tank
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The installation shall be divided into different zones, each of them corresponding to

a specific class of environment (see 4.4).

In each zone, equipment shall be selected in accordance with the associated class

of environment.

Where necessary the following measures shall be taken in the internal circuitry:

a) metallic isolation of the 1/O signal circuits;

b) installation of filters on auxiliary power supply circuits;

c) installation of voltage-limiting devices such as

capacitor or RC circuits;

low voltage surge arresters;

zener diodes or varistors;

transzorb diodes.

These devices shall be installed inside the protection and control equipment.

Additional measures concerning gas-insulated switchgear.

d) Connection of concrete reinforcement grids to the earthing system at various

points, especially in the floor (see Clause 10).

e) Geoedshielding Adequate earthing for power frequency and transient effects at

the GIS/air- bushings and GIS-tubes. This is achieved by multiple connections

between the enclosure and the building wall (to the reinforcement grid or
metallic cladding) and multiple connections between the wall and earthing

system.

f) Adequate design and testing of secondary equipment concerning their immunity

against electrical transients.
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10.2 Fundamental requirements

10.2.1 Safety criteria

The hazard to human beings is that a current will flow through the region of the heart
which is sufficient to cause ventricular fibrillation. The current limit, for
power-frequency purposes is derived from the appropriate curve in IEC/TS
60479-1:2005. This body current limit is translated into voltage limits for comparison

with the calculated step and touch voltages taking into account the following factors:

— proportion of current flowing through the region of the heart;

— body impedance along the current path;

— resistance between the body contact points and e.g. metal structure to hand
including glove, feet to remote ground including shoes or gravel;

— fault duration.

It must also be recognized that fault occurrence, fault current magnitude, fault

duration and presence of human beings are probabilistic in nature.

The earthing design parameters (relevant fundamental requirements, e.qg. fault

current, fault duration) shall be agreed between user and supplier.

For installation design, the curve shown in Figure 12 is calculated according to the

method defined in Annex B.

NOTE The curve is based on data extracted from IEC/TS 60479-1:2005:

— body impedance from Table 1 of IEC/TS 60479-1:2005 (not exceeded by 50 % of the population),

— permissible body current corresponding to the c2 curve in Figure 20 and Table 11 of IEC/TS
60479-1:2005 (probability of ventricular fibrillation is less than 5 %),

— heart current factor according to Table 12 of IEC/TS 60479-1;2005.

The curve in Figure 12, which gives the permissible touch voltage, should be used.
Annex C shows the IEEE 80 curve which can be used as an alternative to the curve

in Figure 12.

As a general rule, meeting the touch voltage requirements satisfies the step voltage
requirements, because the tolerable step voltage limits are much higher than touch

voltage limits due to the different current path through the body.
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For installations where high-voltage equipment is not located in closed electrical
operating areas, e.g. in an industrial environment, a global earthing system should
be used to prevent touch voltages resulting from HV faults exceeding the low
voltage limit given in IEC 60364-4-41 (e.g. 50 V) [17] .

PESEHDOBRBEOFID I, & R3PS XUEHR X IR N 23R B S AU TR WEHR 2D
WU, EEEORENS X4 [EC 60364-4-41 | KE T IRR (B 213, 50V)[17]%
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10.2.2 BERERYELRFIR
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10.2.2 Functional requirements

The earthing system, its components and bonding conductors shall be capable of
distributing and discharging the fault current without exceeding thermal and

mechanical design limits based on backup protection operating time.

The earthing system shall maintain its integrity for the expected installation lifetime

with due allowance for corrosion and mechanical constraints.

Earthing system performance shall avoid damage to equipment due to excessive
potential rise, potential differences within the earthing system and due to excessive

currents flowing in auxiliary paths not intended for carrying parts of the fault current.

The earthing system, in combination with appropriate measures, shall maintain step,
touch and transferred potentials within the voltage limits based on normal operating

time of protection relays and breakers.

The earthing system performance shall contribute to ensuring electromagnetic
compatibility (EMC) among electrical and electronic apparatus of the high-voltage
system in accordance with IEC/TR 61000-5-2.
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10.3 Design of earthing systems
10.3.1 General

Design of an earthing system can be accomplished as follows:

a) data collection, e.g. earth fault current, fault duration and layout;
b) initial design of the earthing system based on the functional requirements;
c) determine if it is part of a global earthing system;

d) if not, determine soil characteristics e.g. specific soil resistivity of layers;
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e) determine the current diseharged flowing into-se# earth from the earthing
system, based on earth fault current;

f) determine the overall impedance to earth, based on the layout, soil
characteristics, and parallel earthing systems;

g) determine earth potential rise;

h) determine permissible touch voltage;

i) if the earth potential rise is below the permissible touch voltage and the
requirements of Table 5 are met the design is complete;

j) if not, determine if touch voltages inside and in the vicinity of the earthing system
are below the tolerable limits;

k) determine if transferred potentials present a hazard outside or inside the
electrical power installation; if yes, proceed with mitigation at exposed location;

[) determine if low-voltage equipment is exposed to excessive stress voltage; if

yes, proceed with mitigation measures which can include separation of HV and

LV earthing systems;

Once the above criteria have been met, the design can be refined, if necessary, by
repeating the above steps. Detailed design is necessary to ensure that all exposed
conductive parts, are earthed. Extraneous conductive parts shall be earthed, if

appropriate.

A flowchart of this design process is given in Annex D.

The structural earth electrode shall be bonded and form part of the earthing system.
If not bonded, verification is necessary to ensure that all safety requirements are

met.

Metallic structures with cathodic protection may be separated from the earthing
system. Precautions, such as labelling, shall be taken to ensure that when such
measures are taken, maintenance work or modifications will not inadvertently nullify

them.
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12 Operation and maintenance manual
Each installation should have an operation manual describing the normal,
emergency, and maintenance procedures as well as safety instructions for the

operation of the high-voltage electrical installation.

For the preparation of manuals and instructions, IEC 82079-1 applies.

Each installation should have a set of up-to-date drawings and operating diagrams
on the premises. These drawings and diagrams should allow operation and

maintenance personnel to provide safe and efficient interventions in the installation.

Manufacturers of major components of an installation should provide operation and
maintenance manuals and test and in-service reports. These documents should be

readily available for use when necessary.

Emergency routes to the nearest hospital and emergency phone numbers should be

displayed in a visible location in the installation.
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Annex D
(normative)
Earthing system design flow chart

’ a Data collection ]
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I b Initial design l
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Design complete

[ i Determination of touch voltages ,
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Annex E
(informative)
Protection measures against direct lightning strokes

E.1 General

Model tests, measurements, observation and experience over many years have shown
that direct lightning strokes can be avoided with a high degree of certainty by using the
following arrangements of lightning conductors or rods. The protection zones shown in
Figures E.1 through E.4 are valid for installations up to a height H of 25 m. For heights

exceeding 25 m the protection zone is reduced.

NOTE The height of 25 m corresponds to a 420 kV network structure.

The following method supplies a sufficient protection level but without detailed studies of

insulation coordination.

E.2 Shield wires

A single shield wire provides a tent-shaped protection zone, the limits of which are formed
by arcs with a radius of 2 H beginning at the shield wire peak (see Figure E.1) and following

the length of the wire.

Two shield wires at a distance of less than or equal to 2 H apart provide an extension of the
protection zone which is limited by the two conductors, an arc of radius R and centre MR at
a height 2 H (see Figure E.2).

This zone is continuous all along the span of conductors.

E.3 Lightning rods

Upward streamer discharges develop earlier from lightning rods than from shield wires.
The protection zone of a lightning rod is generally larger than that of a shield wire at the

same height.
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A single lightning rod provides a cone-shaped protection zone with limits of an arc of radius

3 H passing through the tip of the lightning rod (refer to Figure E.3).

Two lightning rods at a spacing of less or equal than 3 H provide an extension of the
protection zone £see-Figare-E-4-} which is limited by an arc of radius R with the centre MR
at a height of 3 H passing through the tips of the lightning rods (see Figure E.4).
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Figure E .2 — Two shield wires
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Figure E.4 — Two lightning rods
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55 230 2k (FpBl e B R IRF O f 3%

) 1 IH
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BRI T HT=DITED IE7208, ®ERFIEICBEL T, BARFIZ B EL TV
NRETFE) %o
9.6.4 (K JE W EEDE Al I[-E |9.6.11Z[FL 9. 6.1 Z[FL BB I B 5 6 SRS\, AR B oD i B i
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#5219 4%

BAH 2 558 1 BFUCHET 2 ®E IR EEOBR MM (BREEZR) 1%, #
SEMLE 21T FOHEICL BT, ERERIEERERME TEC 61936-1_(2010) Power
- Part 1 : Common rules (LA FZ DI T

[IEC 61936-1 Hik&] &\v9,) DI H, 219-1 KOLEMITHET 5 EEOBEIC XV i
BRITDHZEMTED, 2720, RAROEMICHET HERITHED R WEIH, TFAFE
DIEMNZAGT 5 B SR OHEND BRI TRWGEIZB W CRIZ O AR IR O fE 5
WCHETZHFIHEIZONTE, T DHEIFZNLE 21T LFETOREICE Y RIS
N

installations exceeding 1kV a.c.

#5219 &

BEE 2 55 1 FICHET 2 ®EXIIFBIEEOBR XM (BB EZR) 1%, &
BEMBE 21T FOBEIC L BT, EERESUIEESFMIM [EC 61936-1_(2014) Power
- Part 1 : Common rules (LLFZDSIZEBNT

[TEC 61936-1 #ik&] L\ 9,) D9 H, 219-1 FOEMITHET 5 EELOHBEICT LV i
BT DHZENTED, 72720, RROEMICEIT 2 ERITHEDRNEIH, XTFFE
DRI 2 (S DOME D BRI TR WIEEICB W CRIZ O AR T IR O 5
ICHET HHIEIZOWTIE, ST 55 380058 217 £ TOREICL Y ET 5
Zk,

installations exceeding 1kV a.c.

219-1 #* 219-1 F*
IEC 61936-1 A D&% POV AV S NI ES IEC 61936-1 Ik D fE 5 SIS D IR D i 2k
1 Scope — 1 Scope —
3 Terms and definitions — 3 Terms and definitions —
4 Fundamental requirements 4 Fundamental requirements
4.1 General — 4.1 General —
4.2 Electrical requirements 4.2 Electrical requirements
4. 2.1 method of neutral earthing — 4. 2.1 method of neutral earthing —
4. 2.2 Voltage classification H1b 5, H16 5 4.2.2 Voltage classification 1545, B 165
4.2.3 Current in normal operation — 4.2.3 Current in normal operation —
4.2.4 Short-circuit current — 4.2.4 Short-circuit current -
4.2.5 Rated frequency — 4.2.5 Rated frequency —
4.2.6 Corona (3¢1) %51 5% 4.2.6 Corona (3%¢1) %51 %
4.2.7 Electric and magnetic fields (3%2) | 28 31 45, % 3955, &5 505% 4.2.7Electric and magnetic fields (3%2) | & 31 &5, #5395k, 5 50 5%
4. 2.8 Overvoltages ERYEES 4. 2.8 Overvoltages EARVIEES
4.2.9 Harmonics - 4.2.9 Harmonics —
4.3 Mechanical requirements A6 SLEE 2 TH, B8 4L 4.3 Mechanical requirements (3%3) 46 S 2 H, B 584k
4.4 Climatic and environmental conditions 4.4 Climatic and environmental conditions
4.4.1 General %585, B 14155, F 176 5 4.4.1 General 684k, #5141 5, H176 5%
4.4.2 Normal conditions (33, 3€4) 4.4.2 Normal conditions (3%3, 3%4)
4.4.3 Special conditions (3%3) — 4.4.3 Special conditions—{s%3)— —
4.5 Special requirements 4.5 Special requirements
4.5.1Effects of small animals and micro— — 4.5.1Effects of small animals and micro- -

- BRETO#ES TEC61936-1 Ed2.1
OEWMANICHEER W &b
IEC61936-1 O F5 % 2010 H 6
2014 ICHRELZTTo 72,

* AEIOBIET, Bk OSChE S
MZBIT DBE T ~EFHE LTHE
BT ESBN SN,

* AEIOWIET, &RE K& OBREER)
RIEIZIBNT, HIERIZEEE L 7-5e#
NADHIBR S, IRENCE K LR
BB S Tz T2,
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Organisms

4.5.2 Noise level (3%5)

Organisms

4.5.2 Noise level (3%¢5)

5 Insulation

5.1 General

5.2 Selection of installation level

5.3 Verification of withstand values

5.4 Minimum clearance of live parts (3%6)

5.5 Minimum clearance between parts under

Special conditions

5.6 Tested connection zones

5 Insulation

5.1 General

5.2 Selection of installation level

5.3 Verification of withstand values

5.4 Minimum clearance of live parts (3%6)

5.5 Minimum clearance between parts under

Special conditions

5.6 Tested connection zones

6 Equipment

6 Equipment

6.1 General requirements

6.1 General requirements

6.2 Specific requirements

6.2 Specific requirements

6.2.1 Switching devices ERES

6. 2.2 Power transformers and reactors -

6. 2.3 Prefabricated type—tested HA0SREE 11

switchgears

6.2.4 Instrument transformers —

6.2.5 Surge arresters —

6. 2.6 Capacitors —

6. 2.8 Insulators —

6.2.9 Insulated cables HOK, W05, 1%, 120
2k, 121 5%, 5123 55, i 124 %R,
125 5%, 132 55 2 H, 168
R 1IH, 2 TH, 55169 45 1 IH,
2, H1TI R 3, HA4H

6.2.10 Conductors and accessories —

6.2.11 Rotating electrical machines Ho1 S, 224, HA25, H43
2%, 163 2%, #5176 5%

6.2.12 Generating units HALSR, HA255, FATR

6. 2. 13 Generating units main connections —

6.2.14 Static converters H215k, B2k

6. 2. 15 Fuses Hol 5k, W25, 235k

6.2.16 Electrical and mechanical

interlocking

6.2.1 Switching devices 5523 4%

6. 2.2 Power transformers and reactors —

6. 2.3 Prefabricated type-tested A0S 118

Switchgears

6.2.4 Instrument transformers —

6.2.5 Surge arresters —

6. 2.6 Capacitors —

6. 2.8 Insulators —

6.2.9 Insulated cables FOSR, 105, H11SK, #5120
%, 121 4, #1234, B 124 %,
12545, 3132 5% 2 1H, #5168
U1, 52, 5 169 K5 1,
H2MH, HITIRE 3, 4

6.2.10 Conductors and accessories —

6.2.11 Rotating electrical machines T 2155, o224, HH424, 43
2k, #1635, 176 5%

6. 2. 12 Generating units WALSR, A2, FATSR

6. 2. 13 Generating units main connections —

6.2.14 Static converters 215, 5225k

6. 2. 15 Fuses W2l5R, 225, H235k

6.2.16 Electrical and mechanical

Interlocking

7 Installations

7 Installations

7.1 General requirements

7.1 General requirements
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7.1.1 Circuit arrangement 7.1.1 Circuit arrangement HF36SE 3, B4,
7. 1.2 Documentation 7. 1.2 Documentation
7.1.3 Transport routes (DZER<L,) 7.1.3 Transport routes (DZR<,)
7.1.4 Aisles and access areas 7.1.4 Aisles and access areas
7.1.5 Lighting 7.1.5 Lighting
7.1.7 Labelling 7.1.7 Labelling

7.2 Outdoor installations of open design

7.2.1 Protection barrier clearance

7.2 Outdoor installations of open design

7.2.2 Protective obstacle clearance

7.2.1 Protection barrier clearance

7.2.4 Minimum height over access area

7.2.2 Protective obstacle clearance

7.2.6 External fences or walls and

access doors

7.2.4 Minimum height over access area

7.2.6 External fences or walls and

access doors

7.3 Indoor installations of open design

7.3 Indoor installations of open design

7.4 Installation of prefabricated type-—

tested switchgear

7.4 Installation of prefabricated type-—

tested switchgear

7.4.1 General

7.4.2 Additional requirements for gas-—

insulated metal—enclosed

switchgear (7.4.2.2 #Fx<,)

7.4.1 General

7.4.2 Additional requirements for gas—

insulated metal-enclosed

switchgear (7.4.2.2 Z#fx<,)

8 Safety measures

8 Safety measures

8.1 General

8.1 General

8.2 Protection against direct contact

8.2 Protection against direct contact

8. 2.1 Measures for protection against

direct contact

8. 2.2 Protection requirements (3%7, %8)

8. 2.1 Measures for protection against

direct contact

8. 2.2 Protection requirements (3%7, 3%8)

8.3 Means to protect persons in case of

indirect contact

8.3 Means to protect persons in case of

indirect contact

8.4 Means to protect persons working on
electrical installations (8.4.6 Z[&
<o)

8.4 Means to protect persons working on
electrical installations (8.4.6 Z[&
<o)

8.5 Protection from danger resulting from

arc fault

8.5 Protection from danger resulting from

arc fault

8.7 Protection against fire

8.7 Protection against fire

8.7.3 Cables

8.7.3 Cables

o5 120 2655
2R 2 IH

177 4%

5125 2%, #5168
T 5%, W16 2%, 5
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8.8 Protection against leakage of
insulating

liquid and SFq

8.8 Protection against leakage of
insulating

liquid and SF4

FR<o)

8.9 Identification and marking (8.9.5 %

8.9 Identification and marking (8.9.5 %

Fr<o)

9 Protection, control and auxiliary

systems

9 Protection, control and auxiliary

systems

9.1 Monitoring and control systems (3¢3)

o34 R 1, 355K, 36 £,
A2 5, HA3SR, WAASR, HA45

&R, BATSR, HABRK

9.1 Monitoring and control systems (3¢3)

B934 58 1 IH, 5355, B 36 5,
A2k, HABS, WALK, 45

o, HATZR, 48R

9.2 DC and AC supply circuits

9.2 DC and AC supply circuits

9.3 Compressed air systems

%235, 405

9.3 Compressed air systems

%23 2k, 40 5%

9.4 SF; gas handling plants

9.4 SFy; gas handling plants

9.5 Hydrogen handling plants

9.5 Hydrogen handling plants

7% 41

aw

9.6 Basic rules for electromagnetic

compatibility of control systems

9.6 Basic rules for electromagnetic

compatibility of control systems

10 Earthing systems

10 Earthing systems

10. 1 General

10. 1 General

10. 2 Fundamental requirements

<o), HII8ZRH 21

10. 2 Fundamental requirements

55 17 2k (BEHURDUIEIZ AR 5 557 &2 BR
<o), B 18 2RH 2 1H

10. 3 Design of earthing systems

LAACES

10. 3 Design of earthing systems

5519 2%

10. 4 Construction of earthing systems

10. 4 Construction of earthing systems

10. 5 Measurements

10. 5 Measurements

1 BRIEERRE D OB R EDOFHIEICOWTIE, BH1FORTEICLDZ L,
X2 BRI HOWTIL, EAE2NHFKOBREITLD L,

X3 HIEBICLAEIHEEETHZ L,

¥4 BORICKT 8T, BAE 2 LR OESHE L SLOBEICLD D L,

Kb HEH 19 RE INNHOBEIC LD Z &,

X6 PR/ MEREEREOEIY, BERFRERBUSTHESIEESR JEC-2200-1995 4
JEaRD TRIM-5 KGR (H,) X ONEKREBERE 0D 0L (H))
(ZHE S5 Tk R D iR/ MEIZ L 5 2 &

X7 o FEBERREEREIC DWW TIE, B2l R 22 55 L HOBEIC LD Z &,

%8 :7.2.5 DEMITARDE I bR <,

2 [F—OPASHERERR I (5 SRR O B2 Mgk 35, Il st

W1 BRZEERE S OB EEDRHIEICOWTIE, #5651 FLOHEICLE T L,
X2 EBRIZOWTIL, ASE22TLOBEICLAZ L,

X3 WEBICLAEEFEEZETDH L,

¥4 JRUEIZKTT AT, BEAE R LR OERE S SOHEICL L L,

b EEH 19 RE INHOBEIC LD 2 L,

W6 KR NHERREEEE O, BRFSBERHEIAESAEES JEC-2200-1995 14
JEZRD TRI-5 KGR (H,) X ONEREBERE 0D 0L (H))
\HUE S5 S TRt O i MBI £ D 2 &

WT o RESEERREEREIC DWW IR, BB 21 T 22 55 L HOBEIC LD Z &,

368 : 7.2.5 ODBMRITAR Dy H B <,

2 [F—OPASHERERR D (5 SRR DM Bz fiix 35, Bl Lot
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DEPNLHBALRNE D ICHE LIEHE IS FICIVHEERTZSGHEZ 0 9,) I
BWTIE, AHEZELEOHEICLD5GEZIRE, 1EC 61936-1 HUEOBIE & 5 3
FNDHE 21T FETCOREL ZEM L TR LW &,

3 1 HOBEIT XV FiFk 9 2 ST i O BB AR O KRR i A 2
G HEAIE, FHERCRAETIRELICLY, BEOEXRMICBWTHEROR
FIRTRNE S MRS D Z &,

DEDBNLHALRNE I ICHE LRI S FIC IV HERTZEFTZ V5 ,) 12
BWTIE, AIEZZLEFEOBEIC L D562 RE, TEC 61936-1 HkEOHE &5 3
EMDF 21T RETOREL ZRAL THEH LN 2 &,

3 B 1HOBEIZ LV k3 2 @ e ST RERI R O BRI I ARE OB R 3% 2 #
BT DAY, FREFICRAETIBBIEICL Y, KEOBEBXHMICB W TREROE
FNBRNE O MRRT D Z &,

BHAR 219 ROMHOUER

AT

BIER

e

AL 1Z, IEC 61936-1 #i#% (LLF [TEC61936-1) L\ 9,) Z[EWNIZBWTHEAHT
LHEDORETH D, Tk, Pk 20 FEFEBEHEREFITIHW T, IEC BRED D
IEC 61936-1 (Power installations exceeding 1kV a.c. - Partl : Common rules) (2D
WTC, A BREA DT OFAIAEL U TRIRAE) AILARETH D & OFEmAE B
Tl EEEZ, FHBEO L, BRICHET 2HEMNMEELWE T2 b0 L LCHEA
AIREZR S A R L, M E U S E DO BRI 2 246 OFEEROBEIZ X 0 sk
52 LMTEDZEROMHRT 2HEOHIRFHREZBELZSDTH D,

IEC 61936-1 {22\ Clid, EEMEAEIZHS VT, AaOFEELEDEBEEALZ X
DS DRSO Y AR 21T > CE 7o, FEEOBEIL. O ERMENRE
BROFERE ERIC—HT 2O TIE AR, £, TORENENEEN2E LD
WV, L7235 T, 5219 &4 2 THICB W T IEC RIS RS < ik )7 ik & BTN 3
GO 217 £ E TOBEICKE S MR L L Al LTRA L TR L2V 2 &
ELTWEHOD, 5219 58 1 HZE LETHET DL HIc, W, BUTHRE 3
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SHLHTEOHDETIVLTHSH ES-C2M2 (Electricity Subsector Cybersecurity
Capability Maturity Model) &, EHEtOEF 2V 7T ¢ LU LD
DIZIESTER STV,

TROL ENSHOEX2 )T A A R4 EMTEE LTI

(275 47 A (NERC CIP Standard) THRIKEDOEX =V T 1 20
L ET A RTAVEIEH L, MEREXF 2V T 4 LUV~ E &
D, AR —IZKMT D] NI EDTHLZ ERbhroT,

InEHAUE L= b D EXFE 4.2-6 1TRT,

X3¢ 4.25 2L TIAT L AEEX 2T 0 ORUREEAIX

Security vs. Compliance
AVT AT REFHILIFEF ) T4 TIEAL

»n
=>
= HARSA % ERTHILT,
- B#tIcBLIzEXxa) T LRILE
O [ ESETLNS, NIST IR 7628
(b] NIST Framework
@p) ES-C2M2
AVTSATUREVKLF2TH
ENLEITTIE, ZF2)TALAILIE
+ 2 THLY,
NERC CIP
Compliance

(AT e7 Vv IRBEDAELE S LI~ H 7 4 —FAERK
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X3 4.2-6 BHHEEEZEOEX 2V T 4 R O —ORERK
BEERELEBRDHARZA U EZHAEHOETHRERELLTINVS

TRIAVFEDHARFA2 (EE)
WEDHAINEB T OEF 2T BREET L

ES-C2M2 =

ERmMIFAAMFTA (EEK) e e
YRYR—ZADRE: R—RFAV DL ERGERE Y
BEDERI T3 o1 BT VEET

Fesh (£ o = hisE NIST NIST SHTRL DD

Framework IR 7628 IREFVIERIC
ZEE | LT RBORTE
ENARTIERL
NERC T3,

CIP v5

(AT 7 V7R E S Lo~ h 7 ¢ —FERK

@Iz >\ /e 35, NERC CIP Standard %, BEHOREMSE HIIZ
B SI TR | A N—WEBEEZ T 1255\ KAEEIT D723 D Al REME DN &
b\jﬁﬁﬁ%é%mﬂ&@éﬁ%#ﬁmm@zr‘m%& LTWb, LEER->T, ﬁaﬁ
BITo TV D HEEFIL, BHOMFEOEX2 ) T 4 LUV EROTZD
NIST IR 7628 D L D RBIDOHA KT A L BRI H2MENH D & 5 Lk
P HZIE A= Uy REEDHTA RF 4 Th % NIST IR 7628 11,
BHOREMIRTZ T TR, TIA RN —i, T —Z OEEMEICONTH
ZE I TEY ., NERC CIP Standard TH/X—TEx WS 2 fi5ed 5 b
DELTIEHSTWD,

4.2.5. 1B HRILA DAL

LTV T ORER, A NR— A VT RRORRA NS T I T 4 ADIE#RIL
AL, ERABERIZBNT, FEFICHEAINTEBY , ZOREALOFLIZH
HDH, ES-ISAC THDHZ Ebhrolz,

ZZTORA Y ML, ESTISAC T TWHDN, BeH AT v b
OMaF M DI A Tixe <. ISAC @ TA(nalysis)] 2577 & 912, ST
EATHT-DBRANT T 77 4 AP E LTI EE L - TWVWD 2
LT, THIFEREE L o CTUHFRRRR AT O T =T a vt hoTND,
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4.2.6. At D7 Ak
FICBUNBERIERE O e 7Y S THRLNTEASBEOE IO A N—EF
VT 4 HEURe HA RTA 2 DOFHEPEIZOWTELFIZRT,

O Fzv 7 VALY RITR—2AT o —F~

D%, NERC CIP Standard T1% Ver.3 7>5 Ver.5b ~OF FiF|C EIEY 1
N—ZPREDFIZY AT R=2AT7 Fu—F 520 Ani-koic,. F=v 27V
ANFROI T TA4T AL BT 5720 T, AT 2 EEA
TINCHKT DA NI TE RN NS T EERLTVD, 5%
HE. B SNAERE, HA RTAIZBNTH U AT R—X T S a—F N
HHINDTEA D,

QIX.ENVAT LR T  KEOEE A 7 T78F a2 U T 41BN T,
ARERPEITI>TND MY 7 THD, BlziE, BEAICHEIZEA
L., HHIS AT L2 RBEECTE D XD REELZIO T2 &0, WS, 1F
WM AT DDA NR—KELITO R X 2 U 7 ¢ OFHRE TS
L2 LT WERRBEAEZ LTS5 0ol W RKEL A1 /3 —
HBELOMEE VTV A EBETXETHLEVS O, ZOHEITHON
Th, SBKRE, BHSINDHERE, A FTA4 B TRIEBRET ST
W5,
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4.3. AL T Y o UHRER
4.3.1. 7 U IO
NERC (1.8 >OHIREHE W #HSZ b b TN ENNEENO NERC 23
EDTAEREOBEFIRNEZERE L T0D, b, A —F 2T (&
#Td 5 CIP Standard 7217 Tid/e <  MOENEFEMEICE D HIEEDORE A
HIT> TS, SEFIRI L72DiX, 2095 b7 F 3 2N & FEES 251
#2 (TRE) Th 5,

4.3.2. REA 2 HUNT
NERC CIP Standard DEEIZDOWT . A TO 3 SR8 7 o712k -oT
Honr,

THAMOB AL, NERC 7213 T/2<, FERC OE#EE ML,
NERC OEEAEZEE L TW\W25,

NERC #37E t % o> B/ BN [ % BEHE L B 2 B s & FIRFLCAT 5
BAEETIEP TR, EFa Y 74 ICHT 2V YAT (2 7 b T
Tn5,

©e

OIZ2OWTIE, BUFA NERC % Lo W EELTWD Z L& RL TIN5,
@QMFEMIND Z LIZE - T, AT, BX =2 U7 OB-AEE &Hlf#E s
AT BOFER OV TOERELMITOND 120 ZHNZEENTE 5
LRI, B2 U T o EHIfES 2T LD G IZHE U A OBERKIC b7
MoOTNDLZ LEERLTND,

@IZHOWTHIRET D, B L a P ILT 4 T ERBHICIT Y &9 DI,
KETHEMTHL, BEOEATIZ, F=vy 7 UXMIEAGLTWDINE
IMEHERT AT TLs LARWEEE OXPALTEERE S ORI D72 b
NLONREBTH D,

L72rL, NERC OEEEIX, BEALFEFICEF=2U T 4 Lobm Rico
WCDOILPINT 4 T EFTSo TN D, FRIC, FNOBEHSEOEX 2 T
A LUV IR WTIEL, 2O X9 REBRARER KO EF 2V T ¢ L
VA RIZHEGE L TWb EEZ NS,
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4.4, BBt TV o THER
4.4.1. 7 U IO

ARIOFHAETHM LB/t 28k 2 1I0F & o7z, 2o OFERRIZKR L
Tl FEIC, BHYV AT DK THH A 8= F 2 U T 4 128 HEHR
WL ONH - MRRRORR, B REO e T T B T o0,

KENZB T HEFEEEIL. BRF, &8, HEREOEEIZPNTND
N, L LT, £ 3,000 tEEA BAFFET 5, FHEZT ORI L L TiE, KF
BNEEENGEEDOALEITO L9 R/ FEEE ETHRAS H Y T’NE
DEFEIIBRIENDDL I EEHETOIVNEND D,

4.4.2. TSI BT D RAR A

b7 U T OfER, BHSMIZIE. FOHBICEDLO T, L REEHRE
X = U7 1 HEFH (CISO: Chief Information and Security Officer) 73&7)>
TS Z Enbro T, iem i # i LA (CIO: Chief Information Officer)
WIHBETHHEELH D,

CISO I fkmift e E1E#%E (CEO : Chief Executive Officer) & H % Ht
D, AZAFEBEDOTEF 2 U T 4 RIZONTOHEZRO T, THEER.
FIER O ZOE X2 U T 4 MROEHZT> TWD, £, BIEDT T
VAL, CISO BWEHT LM AT AEMANHLE /o TTo TS, B
AR, A0 20 BREEN, 2T 0 7S E2ERA LT, R
U —REPCEMRZIIBETEL TNDLTr—AbHoT,

X5 4.4-1 1%, & DO EBHEHEOMBAERIK 2R L2 D TH 5,

CISO #Ta51Z, SIOC. Risk Compliance, Policy & Project O F— AIZ
SIIILTUND

SIOC X, WhwWwbEX=2 VT 4 AR —rarkr¥—Tho, fND
B AT L, §lfE AT A X2 VT ¢, BfEn V%2 —FEEHR L
TU5,SIOC OB TIZIE FE4E LT FRICHHILT 5 72912 Intelligence and
Vulnerability Group (ZEulE# & MagsthEE ¥ 7 L—7") . Analysis Group
(figtt 7 v—=7) . Incident Response (1 > T v h&baTF—24) MFEL
TV %, Risk Compliance (U A ZIEEHM) X, Wb 515 EF A2 D
W C& Y . NERC CIP Standard OE~FIZ- DWW TIEZ OEFHOEL T TIT-o
TWnb, b DO [EEIIEAINTWDEHA K7 A 2] OETHIBRAA,
Bt & - Tik. NERC CIP Standard idt% =2 U 7 4 &K E WD LD
LA FITAT UAELEWIHINMESITTHY . NERC SHSOEEN, ¥
BEF OB FI2dh D — A%\, Policy & Project (R v —& 7=
7 M) L ERNEX 2V T R - OEAREEE L A>T D,
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X3 4.4-1 BAISREOEFX 2 U 7 ¢ KRR 5

CISO
Risk Policy &
*
Sioc Compliance Project
|
NERC CIP

Intelligence & . Incident
Vulnerability Analysis Response

Group Group Group

*SIOC (Security Intelligence Operation Center)
(AT eT7 VU TRBEDOAEE S LT~ T 4 —FAERK

4.4.3. BEUE « A R4 OF AR

NERC CIP Standard (32> 774 7 AEMTH DL k5L 72 D%
i 2 FF OB ST 2 CGESF LT 5b, {H L., NERC CIP Standard (3% ®
PG B R o 22 MEREEN KREIZHEAET D720, FroH/ OB HE
FIZE > TUIEM LR TN D,

FEEE, PHEOE 2o Si1c, INERC CIP Standard O %f)i& 0 60%i%
R Ay MEEFELWIFELBWEZZ ERH LN, EBIZE I L&
RHETTVRALLESAEL 72D TTR, ) EVnHTYa—JREDD
BIEZ INDIEEC, ZOAEORE TN LD LTS,

F7-. NERC CIP Standard P4 Tik, X3 5.2-4 THIFT-HA KT 14~
DEH STV, 0T, REERE NS0 503 EH LU EE Do
72o FFIZ, NISTIR 7628 IZBAL CTlE, A~v— M A—HF L AT L& FFOH¥E
F1Z & - Tl NERC CIP Standard TiZh X—T&X R WEiPHTH 5 7= OT%
AES52E520 V) BR BN,

NIST Framework <°, ES-C2M2 1. tX =2 U T 4 L-LDkELZ NS |-
T, ERCHEAFRERILAMZZNE L > TR, 0T L) HE
TOFH 2N E 2> T2,
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4.4.4. BRI 22 A N—FF 2 U T ¢ xR
t?)yﬁ@F%;wacmSmdeﬂm:owTi%ﬁ£WLTw
T2 FNLEDEF 2 U T 4 %KD L~ HOWTCITE S OB
STENDDZ ENbhoT,

ﬁmjzﬁﬁ®ﬁ%mﬁbwvw/~ﬁ RIFIZRTH X2 U T 0 %KIZ
SONTIE, O, Q7 Fa—F 0T,

]

D ZRICFRy NT— T ERE LT u—XRBmEBICTAZ LICNz T, &%
f«@?ﬁ?x%%@?%;)74fﬁ%¢6 (WP HRE =)
@ VA —hREEFEICERL, Rz fiibd 5, (KEMEE S

BNOLREMFED R RKOEF 2V T 4 (RO BEETH D720, HITHRET
L2 TR, BUE, EHV AT LANTHNREZ > TWDONE AT 5
e EREMATAENMTONLTWVD

B, 4t b BRI AT ADEF 2 VT 4 DOr IRA R e
WE LTk T DY) 22— a2 ThHsb SIEM (Security Information
and Event Management) % i& L. ‘%%&“/x T LTy NU—7 O AT
STV, K 4.4-2 17T X910, [5870R M%) ("Full Situational
Awareness” b7V T RBREH D A %Jﬁii D) ZEHET L7290, HFH
AT LT TR, HE AT A X2 T 0, AR —F O#EE
JEIZBET s r V2L T, B, S L TWh s KERE ISttt b o7,

F7-. SIEM Z{# 4 58 H & L i, NERC CIP Standard TidA1 > ¥
T ¥ MRERFICEEZR XN 2RO SN TWD T2, VAT A 0u 7 285K
LTHBNRWNE TLR— MERDBHIZCEDRNENI LD H T,
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%37 4.4-2 EBHEALOEX 2V 7T 4 XRICEB T HRNE# Y V =2 —3 3 6

R0

. =
Security
“Intelligence”
Operation
Center

~ \
- \‘\ kY z/
E:w{

(AT e7 Vv IRBEDAEE S LI~ H 7 4 — 1 AERL

4.4.5. HNEE
EoeT7 IV 7RIZBNTYH, HNEEICOWTTEERL TV,
BARR 22 B OB T LA T O Y |

EMBRAE BT D7 1 v 2 7 A — Lt hsallig

BEEY A NS—EREICT 7 B AT HIMBER T3 LT HEE FEhE

FEEEDO U AT ZPRWHT 2D DIER S AT LM &l 27 A5 O
e+

FENOES AT KR LT, H#] Y AT LM MRS 2 FhE,
A N—E B L TR R E B ISR L TR E I LR D,

® ©0e

@ICHONWTHIRET D, ZOHEEEFEMT HERIAT I TREH D, ZOFT
BETY RZ ZPWNHET L X2, &9 LTHEINF D OMAWVEEIZR Y 235
EEIE, T, EVRAT TR MNEET L—F— L LTHERIZS
SETHELI DY AT REIT L o TENLS WD ENRH D DINE
HLARbEmztED D L RWIERPGEOND LD LIZoTz,

DIZONWTHRET D, ZHIE, BOOEET LI AT A LT, A1
—HWEBEDOY R 7 PHIRNEEKE TOLHERO S AT LEHE 235515
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k I, S DOEHTH VAT ATHAN—JHEZITH 2 & T, EEOER
WS DL EVNI LD ThHoT, BIIVATAIBIT DA N—EF=2
74xﬂ‘%75>75>7‘£ DOREMEALTWD EEDNLKEIZEWNTEH, Wb
%”Non-Believer” (4 N— 8B %5 U2\ AN) %" Believer” (VA /N—H 8
FEUHDIMCEZDZEITBEE o> TWA, FEEE, hHBOE ST
L IE S AT AE &l 27 AP OB o &2 — DS BRI i C
WT\XﬁK@ﬁ%ékwﬁ%%%#ﬂko

4.4.6. I

4.5.

fEHIEA IOV T, BEIC, ES-ISAC Ly &E 2 R L Tn5b o
VTR AT, BHSHEY A Rb A & ESISAC IZ#E LcA v T
v hoNEsEEDE IR EZE LIV OSBRI B D Lk S LTe AT,
HHEINRWZ L b D7D, —HRNmRHTbHL0EDT LTEoT,

L7z T, BRI, ESBMJki%’ U T D E =R O
WMERTF ¥ o XL ERoTWT, 2o biFREFIIEH LTS LD &
7=tz

7Y U TRERE LD

KEBIRENEN AT X2V T 40 A K74 B K OED
SFLZFRI L, BT AT LD A N—t X2 T 4 A RTA L DOHIED
Pk, 72, BNV AT LTKT DA NN—FX 2 U T 0128 5 EMHY
XL ONBY - FHRRAORR . BRSO T U S B T o iR AL TICE
L5,

O &X=2UT 404 FT74 2 OFIEDOESEATDONT

o KIKBDOEFX =2V T 4 %RICHOWTIE, EXRRMEATHS NERC %
B L, NERC WENESHZERET HHMA L > TS,

o THaEXaVUT 4RIV EHRT H720, NERC CIP Standard
PISNDITTA BT A4 U DER STV S

e ES-ISAC &9 ERBIKTONHIL 75 T ORI B 5D,

@ VA NR—=kx=UT 2B DEANAEHR, AR - ALRRAD IR, AR

o TN : BATVAT AMIBTH@ER V7 EOEMNPHEER STV D,
o AW, fHA%kME : CISO A AREPEL TRV, =X MliEed, FHHREL
T,
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o EHME  EEEDMIMAND D Z LN, EREEKDEX 2V T 4 LULFH
FlizEBt L TWnWa,

o EMME  ANHABNEEMINTWT, A RN—E LD ERN T
TW5,

KEDOHHAZ TV 7 LTIEf R > Tl KROARA » ML, NERC CIP
Standard O L 512, EWEOHDHHA RTA4 L E2EDHZ LIX, BV AT A
DX 2V T AIZBNT, [FEWRY AT L LHEY AT 2O 728 Uiz AME
RICORNR D ENH Z L Th D,

NERC CIP Standard ® & 912, A \—F =2 U T ¢ OEAEIZBNT, g4
VAUV DESFRBE DO | EME AR T DT ODEREZToTWND &)
AT, HRAICHE LYY, L2rL, NERC CIP Standard (Z i358T #4521 &
Slcloh, BHASHRNIZBWTERRIZED 2 2457, MR, HR AT
LD L HN S AT AOEEDZTEATV, FERANCAM ERIZ D203 > T
WHEWHZEThD, £z, BHISHERNITEHINTEDENWS Z EiE, Fv
UT NRAPFESL L, EHR AT L EHIEI AT LR LT-EX =2V 7 0 AM
D~—ry RBRTEDHENWHIZ ETHHDH, SR LTEE NS4 (2%, 20
HEZ DT, WINbIERV AT A LRI AT 208X 2V 7 4 2l 5%
MBI LBENRNTZEN) ZENEFDZ EEFEHAL TV S,

i
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. DA B TS
5.1. TNEDE T U » ZFIBEIZ DWW TOKETOHEY FH A

BEREEAKEOe TV U IEREEDE T, HENRE T LD D, KEK
5.1-1 12, TBEOE TV 7 THIIRE L KETORRARIZ £ & DT,
BETNE AL LT, KEEHSHITK 3,000 UL EFELTEBY . £h
DOBBNEHOEFXF 2V T 4 LV EHERT D720 OB, T E &I
—BZHETERNEWNWH 2 Th D, L, SBROEBENHHIESLA~—
f A= RN, BREOEII AT LY, KEO AT IS T
W ZEEEBEZDE, KWE 5.1-1 TELDAEICKT 2 KETOEGRLAD
Flix, BAEDOEN AT LB T LA NN—FX=2 U7 4R RITBNTH
BELTHEIADKRETWNWEEZ D,

T, BIITBT o208, KEOe TV U IRRNOEEE L S
ES-ISAC @D & 9 72 G HWILH « o OBFLAIZHONT S, 4% OFR D3 E O Buid
HDBEFELIDEEZD,

X 5.1-1 FHAEOv TV 7 THEZEE L KETOEREA DX G

BREOE T U > 7 TR T U T bR b TOKETOHGEA
O BB OKIEZIEMICHEET 2 2 | NERCIZRRBFIKRTIZS 2725, BUMHEER T
EMWTEZ2WN &% FERC 72~ 5B /MRS & L CRB

ExZTC, E&ETT 5 Z & T NERC CIP
Standard OB FHERZIT > TV D,
NERC CIP Standard (FF =7 U X K
FHRTHHTZD, ZNHITHED Z & THRIK
ROEF =27 4 LYVEHERS LT
Do TDOLET, KAk, OHA RT7 A %
FIHL T, AfLOMER L~ E TEF
2 U7 4 b L& ESE TS, L,
DR DAL, B0 X
STEND D,

@ HATEF=2D T xR E —crcEEE | CISO Db & fHHCR & HlER O T Z 1§
REAY ki Y AVANT W AT LEMPEBEL TWD,

AL, BhSHHIC Lo TE, HEREHM &
HIEHRET & DBENFIEST D27 — A b b
Do

@ HAFIFALDONMNESITHRAMETIZ/Z | NERC IZEMHETH A, BUiFk v, &

TMEHEEREE & L CREZ 2T VWb
D, AHIER B E 2 TV D,
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6. BREDOBESI VAT LDV A NRNR—tF 2 U T ¢ i ~DIRS

2015 EFEHAEDEH L AT LDOY A X=X 22U T 1L TIE. LFD 4 o
DREXRT Vo XNFET S,

O HAN—tx2 VT ¢ HAREORKT
HEA LT FTHEEFITHTHIA =X 2 U T ¢ PSR EEOIE

B AT A DOHELT
BBk, IRECRAE R O

@

A
@ A~v—hA—ZEROHET
@

i

B« T F OFAD T D BB I7 [~
2020 FHILA U v 7 BfE
BREWNIN S DY A N—HEBEDfGERRME (ny K, Y F TOHEA])

WY, BHEEEICE 5T, MR EIC, BHY AT A~DH A A—E F
2 VT AHERROLND bDOTHEN, ARCBI I A A=t F2 VT 4
A RTA 2 DOPSHARE RN DWW T OREMAR MG E > 72 1IN0 TH Y | AT
THMEADRILEBE & Lo E D 5 BER DS,

RFEIZKEDOEII AT LD A=t 2T ¢ OBUR EFRBEIZOWT,
KE~DOFMe TV T EWIETHE LK EL2E L0, REOE T AT
EASDY A NR—TX 2 U T 4 3RO ACERIC BRI EE 21T DO TH
60

ARRENKEZEE AT, BBEOENF A N—tF 2 U T 4 RIS LT, U
TEEET D,

D ABEENTESNTWAYFANR—Y X2 T 4 HA RTA L DEED
LR & L E-S 1 DAL
BIOREMRBICEDLIY A N—t X2 T 4 HA RTA 0%, SO
FMEERT-ELZENEE LY, HIZIE, a7 I9A4 T AHGETA R
TA DT THA RTA L EWRT D, a7 T4 7 0 AH53IE, H
RIZBT DIEROE N TG RIE 2 T, F/ & - FEE T L TESM
BRI LTEDICHLHETR—ATA ORNEE L, A KTA4 DSy
THEENETNEZNOFEEIIBNTOY A7 IZESW T REFETTZ L
23 %,
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Fo. EEELT-EDH 2 LT BAOSERNICERINTE, AMOFRKIZ
HLORNDHEDEEZ BN,

©  EEAHEROHEE O LR
T Z TR T DI DEENMELEZEX bND, BEEEZITHOMKIE. &
NI AT HZBLETWHZENEFE LS, BEELET TR, X2V 72
PYNT 4 T EMT LN, EREEOEX 2V T 0 L@ BICHF
5420t EZD,

@ AT b RANTTIT 4 AEOEHRILE . SHHTHREE DAL
ES-ISAC #E7 /L& L, BUCHEHRILAET 27210 Tl A I HHIZ
AL THMARLEEREINE 222 THRET 21T ) X212 5, £/, 208
T, #NBEDOFIEES ., & - AT 200 R W, FlxiX, EMNRY —
7 vay 7 EBMEL, BHSHMOE R O824 5,
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7. B IZ

ARHETIE, KEOEBEN VAT LD A NN—tFX 2T 0 OBUR EFREIZOW
T, KEA~OHBe TV 7N ETHE LR EE O, TBREOE
AT LA~DY A N—FFX 2 U T 4 kROMFAACEH I RN RIEE 2T 72,

RELZERT IO TOREE LTE, X2V 7 4 L-ULOMEERR L&
X% 7=z, KEOEHRAZ HIZEY AN D721 TiEia<, HARDEEIZH A5
B, HEITHDOEI VAT AWEDORNEGDEIVLERHD L) K TH D,
# 2 1X. NERC CIP Standard (25 CIHENKFHISIENEHE b DA L 72
STWAHER, FOEFFEARICHEMATHIZLHLWEEZOND DT, fICFENME
LI AR VN ERET T OLER D S, FEAKEOEL, HFHit
B, O OMFA OO L RO HNDH7E5H 9,

F72. KEOHERZ T TR, BHlcA~— Y v RS ERLTEY, H
AFEER, =RV X —EFROAMEROBLENG, T~ RLARZ (DR) OF
EREOEINDOEROENPEDOEX 2V 7 4 fEROBLANOERE B b,
2014 4 12 HIZBIN R v b U =275t ¥ = U 7 17 (ENISA: European
Network and Information Security Agency) 725 A~— k7 U v KOFRGEIZE
THERAANHR SIND 72 EORHAZIT> TV D, 2D X 9 72BN O BGHLA I
ONTHIEY TP THEL, BBEDEBNIV AT LA~OH A "—EX 2 U T ¢%f
ROMFALCHERIZENT Z O ELEZ X NS,

BT, RFEIZRS ZHAWEEREWeERFERES S, B AREREIMNHRZ
B2 (FBER BARERHS) . "PEOE S 1A, KEREBUM & OB
PERE. KEEI St 4t € U COKEBIFERE~O e 7 U 72 TRIJN 720
ToAEA A ARE IR ISR OEE 2R L7uy,
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k1 KEEeT U7 AR

F—mlid (2014411 5 18 H~21 H)
11/18 ALK EHEEE RS
(NERC : North American Electric Reliability Corporation)
KExRLF—4 (DOE : Department of Energy)
11/19  KEE= EBe. The
KEHE =R L X —HHEES
(FERC : Federal Energy Regulatory Commission)
vV UERWHE (EEI : Edison Electric Institute)
11/20  K[EE AR REE A 22T
(NIST : National Institute of Standards and Technology)
11/21  EH=tEA CRERO T HEE ) =4L)

AT - (K BAREREERE, B EREE N LER, BRFREOR,
AARBSEABIREZR S (FFR  AARAEXHR)

% ImFRAE (2016422 A 5 H~11 H)
2/5 Texas Reliability Entity
(TRE : 7% ¥ 2 M » NERC Husi(2 #EE Hhigs)
2/6 BB (RO KIFREE ) &4t)
2/9 Bt C (WERD KIREE ) &4t)
2/11 BhHEAED (WE O PSR 2 4t)
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th (800 H#%&)

CISO,

NERC Compliance
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Grid Protection &

Automation Manager

(34)

K (1,400 HEER)

CISO,

Director of Technology
Strategy and
Architecture

(244)

K(1,600 HEHZ)

CISO (144)

(800 )

FERC Compliance
Manager,

FERC Compliance CIP
Analyst,

NERC CIP Specialist,
Legal Department

Assistant General

Counsel (4 4)

27

207/217




4% 3 NERC Hus{Z L s

W IERA PR A

NPCC Northeast Power Coordinating Council KE AL B e O F 2 D —H
RF Reliability First KIEHER

SERC SERC Reliability Corporation KERHEH (70 Y 2R
FRCC Florida Reliability Coordinating Council AR

MRO Midwest Reliability Organization K] P

SPP RE | Southwest Power Pool, RE K [E] e PE

TRE Texas Reliability Entity 7P 2N

WECC Western Electricity Coordinating Council b NES[iTR

NERC REGIONS
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NERC CIP Standard i%, 2003 {FOKIFE LB E 2 T, B OZERHE 2 /&FHIC
BWTIER S e FIC KB I EfiaR ., KRB Z AR E LA X—kF =2
T AT HERETH D, KFE i 4-1 128 L7z CIP-002-05~CIP-011-01 £ CTD
HENMNGZR> TS,

AIEAE DR TE 2 BB R~ %, CIP-002 TlL, BHOREMBITEHED & 5 EEY
A N—&PEAFEE L, CIP-003 T% O BEHE , CIP-005, CIP-007, CIP-010, CIP-011
ThExal T g5, BHEEHSELED TS, CIP-008, CIP-009 TldA v o5 v
Fxfit, EIHFHEIZOWTES LT Y, CIP-004 X hb—=27 FERIGH,
CIP-006 (I NiBEFHEOYHEL X 2 U T L IZOVTED LN TN D, AEHEDFEA
72 x =2 U T 4 JWDOEZ L, THEEY A N—EEOKE] 2L, BT
TABROEH ] THBE DERNOEELRE L ET, BTHREANICHS [E
A NR—ZFEOEI] 2177202 b D THD (MF 8k 4-25W), i D3EM
%, TH25 fREHHAE] 2RO &,

[X|Z% fT4% 4-1 NERC CIP Standard Ver.5 HE & #f5

HH T H A B!

CIP-002-05 | A N\— LOHEBEEEDOKE | VAT X—RAT 7T r—F (Ver.5b L VEA) (A& HE
A N—EPELRFET D,

CIP-003-05 | ¥ =V (& X VT o EEHOMNL, BEA NG EL RS
% 12 OITEFHE O E + Fhi,

CIP-004-05 | AEHE hL—=27 HEY A N—EPEICE T - IR T 7 82T D5 A
xS hL—= o BEORRIEE)

CIP-005-05 | E1E¥x=V7 4R B A N—GHEE G AT KM T HELNRT

7' A5E5 (ESP: Electronic Security Perimeter) @
WEEEX =2 U T 4 %K

CIP-006-05 | ##itx=VUF 4 BRIV A N—ERE L YIRS D 72D OFTEN ]

CIP-007-05 | AT Lhtx=2UTF (&8 HEY A NRN—EHEDOE X2 T 1 55K

CIP-008-05 | A > o7 v Mty L XPISEHE | B A N—EREDA 27 > MG & HSFH R E

CIP-009-05 | 18 IH &t HEY A N—ZFEOE AZHEOFEE

CIP-010-01 | BEAL T L syt BHEY A NG RHET DIOORTELTEE L
MR DB DR E

CIP-011-01 | |HE#{Fxi& EEY A N—EEORIER), REEMHIC 72N IRE
NOLRET DD DIEMIRER Y > —DRE

(HAT) NERC A& Z b &IC~ U 7 4 — Bk
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% {18k 4-2 NERC CIP Standard DREARN 25 2 F

NERC CIP OEAREAR

| 7o ZHIR/ R /ESH | I\ - LOERAEDKE

FBFHER (Perimeter) DOEIE

BEFHIRFANDOEE

TERARRBESSEZHT - O D
LEd1—(CLDHE
REF1 X> NEHE

LD T PHE R/ O EE
Perimeter (1#%)

(HFT) NERC AP &R 2 b Lic~ 7 ¢ —HAFRk
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NIST IR 7628 i%. NIST |2 L ¥ 2010 FFlcE SN A~— 7 ) v FEx =2V T
AT HHA RT 4 THD, NISTIR 7628 TiE, VA RXR—RT7 Fu—F|2 L
ST, A= 7 Uy RIZBT DA LAV RS ) A7 SHEO A, 7
TAN—EOFMENED LN TEBY, A~v— NV v NICEb o ENFESS
THRBATRRRNE Lo T D,

NIST IR 7628 Okl A O E 2 FH T 5, X 18k 5-1 12 NIST IR 7628 DR E
AF—DLETRT,

1. 2= R — AT ) FOER

2 JRATTHARAL NOFEH

3. NA LY s e X o U T B OfEE

4 a. X2 VT 4T —FT7 7 F ¥ ek

b. A~v— K7 U NEHET R X MERK
5. PRRET 2 A A v MMERE

X% T8k 5-1 NIST IR 7628 O E A F— L

ATvI1 ATvS2 ATYI3 ATvI4 ATFuTB
YA —Fa T4 S - BRESRETIVORR R A
CRDBMRERERE )| URITERCADRE )| phrmoi IngormaT Al
AR —ADBR AT—h )RR
DFHE
3 AR a)T B _
2 RIFERA NIST SP 800-53 4;-_'“;5;;‘
- HEMD - NERC CIP 002, 003-011 / T
1. A—RF—2A 5 - RSt . - Catalog of Control =
ok 2 (Vulnerabilities) Systems Security: 5. SGEAIEFE
- #EL(Threats) Recommendations for
B (mpacts) Standards Developers 4b. SGERETEAAL|
- Efc.
Topao“{v\
(R EER. B4 (62)) Button-up53if
- BREBHE LEET) (AEER 540
s IRLF-FEES. BERBOS » |EDsIZF 9 ADRET - A FIAri—- BetriRi
MERLEESE) » A—H—RAEE FHEAA CIP
- [RERR R (WASA) - BAOREEAER - NIST SP 800-53 - IEEE
- FRUFL AL A (DR, HAN/BAN) = SGFA( AT LBEOEAE - NISTIR 7628, Vol. 2 - |EC, etc.

- BEEHETT(AMD R (I AR ),
- ERETE(OGM LENRELOH etc.
b, REFOSMERECLEST)

(WP TH25 {22384 NOXFR NISTIR 7628 Vol.3  [His2i72 oM & &%k HE

NS DREDTFTIUI DWW THIZ HIF 72N B4 %, NIST IR 7628 @ Vol.1~
Vol.3 DFHNETHD 1~3 12OV TaHT 5,
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1. 2— A7 — A F U A DR

Volume 83 ® 10 & |Z2—AT—A T UANRE LD TH D, HlIE, LFEDOA
— kA —% (AMI : Advanced Metering Infrastructure) Ot x= U7 ¢ 2T %
2= — AN 1031 IZE LD TH D, FlziX, BHBsIE (Revenue Protection) .,
A—F—EFY /L (Meter Removal), A—#—D/ A /XA (Meter Bypass). =%
K% Kk OVE IH (Outage Detection and Restoration) . A3 $A 5 & (Pre-paid
Metering) OEEREIZOWTDOEFXF 2 U T 4 D —A T —ADENR > TN 5D,

2. VA TEHAAX L bDENE

Volume 1?2 B TiL, A~— 7 U v NOEKERBOGRHEIRA L H T 2 —R
HTIY (2207 3Y) ODEBNRINTEBY, 206D H 7 o—A T 3V
LTCURZGHB TN TV D,

BlZIE, WA v 2 7 =—AN 7 3Y Nol8 [A—2 U TH,EMDA 2 —7
= — A (MF 8 52)Tld, A—Z Vo 7T LEEER, EEICOWNT, 7R
—H—b A =2 —f] PEV A—%—L TR X—H—ERFEHEW EIFETD
SEEERV AT O/ EITHOTWD, ZDOA L H—T 2 — A ZDONTIE., M,
SERME, ATHAMEOA XY R REREN T, TR, TR EERSINLTWD
(A= —BR2 DT, BEENERINTND), £72. BEAOHEMRESELE L
T, [SG.AC-14 FIE., k72 LTI SNZEIE] 2 ESHEDBHEI N TS,

X3’ 8% 52 [ A—F VU THEBEMOA L F—T =2 — A

21 -AMI 24
Headend |a
i
- ——
34 - Medenng! 5 - Cusfomer %
Billing/Utdity | Enemy Mngmnt |
Back Office = Uss u25 \__Sysbﬂn_ ’

# f-l:?s'uﬁe'r"‘
Applances and
, .Ef“."”ﬁm.r

Y 1141
¥t

| Enagy Services |
Interfaca’ HAN )
T...‘ifl"!.“’_ -~ LI
% I & -moter pu Y120
III—J-I 5 h\— b -’ l-l..r
U128 jyo5
HS'IE'M“;“ @ I e ge U T L o
Providers A “4 - Customer™ U4g »] 10 Submater,
B e DER: | ZETERAE N —vsoey  EUMD)
11 - WalerGas ) L <vsomy SRR
! Melering ) IGenamiion angy Penicle (EVSES]

Etny “aunw

——

(HFr) NIST IR 7628
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3. N ALY - X o U T ¢ B OREE

Volume 1 ® 3 T TIX, 22 W7 I VIWZHHT H A L D®X 2 U T 4 BHDOFE
TEITHo-TWNWD, T TR, WEME, 522t FTHMEOZERZNICOWTOA X7
FL~yb T, T HE S EIWOIRENEZERLIZOL, 22 7T VITD
W, BEEME, SEAME. ATHEEICBW T, EOLLTHLINZERL TWND, £D
2217 AVIZHKLTED LD xR AT NENERICLU THEHEL TV 5, LIE,
BXRPROFERANEIL TN D,

) wmEov rA R O@EA (Previous Logon Notification)
Aw—hr7 Uy NERVAT AL, kroa 74 BRFE RZICK LTon 7
T UBRIZRI Ll 74 U BITOHE KT Uiz a 7 4 VBRI, 22— 2@
T 5,

ZDOLEHIZ, NISTIR 7628 1%, — A7 —A0gHadH Lic, A~v— K7 VU v R
B¢ AR EF 2 2 TRV LI L L T HEDA vV X —T =2 — A EEFZ LD
HlZ, TNENDA B2 —T = — AZEBT DG BCHEIEIC R 25 U 27 58 (U R
JR—=AT Fa—F) BTV, A LoUL DX o T 4 B O ER A RSN, 554
Mo ATAMEOBLEN BTV, THENDA H—T 2 — AT DR ETRT LN
IEESTWD, BRDLFEMIL TH25 R&HE) 220z b,
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ffé% 6 NIST Framework 2

NIST Framework &%, NIST NEE A > 7 7 HEHRITIZ 2014 4 2 HIZAB L
= [Framework for Improving Critical Infrastructure Cybersecurity Version 1.0
DZLxET, ZOT7L—AU—=2F, HEASA U7 THEEZOY X7 EHICEATLE
BREEMILT DL EHME LTS, 207 L —AU—7 %, FEENE RN
FEiT _REHDOLEIN, INEFTOIESERHTA T4 & L IZBOREALL
Mgzt 2 L b EMIL TS,

NIST Framework |3, HEEZNEHHDOEXF 2 F 4 LLOHIRE Y A7 _— R
T —FIC Lo TR L, ERUTG UEEEO X2 )V T4 LV E DX v v T
MWD DLWEEITIZDDO T L—LT—T ThD,

D7 VL —ATU—7 OMEEFHIAT S, NIST Framework (£, k&< a7 &
[T 47 OMENLRD, (a7 XV RVEHEOGG LR X2 U T ¢ HERE
PIFD52E LTS,

[Tdentify (RfiE) |

[Protect (f£7#) |

[Detect (fR%N)

[Respond (&) |

[Recover (1HIH) |

FNENOHREIZIIIT I VRBIOY T T T RNERINTEY , HEEDFEHD
ROLNTWD, £lo, ZRIGFHRE LT oV A K71 (IEC62443, COBIT 5,
IS027001:2013, NIST SP800-53 %) &t DO~ v v 7 HiTo T\ 5D,

(74 7] XENENOHWRICBIT DI AR VAL NORBEZRLTEY |
FREAENEWIEIZ, RO 4AEBETEREINLTWVD,

(7 47 4 WG

(7 47 3 : KIEARE]

(T4 7 2 +537 0 27 FHk)

[ ¢ 7 1 855

HEZIT, a7 O5O0KREO AT IV /T AT IVIZBITFHHEEDY X7~
FYAY FOFHEEITS>T, BHDO ) A7 EHICHT L LNV ERIEL, HDHREE
EDXy v T E Toleb &, EICMITTee— Ry P2ERT 52 LN TE 5,

SEDD, KFE Hk6-1IIEAFEEL R Lz, IFPEMOaTIZHONWTY A7
FHli 2T o 7oA R. B ODBEREICOWTENEN [T 471 BEE D, Bz X, K
DZXNX =07 a7 7 A4 VOFITIE, BUEOWRI (CURRENT) U 2 7 &8
LoLdD H 5, [Detect] & [Respond| OEREIZEBWTHIET RNEE (TARGET)
EDX Y v TNB 5L, ML, 20X Yy RO L WEICM T e — Ry vy
ZERRTHZENTE D,
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X% {18k 6-1 NIST Framework OiE 71k

TO7 7O T L E—78F

FA4T Identity I —/1
IDENTIFY FAFPITATTT Protect NN L |
______ - | AL i ociect M. [ W
FAPOEH6H Respnndl_l Ed
PROTECT - Recover
' | \’-_m Tizs riza
DETECT | '
1
RESPOND ] 4’:‘\"')j
- ’ TAT ERBELA
RECOVER ' ' 1. FAMS . g ) ST S e o - B AR,
. . HELAILESRETS
Uz AlE. AT U— AT U— DU CE DT, 2. FHAEIE. Ei?flﬁb?%}%%ﬁgﬂb Fruw
2 oS T A - S B NS J ERIEFDBT S

(A7) NIST Framework # & & (2~ 7 ¢ —#:AERL
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ES-C2M2 (Electricity Subsector Cybersecurity Capability Maturity Model)
ElE. KEEUF (DoE). WFZERERS. BAEROH NI ENERDOEF =
U7 4 LoV BT 2012 FEITER S THA =k %2 U T 11281
LRSS N ZBME L T, RRICRESEL72ODET V] Th D,

COFETIE, LTFOROFEREZBHE LTS,

(A N—F 2T 1 RS O5RE

YA N —FF 2 )T 4RSS O—E LIkl & R T~ — 2 D F i
(RN N T 77 0 2, BEEHOILA )

(A NR—EX2 VT 4 2R ETDDDT 7 a o ROBE OBINENL AT T

ES-C2M2 O ZE 2 FiA+ 5, ES-C2M2 &%, FHEEN, HFE 14 7-1 1R
L7210 D RAAHBEZ I, BJHEE (Fzy 27 VAN ZFHIT5Z &1
FoT,. B RAAL L TOEXF 2T 4 L_AZHETAZENTEXALDOTHAS,

G VIS L (MIL: Maturity Indicator Level) 0 205 3 £ ThHh
0. BUEDREWIZERBENE N EEZR LTS, ZORRRE LU, %Y
LAV DF 2y 7 YA NDOHENRET [ERIZETTETND] £k N A
FEITTETWD] THALAICOREREIND,

XZ 8k 7-1 ES-C2M2 D 10 D KA A

T7otER

1) 247 (RISK) # 7 (ASSET) (ACCESS) £ B (THREAT)
R _7E, g% HE  my popzEE BE RENEE
X k&FHE
1k 3% (SITUATION) #£4 (SHARING) 1= (RESPONSE) (DEPENDENCIES)
AN
o ot e = T g s
R ER e o S AT R HIG = o
AB -
(WORKFORCE) J 4/ —(CYBER)
Hrri—
IN=L=3 Ty
TO5S5 L B8

(AT ES-C2M2 b LIS~ 7 ¢ —HhfERk
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FiI. RAALLNOF 2w 7 VA MDOEERL TS, HlziEX, VA7) ORAA
ATOWVWTOMILIEL E72->TWAHA, Ziud, MIL1 OER 2 EHE 1L [52403
ITTETWD ] A, MIL2 OER 18 HHBFIZ FEITSN TR bOREFENT
WAHTZDThH S, Rk, TEE] OIETIE, MILIZ0 £72>TWA2, ZiUx
MIL1 BRI 6 TEHHBIZ [—EFEITINTWND] DEFNLTWVWHEDTHD, 2Lz
MIL2 ° MIL3 OEHB # A7 L TWize LThH, —FFDO L MIL H5EH
INDZEICHEEDRLETH D,

IHOLTI0D RALNZOWTHIELIEERZ D EIZ, BHOHDLIRERLEDOF
vy T EMO LD NETE AN THZ EIIEHTAZENTE S,
ZOFETIE, VU TICEEL ST WA T2 BRICRE B T~ OB BRI
RFTNE W) TR E V., L L, ZOEFET UL, XY A hOREETT L
Tho T, BHEOEX 2 T AR ERLTWDDIT TIERNWZ LICEERLETH

%,

X3 {16k 7-2 ES-C2M2 @D 10 D R A A > A5

=27 T03 BFEASETEN TS B —2ETESh T3 =TSR T 7L

3 MIL = Maturity Indicator Level (FiZEL~L)
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