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BB AT B U B BIER O WA & FIBE

@D 2016 FEDOKERHHERE 2150, EEROBICHEOBE L3N Eoa > ba— VT
WZHHRNIZE - Ty [EENA] EFIENEIERKRDOY A /N—4TE) (cyber operation)
PIrbNb LI ol TOERBNAIZ V=X IV AT 4 7 2FH L7251
(disinformation) DWATEN DK Do 9 LIEEA ALV TEBGESITS E L TR
AT REEDAMIPBNT NS,

@ HERZEBFANATHE L TOEEH A, FEEFEH SN EER 5N 5,
Fad bid, R ERSE B O RDAT S IRFE RN 2 2 AT HERBICELT 55
FHEEZHLT 20 0) M oELME SN S,

® EBEoOFER B BRICE 294 N—47E & L ToERN AL, ROATHEEERNC
B L T3 2 3EZ 26N TRy, ATEHEHERIZOWTIL, THoRBlEE
WA TH %okl (coercion) 2%amii & 72 %o B ARMBIG MO TEAT ASRENZ 472 %
MNEIDPITDVTIE, FHIEILT LD —H 2 A TR, B#BEAN A DMK 20— 12
5L T, INFETom 2RI TETVHEDOTRBIN TS,

@ TFHEFICHELZFERILTLI T TRZVE ) TH LA BIHE L OBIRY
MEIND L) RoTVD, AROHRMEINMBERIZE > THRESINL A, NIED
SHEHEBNOED 2 HHE LW TEB Y, BUA 7 1t 2128 CH I T IRz
TR SN DL DD E LT, EENAL Y DI BIEROTAH M2 RE L
FoHETREIND,

® FERIZEDBHAN—ATHE L TR INDEEMNA LBIEROTA I T % FEORERK
FAT R CENRE SR B O T2 WAS, BEEH B X 2 RE T M2 R 2 H
2BV TE BN ARCHIEROWAT SN HRZ T 2T HEZERLIELTEL ),
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EU&IC

PAE, EBOEFICE LT, SHEORBECHE O Y P -V TIZHh b EALNLFANFIT X
D, V=23 VAT 4 7 %8 L THIEHR (disinformation) 2SFiAi S5 2 & ARV TW S,
2016 FE DK E KB BIEFOREZDDDOD—2OTH A, 29 L BIEHROMA L. L
MiE OMBEERENYF U7 LA VI =2y P EIZ) =255 0o fTh%L L HIITD
N, AHEEOHIMNICHELZ RITT I LT, ERIINAT S, ULHESRERZ HENC AR L2 DO
ETHZ R BRLTIrbhzE v W,

BENADY =7y Moz, BEROTAIZEG L7zE ASN5ERISHT 4K
Lo T2, BELZLDRVODLBAZHIFKOMRE L2, ThHY Y MO
FOTAEMETELZY) T 0005502, £ ¥ —%v F ETEEMNAO—FE LTITD
NABEEROMAIIOVWT S, ERIZK B9 4 73—1TH) (cyber operation) T V) [EEEITE
K3 5474 LTHREITREBORMBOI L EINE LI >TETVEY,

AFTIEZ, BEAAL SNBBEIZOWT, FRIBEROMAIER L, MEOBEZIRY
WD, ZOET, 23 Z D EEEET S NEL00, #EATREE TUIED L ) R EEP:)
S, EEELEED X IEHEEI N 22DV T, il E R OB A2 R A S,

I EBENACHTZEBERORM ESAD

1 [B1EHR] OFEH

[ATEH] 3, EERE L —EOERIEIZEINTVE LRIV A RV, 72720, BIEROTA
OB —HOFEEZT, EBEMARIC X > TERSNCGEORIL, B8R ERAATVWDLHO
D 5o

ZORENZRBIE LT, 2017 FEORKINEFH S (Council of Europe) 12 & A EFKTIE, FHEI
B3 %R BOMNEE. BES NN, S SN NATHR S L, ERICEA, ek
M, FREOUIENCE 2 5 2 5 72 DIES RS [1ATHR] THEHESINTWD, Ho72i
MM ERLNELPORLLODERZLL5TERZMELTIHEY HINS [HER]

* AWICBTDLA =4y MEHORKT 7t ZAHIE, 202348 6 H2HTH %,

(1) REOY Y2527 ThHRIEHFHES (Atlantic Council) 12X % 2018 DO LA — P Tid, 2014 DY 7 F
A FRRFEEE, 2016 FEOWEE O EUBLBICET AL 7 7 L v ¥ AL 2016 SEOKRERHHEES IS BN T, REW
WIRBTH 2 H, ITEM S N2 FIEMEIUE L 72 £ v 9, Laura Galante and Shaun Ee, “Defining Russian election
interference: An analysis of select 2014 to 2018 cyber enabled incidents,” Issue Brief, Atlantic Council, 2018.9.11, pp.5,
7. <https://www.atlanticcouncil.org/wp-content/uploads/2018/09/Defining_Russian_Election Interference web.pdf>

(2) U.S. Department of Justice, Office of Public Affairs, “Grand Jury Indicts 12 Russian Intelligence Officers for Hacking
Offenses Related to the 2016 Election,” 2018.7.13. <https://www.justice.gov/opa/pr/grand-jury-indicts-12-russian-
intelligence-officers-hacking-offenses-related-2016-election>; U.S. Department of the Treasury, ~Treasury Escalates
Sanctions Against the Russian Government's Attempts to Influence U.S. Elections,” 2021.4.15. <https://home.treasury.gov/
news/press-releases/jy0126>; Thomas Rid, Active measures: the secret history of disinformation and political warfare, New
York: Farrar, Straus and Giroux, 2020, pp.414-415.

(3) Judit Bayer et al., “Disinformation and propaganda: impact on the functioning of the rule of law in the EU and its member
states,” European Parliament Study, 2019, p.139. (7B, FFEHIZ X 2 2021 SFHO LR — b TIIEE S Lo ik
BITWR,) I3, SORET TFF 2 2 2 MR TE—EHRE0T % B—] hycAiusrtt, 2019, p.5s5;
Kate Jones, “Legal loopholes and the risk of foreign interference,” In Depth Analysis, Directorate-General for External
Policies, European Parliament, 2023.1, p.15.
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(misinformation) & IXXH S NTWBW, F72, BKINE A (European Union) D EATHERIIZY
725N ZEH % (European Commission) 1. 2018 4EDRKINGE S, MRINELH &, BRINRE A+ &
FHRAROCHBMBRES~NOII 2= — 3 YIZBWT, [BERE. BFENRAEOZO12
XITEHMIC AR Z IR 720IE S I, FORS I, IS, o RERITEEZ 52500 L
Npwv, 1) LRETE 5, LI A LEREBEB I NG, A~oFid, RENZEG
KO BOR L OMAEIIH 3 5. BEU TRO@EE, RER L L wo 2RI T 5%
W B A O EBRRTVD, 29 LaE#KIE, LIFLIFBRNZXIRTHWON LR TH
57 x4 7 =2—RA (fakenews) &b, NEDVEMENP LV 72T TR, BUREFEIZ
EDL) R REITHIEZLERLZODE Lo TWHEVR b,

2 FEENALBERORR

AR OB E ZOWAIE. 47—y PRV = v VAT A4 TOHERIMES T, &
LTY =Y ¥ VAT 47 LTREREENSEZENA (election interference) D—HB & L TR
ENBEHIThoT,

COBEA AL WERINI BT 2RISR uAT © L IR LD EoleEoa s b
T — )V FIZdH B FANIC X BAENCXT$ 2 IERIRO B A /N —178)7 (covert cyber operation) & L
TITbN LD, TONEIZ. BBLRARDEIILDIDOTHDY,

ANICET A, IPRESNERE AFT 572010y F 72470, A, BN 13
NIEBHFICIRE R 52 5 72025 BMRE NET 5,

ADOENZBWT, EEZEOENBGARISEEZ RITT 7O MR E AT %0

* DDoS BB U B OHA & Fv T, BHuEE Y AT 2 2 RELS 5,

Flon V=T VAT TR R AT ROMRETR L o TV LOHHRIC S, 20
FHEIEZRDO L HITHE I T WS W0,

(4) Claire Wardle and Hossein Derakhshan, “Information Disorder: Toward an Interdisciplinary Framework for Research and
Policymaking,” Council of Europe report, DGI(2017)09, 2017.9.27, p.20. <https://rm.coe.int/information-disorder-toward-
an-i,nterdisciplinary-framework-for-researc/168076277¢>

(5) European Commission, “Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions: Tackling online disinformation: a European Approach,”
COM(2018) 236 final, 2018.4.26, pp.3-4. <https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0236>

(6) WHRHNC B DB MOWAIZ DOV T, B2 IX, Ashley Deeks et al., “Addressing Russian influence: what can we
learn from U.S. Cold War counter-propaganda efforts?” 2017.10.25. Lawfare website <https://www.lawfareblog.com/
addressing-russian-influence-what-can-we-learn-us-cold-war-counter-propaganda-cfforts>

(7) A N—ATEIEE, — IS (A N—ZEHIIBWT, LI A N—2l %2 BT, HZEKT 5720124
AN—feH2fiflidT s b] LEFKRIN S, Michael N. Schmitt, ed., Tallinn manual 2.0 on the international law
applicable to cyber operations, 2nd ed., Cambridge: Cambridge University Press, 2017, p.564.

(8) David P. Fidler, Advanced introduction to cybersecurity law, Cheltenham: Edward Elgar, 2022, p.101.

(9) [BBEY—CEREET] 17 =%y MIERINIZEBOTNA A S, FEOT—N"—Rty b7 — 7%
XL, —HICAGEPTTH - A% FIL S5 [DDoS BB L 137 | 2022.8.13. NITTHRHA Y = 74 A
b <https://business.ntt-east.co.jp/content/cloudsolution/column-331.html> HEEH 5 E=ZH VL D/ 3 viza
Ea—8 = VAZEDAATERESE, TNLEHABLELTITDNLZLEbH L, [HAY — 2R
L8| [ % VRES] JapanKnowledge (ZNFAE), 2023.5.

(10 Samuel C. Woolley and Philip N. Howard, “Computational propaganda worldwide,” Samuel C. Woolley and Philip N.
Howard, eds., Computational propaganda: political parties, politicians, and political manipulation on social media, New
York: Oxford University Press, 2019, pp.4-5. BEfZ NN {RE7/- [FF 74 7| OREWALZ b D5, NIIOEA [H
WMERERICEL 27V 5 VBT RELR] —HAEED T4y MEGRRIEE 7YV VBB TE— [RA S
5 F] LT 5—] EFR, 2023, p.209.
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V=YX NVATATOR Y T — 27 BT BRSO LA B R IR LA S5
72Dz, TATY XA, HEME, AOFICLE2F 22— a ryWiEHwa,

HFEOBIBI R A v =V ERMIEL2 0720 T 572012, EFETLAMERL L 9512
LRy b (BIZIE, HEIWICEH Y94 VY TORFERER LYV IRE LD T 5,) &1F
WL, V=% VAT 4 7 RICEBET 5,

A TA Y EOEREBIEL. A OFEA, BBWICIITH 2 ARSI EL T LR HEL TS,

3 EBEENAZZUEEORKEEERE

BENAEIT)OBREENEZATI2RROBMIT, ERTHL LFSINDY, 29 LzH
KX BB AT, EBREBUAR A E O T3 2@moh Tk, FETED, A
7)) v Rk (hybrid warfare) &R (information warfare) ¥ & Vx> 72 [EIRKIZ & 54 4 /N —17
PFo—RE LTI ON S,

—H. EBSERZED LI ENETH A ) Do TOFTHNY L2 DIEENAEZ
J72EORKVRXVDORIETH %o —HIIZ, SHHHICE 2 KT 5 ERITE 0174 7% L.
EloRREIEEFEY L LT, HREL BEREBREOZBNERTDH 5 ERKFELT (state
practice) &EZ LN, BENAEZZIT 2L ENLMOEDOLAK L XNVOKED F 72 EEK
FIT LML THAS ) 9 LRUiE, EEI A L CHEESESEH S vy, @
HEZR EBSENE b T O HFAEL 2V, HDWIE, BENADVEREIER L ZWEOWT IO
AL D00, EHEERLEO FBEETH 25EM952 (opinio juris) "9 %55 T2 ) & 7
590

2016 D KRE R EHEEE DO, /YT 7 - £/3< (Barack Obama) KftsH (L) 12, Y%
DEZENDIADVIE ORI KX BEBTH L LB L2 LT, €9 LHHD [#H L7
ITENBE 2 A |, [REMZLANF Y ANDIN AL ThHDHE LTINS LT 5IEHSHZ IS
L7207, ORI IR CRIBEHER LT 2 RBUIT I TV o7z, T,
KEBEFHEEREZ FEO W A N—AT8 MO E O T M 2 42 EH T 2 G2 R EBUFN
DOFARMERIRSWIIET RE, 0. FEOERIET L OENE ST THEIPNDRE M

W A4 >¥&—=4%v b LOEROIE, 7. FHEEEZ V) 25, BNEHEPHYEH TCORROED SEH SN THEMN
GXRTHSEN Tz, [Falb—2 3 r] THAKEREE] JapanKnowledge (/MEf), 2023.5.

@ JNAEA-EERE [BUROEZES AL HARTOM 2 — 4 N =B & SNS EOBETIENE 2 % #E5Er A—]
2019, p.16. I L HE) ) A7 2 V5 4 ¥ 77 = 74 A4 b <https://www.tokio-dr.jp/service/politics/rispr/pdf/
pdf-rispr-01.pdf>

13 fig  FiEEG) FEE [HAEFHOENIIR L, EICEREZ Mo TEBRRPHAICEEEZ G2 L) L T58 &)
O, THED 2BUEHO 720, BIEMR RN = 2 — 2 2 R DM T 228 ] &35 [EHERIE]
(information manipulation) DEFEE & b1, BIHFHROEFRK LA L T 5, [, pp.52-53.

14 BIZIX BT N4 70y FilG—uo o 7 O3 L EREIE—] G354, 2021, pp.103-104; Scott Jasper,
Russian cyber operations: coding the boundaries of conflict, Washington D.C.: Georgetown University Press, 2020, p.121.
(AARFER - 23y b - Vv 28— (IRE3RER) [0 o7 - $ A4 N —Rig—2 ofaln & sk—] Eitt, 2023.)

15 RMHIEZMmE TEESE: 455 M) BS54, 2022, p.42; Michael Wood, “State practice,” Riidiger Wolfrum, ed., Max
Planck encyclopedia of public international law, vol.9, Oxford: Oxford University Press, 2012, pp.510-511.

16 rrRER] [EREE] RRURF R Z, 2020, p.58.

(17 “Statement by the President on Actions in Response to Russian Malicious Cyber Activity and Harassment,” Dec. 29, 2016.
Office of the Press Secretary, White House website <https://obamawhitehouse.archives.gov/the-press-office/2016/12/29/
statement-president-actions-response-russian-malicious-cyber-activity#:~:text=Al1%20Americans%20should%20be%20
alarmed,levels%200f%20the%20Russian%20government>
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BB AT B U B BIER O WA & FIBE

E7ZLRRBIZE EFE 57208,

COEHITEBN AL Z T 2L SNDMOEDEK 8L SNDEEE & HHHICOWT
X TEREMN DM X AAFEFEEITHIST 272012, FEZHBHIITHTE 25t H 2 T
BLTWDL2DRE W) BERNH 2", F7-, EEELOTH (k) YT 5502 EE
FIWrE9712, Wl 2 bR LB EBNEITHEL X9 LT 5741200 T [EEIHAL L)
FHPHAOLN TV EDBFEINTVEEIATH LY,

LAl HECEBZEOBE»OHERT 28X DM TETw5h, INGFES (European
Parliament) @13, 2022 4 3 JIZHRIRL 7295k THWOESICB T 2H 5@ 52 REN 70 X1
BIFBHEDOH AL TBWT, SEIC X 2 1E#HIEME (information manipulation) D/ ADF-
ETTROBFEATE 25 2 NS 205 - bz iR, REM5ES
RL77 VLT ADORIESZHR W, BIF~NORNMELR 2R DTH S & L THEEEEERN 2
W $ 5, LORBHEERLTVDLP, 2L 2oUEL. EBRENADED X 7 EBHE
ERDDONPFIPPIRL TV,

I EEEEDRS

RE T, BENANA, BB AITBT B BEROTANITOWT, EEE Lo 3Fi % dui
BT %, FERIEEEREOHRO —DOTH S EEINEDTD, ZIIOVWTUD TR
WEMASZ LT, EEANAICHT BRH TOREBRE LOFHIZOWT, IH62IITES L
E S Y (I

1 BEEREOBEATREM

9 ERIZ X BMEANOHF A N—FTEIH L CTHEBSEASEHTRETH 5 5 GEHITRENE)
WZOWTHERE L TB & 2o COREBSEOBTRENEIC OV TR, ERE TS OEE0HE
THEERZOLND,

EIESEARRS (BUT TERERSR ) &, TEERZ PR O SOIRI B0 2 155 OV S0 1E 705
DM 2 BUFEMEK 7 Vv — 7 | (Group of Governmental Experts on Developments in the

Field of Information and Telecommunications in the Context of International Security: UNGGE) |2 &

HEE%, 2004 S S HIZH72 D Wik IZERT TE TW5 2, UNGGE 12 2013 4E K T8 2015

(18 Brian J. Egan, “International Law and Stability in Cyberspace,” Berkely Journal of International Law, 35(1), 2017,
p-174. <https://www.law.berkeley.edu/wp-content/uploads/2016/12/BJIL-article-International-Law-and-Stability-in-
Cyberspace.pdf>

(19 Dan Efrony and Yuval Shany, “A rule book on the shelf? Tallinn Manual 2.0 on cyberoperations and subsequent state
practice,” American Journal of International Law, 112(4), 2018.10, p.588.

20 Chiméne I. Keitner, “Foreign election interference and international law,” Duncan B. Hollis and Jens David Ohlin, eds.,
Defending democracies: combating foreign election interference in a digital age, New York: Oxford University Press, 2021,
p.189.

@) BNEESE. BN A IZ BV CRIINIIF S (Council of the European Union) & & HICVEHERER AT %,

(22 “Foreign interference in all democratic processes in the European Union: European Parliament resolution of 9 March 2022
on foreign interference in all democratic processes in the European Union, including disinformation,” 2020/2268(INI), para.
E. <https://www.europarl.europa.eu/doceo/document/TA-9-2022-0064 EN.pdf>

@3 EIBRENEFCHIITBALSS 38 658 1 JH (d); &R B8N, p.72; WHIEEIEA TEIFEE] A2ER, 2011, pp.172-173.

24 United Nations Office of Disarmament Affairs, “Fact sheet: developments in the field of information and
telecommunication in the context of international security,” 2019.7. <https://front.un-arm.org/wp-content/uploads/2019/07/
Information-Security-Fact-Sheet-July-2019.pdf>
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BB AT B U B B IER O WA & FIBE

FICERICE AN TEICEBRESEA SN LT FOMEE® 222N M L,
ELEARRIE NS OWEE 2 #6002 k2 IR L 72996 2019 4EITIE T X CoMmEEICH >
72 [ERZERBEO RSB S THH L CEREEIE TORRICHT 54 -7 - T2 FIEE
B4 1 (Open-ended working group on developments in the field of information and telecommunications
in the context of international security: OEWG) & [[EIBSZERBED TIRIZEBIT 5 A4 N—Z2/ T
DEMLD 5 EROITEOAMEREIZEE T 5 BUF PR 7V — 7] (Group of Governmental Experts on
Advancing Responsible State Behaviour in Cyberspace in the Context of International Security: GGE)
EZBNIEEIT. 2021 4E121X OEWG & GGE 23t & 2 TN CNEER X ICHE B L, EF%O
W REVEDS O THERR S LTV % 27,

F 72, NATO (b KPEHESKERE) o3 4 =it/ > ¥ — (Cooperative Cyber Defence
Centre of Excellence: CCDCOE) D >Z#&® F T, NATO MEAETLRWE O &H S 20 L 72 FEk
BEOEME TN —=TI2E) . A N—ATENZE T 5 EE ERE 2 MR L RO RTitd 45 2
EERHIBLT [2) Y - =x=27 0 20]%252017 EICHAT SN0 2O [F )Y -3 =aT
V200 X ENRMENZFEZ V0D, OB TEOMBE AT L LFINTVWDE P,
FEL A NN =D ERE EO EHEEHNIRT 2B E LT [ A4 N—17E)E, ERPE
MERIMERR & A7 % SIS B T T b v, B OTEIR A EHERMHERR 2 47489 2 W2 L T b A,
AZE RS EMHER Z 4763 2 A% L CIEHERIC X o TIrb B ] LR RTH0, ERED
W R Z MR L T 5o

2 ERICEDVAN—ITEIE L TORENALBFRT 2EEEDOFEER

FERICE DA N—478) & L CTOREEN AR, BERELCECDORMALLRZ S L. HR
OB X 2474, EROIBHELIZI Y Pa— LV TIZHARAICL 5174, XITERDEZL
TRANDITBEDNT NP TH Y D, ZOEMLIIERIET 5. EEEOFAKRTH 5 EFIE,

(25 UNDoc. A/68/98, para.16. <https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/371/66/PDF/N1337166.
pdf?OpenElement>; UNDoc. A/70/174, paras.24-29. <https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/228/35/PDF/
N1522835.pdf?OpenElement> 215 OFHEHHFITB W TIE, EIRIC X 2 1 H0B E 50 O i 2D W TR 32558
WHETHLDDBBRENTVDE EZATH LM, ERIZL 2T A N—FTEHOEEEOBT IO W TR
72b 0 LS TWw b, Bl 213, Frangois Delerue, Cyber operations and international law, Cambridge: Cambridge
University Press, 2020, p.5; Henning Lahmann, Unilateral remedies to cyber operations: self-defence, countermeasures,
necessity, and the question of attribution, Cambridge: Cambridge University Press, 2020, p.21. HAREFIZ & A ERIZD
WTIEREZM WBE [ A N—TENICHEH SN2 FEBEICHET 2 HARBUF ORI 237 55] 2021.5.28,
p-1. <https://www.mofa.go.jp/mofaj/files/100200951.pdf>

260 UNDoc. A/RES/68/243. <https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/454/03/PDF/N1345403.
pdf?OpenElement>; UNDoc. A/RES/70/237. <https://daccess-ods.un.org/tmp/9941848.51646423 . html>

27 UNDoc. A/75/816, para.34. <https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/068/72/PDF/N2106872.
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