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Concept of Secure Communication Network in Demand-Area
and Research Subject

Eiji Ohba, Shun Morimura, Michifumi Miyashita,
Tetsuo Otani and Mai Kiuchi

Abstract

Some significant changes such as introduction of large amounts of distributed generation system, advanced metering
system, and demand response system in utility demand-area are expected as a countermeasure to global warming, efficient
energy use, and stable energy supply. Communication network that connects between customer and utility for these systems has
not been established at this moment. The network also has a possibility to be used for energy usage relating service (ESCO
service, home security service using information of home appliance power use etc.).

In this report, we propose a concept of “secure communication network for distribution-area” that accommodates
information used in the above systems, and describe requirements for the network in consideration of characteristics of
distribution area. The requirements are: cost-effective physical network construction, flexibility to customer/terminal addition
and deletion, flexibility to network configuration change, open and integrated communication protocol enabling seamless
communication between multi-vendor equipment, and ensuring information security. As the key technologies to meet these
requirements, wired/wireless communication technologies, communication protocol, and security technologies are investigated

and relevant research subjects are described.

(System Engineering Research Laboratory, Rep. No. R08014)
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B4 25 Bk N ek & 5 WISERGR LS TH 5,

IEC 61850 @ E7ZRRHEIT. FriE DEINITIKAF
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COSEM ( COmpanion Specification for Energy
Metering) A > ¥ 7 = — A7 T A LRI, A
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EHPEICEE DRk L

PRSI O e

AV BT 2— AT T ADRSFIZET DA
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S LT =2 kHsrEET 256 BET L8
el Tk, EXOT—¥%2%%R L L
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< BEfE 7 e v oosiE R TCP X UDP) O 7 47 4128\ T, IETF
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X2 U7 0 R N
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ENb, TRHIZOVWTIIGRRAEMENEER S
nN5EEZLN, TOEAITITBEIZTIZ L
BAEMANT D ENREE LW,
TEHRKORAE - R5FTIE, FITHERE
HwrPEEIND, BEXY FY—7BEHT
X WIEA I, HaRHORE SLRGE, BE D

WEt, 7VXNVBLNLETHD,

Fvr RLARV AT, BEFZOBMAEN
FHUSOEHE A = 2 — 3V lfE &N D, ERONE
PHOBETHDZ L EBRFET D72, B
DO BALRBIERAMLETH D, £7o, HHENE
BT TANT—ITh b ERE L TRIET S
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